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1. Libraries Imported for Web Application

Such web applications would not have been developed were it not for the frameworks that are
underlying web applications and machine learning model development. The web framework
is constructed with Flask, which has methods for handling and redirecting users including
render_template, request and redirect, and url_for methods (Ghimire, 2020). Pandas are
employed in data processing and CSV file editing. The SHAP elements help improve
explainable Al by incorporating SHAP values into the final output of models while the OS
supports and manages the navigation within files and folders. Joblib is the package
responsible for retrieving the ML elements that have previously been learned, while logging
is the worker that notes events and failures that happen as the system runs, which helps with
debugging and monitoring (Brownlee et al., 2022).

AFP > @ app.py
1 from flask import Flask, render_template, request, redirect, url_for, flash
2 import pandas as pd
import os
4 import shap
5 import joblib
6 import logging
7 import matplotlib.pyplot as plt
3 from sklearn.neural network import

Figure 1: Libraries imported

2. Methods used

A web application that is developed on the Flask platform has a minimum of some critical
endogenous processes. Index() is responsible for rendering the main page of the website
which contains the index.html file. The upload_file() function is responsible for the process
of uploading a file. It validates the file saves it in the uploads folder and afterwards
transforms it into a Pandas DataFrame. It adds zero values in sparse columns of the feature
set of the machine learning model during this process. model_rf.predict() is then executed in
this case to apply the built model for making predictions. In addition, SHAP values can be

computed using SHAP.TreeExplainer to enhance the interpretability of the SHAP values. The



prediction and the SHAP features are along the result page in result.html. For debugging
purposes, the error handling and logging code components are included.

3 Style.css

In the style.css file for the web application, there is a modern layout with a combination of
red and white color schemes in the app design. A CSS reset is performed at every beginning
for the reason that the margin and padding are similar in all browsers. Most of the contents of
the body are shaded in pale gray color, while the header section is also dominated by a bold
red color along with white words to attract the attention of the relevant viewers to the title of
the page. The user can see white bold links in the horizontal navigation bar, which turn into
highlighting ones after the pointer gets onto one of them. The content section visually stands
out on the page with the help of a normal white page with a little shadow on it for contrast
and with sufficient padding. To avoid bulkiness and for comprehension, the forms are
centrally located and the input boxes are placed vertically. An action that gives feedback to
the user even as he submits an action which is normally associated with a submit button, in
this case, the submit button has a red color and has a hover effect. The footer of the
application still carries out the theme of professionalism and neatness of the application
presenting black color and white text.

4 Software and Hardware Specifications

Software used for this paper are Anaconda 2.6.3, Jupyter Notebook for Model Evaluation and
for web application development we used Visual Studio Code and Flask. The hardware

specifications include Ryzen 5 processor, Ram 16GB, SSD 512GB.
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Figure 2: Anaconda Navigator
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[471: # Importing necessary Libraries
import pandas as pd

# Load the datasets (Assuming the datoset files are in .txt format)
pd.read_csv('KDDTrain+.txt", header-None) # Replace 'path_to’ with the actual path
Pd.read_csv('KDDTest+.txt", header=None)  # feplace 'puth_to’ with the actual path

# Checking the shape of the datasets
print(“Training set shape:", train.shape)
print(“Testing set shape:”, test.shape)
Treining set shape: (125973, 43)

Testing set shepes (22564, 43)

# Renaming colunns with a predefined List of Labels
labels = ['guration’, "protocol type', 'se
» ‘wrong_fragm “hot,

ogins’, 'logged_in’, 'num_compromised’, ‘root_shell’,
empted’, ‘num_reot’, "num_file cre:
", *num_outbound_cmds ',

unt, 'srv_count’,

nun_access_fi

e,
me_srv_rate’, 'ds

count’, 'dst_host_s

"g5t_host_same_src_port_rate’, 'dst_host_sry_diff host_rate’,

ist_host_serror_rate’, 'dst_host_srv_serror_rate’, 'dst_host_rerror_rate’,

*dst_host_sru_rerror_rate’, "attack_type', 'difficulty_level'] # attack type is the subclass

# Assigning the colemn names to the train and test datasets
train.columns = labels
test.colums = labels

# Dropping the 'difficulty Level' colum as it's not needed
train = train.drop('@ifficulty_level’, axis=1)
test = test.drop('difficulty_level', axis=1)

# Combining both train and test datasets
combined_data = pd.concat([train, test])

# Save the conbined datuset to a CSV file
combined_data.to_csu('combined_dataset.csv', index-False)

# Checking the shape ond the first few rows of the combined dataset
print("Combined data chape:”, combined_data.shape)
combined_data.head()

Combined data shape: (148517, 42)
duration protocol_type service flag src bytes dst bytes land wrong fragment urgent hot ... dst host srv_count dst host same srv_rate dst_host

Figure 3: Jupyter Notebook
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Figure 4: VS CODE
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