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1 Introduction 

The purpose of this configuration manual is to give the complete description of setting up the 

experimental setup and implementing the proposed intrusion detection system (IDS) using 

machine learning and deep learning models. It then presents the technical details, software 

requirements, and step by step processes to reproduce its research environment in a flawless 

manner. It divides into sections on experimental setup, tools and technologies, and 

implementation steps. It has included detailed steps for importing the libraries, preprocessing 

data and training and testing of machine learning model (SVC, XGBoost, ConvLSTM). This 

manual also details the hardware and software specifications of the system used for this project. 

The main goal is to create a comprehensive guide that allows researchers and practitioners to 

easily reproduce the results and to continue building on the work. 

2 Hardware Configuration 
The configuration of the system used for this project is given below: 

Processor: AMD Ryzen 7 5700U with Radeon Graphics @1.80 GHz 

RAM: 24 GB 

SSD: 1 TB 

HDD: 500 GB 

OS: Windows 11 

System Type: 64-bit operating system, x64-based processor 

3 Technologies and Software used 
The software and technologies that were used in this project are: 

• Anaconda Navigator 2.6.3  

• Jupyter Notebook 7.2.2 

• Python 3.9.20 

• Pickle 

• TensorFlow: 2.8.2 

• Scikit-learn: 0.24.2 

• XGBoost: 2.1.3 

• Pandas: 1.3.5 

• NumPy: 1.21.5 
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• Matplotlib: 3.5.3 

• Seaborn: 0.11.2 

• Yagmail: 0.15.293 

4 Other Requirements 

CICIoT2023 Dataset(IoT Dataset 2023 | Datasets | Research | Canadian Institute for 

Cybersecurity | UNB, n.d.) 

Email Account for Notifications: A valid email id is needed to setup the system to send 

notifications when malicious traffic is detected. 

5 Implementation 

5.1 Initial steps 

Step 1: Anaconda navigator was installed in the system and configured for the project. 

Step 2: Created a new environment in anaconda as myproject and installed Jupyter Notebook 

in it. 

Step 3: Installed python and other necessary libraries in the environment. 

Step 4: The dataset was downloaded from its website. 

 

Figure 1: Jupyter Notebook Homepage 
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Figure 2: File Structure 

5.2 Preprocessing 

Step 5: A new notebook was created for preprocessing the dataset. 

Step 6: The libraries required for the program were imported. 

Step 7: Loaded 2 parts of the dataset as it was a very large dataset and required more computing 

capabilities and time. Both datasets were analysed and combined. 

Step 8: Analyzed and visualized the dataset to identify class imbalances.(CICIoT2023/01-

Data_Exploration.Ipynb at Main · Plumpmonkey/CICIoT2023 · GitHub, n.d.) 

Step 9: Filtered and balanced the dataset by retaining specific labels and 

samples.(Ensemble_learning/CIC_IOT_Dataset2023_dataset_preprocessing.Md at Main · 

Nickjeffrey/Ensemble_learning · GitHub, n.d.) 

Step 10: MinMaxScaler was used to normalize feature values. 

Step 11: The dataset was spit into two as training (80%) and testing (20%) subsets. 

 

Figure 3: Importing Libraries 
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Figure 4: Analysing the Dataset 

 

Figure 5: Filtering and balancing the dataset 

 

Figure 6: Saving the preprocessing model and Splitting the Data 
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5.3 Model Training 

Step 12: Created a new notebook for model training. 

Step 13: Loaded the preprocessed training and testing datasets. 

Step 14: Imported necessary libraries and trained the models. 

Step 15: Generated classification reports and confusion matrices for each model. 

Step 16: Saved all trained models for future use. 

 

Figure 7: Loading Libraries and Preprocessed Dataset 

 

Figure 8: Training SVC Model 

 

Figure 9: Training CLSTM Model 
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Figure 10: Training and Evaluating  XGBoost Model 

5.4 Response System Implementation 

Step 17: Created a new notebook for the response system. 

Step 18: Loaded the pre-trained XGBoost model, selected features, and scaler. 

Step 19: Implemented an email notification function using yagmail. 

Step 20: Developed blocklist verification to skip already-blocked IPs. 

Step 21: Created a prediction function to classify incoming traffic and log results. 

Step 22: Tested the inference system using network traffic data. 

 

Figure 11: Email Notification Function 
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Figure 12: Blocklist Verification 

 

Figure 13: Prediction and Alert Function Implementation 

 

Figure 14: Email Alert 
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