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1 Introduction 
 
This configuration manual is used as guide for setting up the basic environmental setup to 
implement and test  a blockchain based DDoS detection system. This manual covers step by 
step instructions to establish solid infrastructure by using Docker, Quorum and Flask. These 
components are important in deployment of framework which helps to detect DDoS threats. 
By following the steps in manual, users can create a functional Quorum network and develop 
Flask application which is used as interface with this network. 
 

2 Prerequisite Setup 
 

1. Setting Up Docker Desktop :  
 Downloaded Docker Desktop for Windows operating system(Get Started | Docker, 

2021). As Windows OS is used, make sure to enable WSL2 (Windows Subsystem for 
Linux) during setup. 

 After installation, confirm that Docker Desktop is operational by running the 
command in the terminal mentioned in figure 1. 

Fig 1. Docker version and build number 
 

2. Setup the NodeSource repository for installing Node.js version 18.x, as shown in figure 2. 
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Fig 2. Installation of node.js 
 

After installation, validate it by checking versions of Node.js, npm and npx, as shown in 
figure 3. 
 

Fig 3. Version details of node, npx and npm 
 

3. Launch the Quorum Network by using NPX 
Instead of cloning a repository, here npx command. This method allows to execute the 
Quorum Quickstart directly without downloading it first and minimizing manual 
configuration efforts. 
Open terminal and execute following command to launch Quorum Quickstart, as shown in 
figure 4.(Get started with Quorum Developer Quickstart | ConsenSys GoQuorum, 2023) 
 

Fig 4. Establishing Quorum setup 
 

This command will guide through various configuration options like consensus mechanisms 
and setting up network.  
 
4. Create images of quorum environment and containers by using ./run.sh command in the 
folder where you installed Quorum quickstart, as shown in figure 5 & figure 6. Also check 
there is .yaml file present in that folder. 
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Fig 5. Creating images of Quorum nodes in Docker 

Fig 6. Docker containers are up for Quorum 
 

5. Once setup is complete, check Docker Desktop to make sure all Quorum related containers 
are operational by executing command mentioned in figure 7.  
 

Fig 7. To validate container status of Quorum in Docker 
 

This command confirms that the nodes validator nodes as well as member nodes and 
associated tools like Grafana, Prometheus and Loki are actively running. 
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3 Model Training 
 
6. Created virtual environment and Install Flask and other required libraries, as shown in 
figure 8. 
 

Fig 8. To create virtual environment for Flask App and Installation of required libraries 
 

7. Data Preparation and Machine Learning Model Development by using Random Forest 
classifier, as shown in figure 9.  
Here, the CIC-DDoS2019 dataset is used to generate network traffic data for analysis.(DDoS 
2019 | Datasets | Research | Canadian Institute for Cybersecurity | UNB, no date) 

Fig 9. Code Snippet 1 of DDoS_Model.py 
 

For Data Preprocessing, follow the process feature selection as shown in snippet shown in 
figure 10. 
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Fig 10. Code Snippet 2 of DDoS_Model.py 
 

After training the data, save the trained model as a pickle file (ddos_model.pkl) using 
Python's pickle, as shown in figure 11. 

 
Fig 11. Code Snippet 3 of DDoS_Model.py 
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4 Development of Flask Application  

8. Develop Generic Frontend by using “index2.html” is provided to create a simple frontend 
for users to insert input traffic data and view predictions, as shown in figure 12. 

Fig 12. Code Snippet 1 of index.html 

Initiated JSON script in HTML file to process a form submission dynamically without 
reloading the page, as shown in figure 13. 
 
It also used to collect input data, converts it into a JSON structure, and sends it to a Flask API 
for prediction and display the prediction result or an error message on the webpage. 
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Fig 13 . Code Snippet 2 of index.html 
 
9. Import libraries like Flask, Pickle, Web3 in the flask app file, as shown in figure 14. 
 

 
Fig 14. Code Snippet 1 of DDoS_App.py 
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Red Box:  

 The code snippet mentioned in this box explains that the 
ExtraDataToPOAMiddleware is a middleware from Web3.py that ensures 
compatibility with Proof of Authority (PoA) networks. 

 It preprocesses the extra data in block headers, allowing seamless interaction with 
PoA blockchains like Quorum. 

 This is used to avoid errors related to block header parsing while working with PoA 
consensus. 

Blue Box : To retrieve a previously saved model from a .pkl file and load it into memory for 
use in this app for making predictions and evaluating its performance. 
Green Box : This Python code snippet uses the web3.py library to connect to a blockchain 
node (like Quorum node) via an HTTP provider. 
 
10. This python code defines a Flask API endpoint (/predict) for handling POST requests, as 
shown in figure 15. This endpoint is used to make predictions using a machine learning 
model, log the prediction to a blockchain and return the result along with blockchain 
transaction details. 

 

Fig 15. Code Snippet 2 of DDoS_App.py 
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White Box : Code snippet mentioned in this box verify whether the incoming request 
contains valid JSON data  using request.is_json. It then parses the JSON payload into a 
dictionary and extracts the features array and convert it into NumPy array and reshape it (1, -
n_features) format for ML model predictions. 
 
Red Box : Code snippet mentioned in this box validates that the features array is not empty 
and returns a 400 Bad request error with error message if no features provided. 
 
Blue Box : The model.predict(features) method uses the pretrained machine learning model 
to predict whether the input indicate a DDoS attack. The result is then converted into numeric 
predictions (e.g., 1 for DDoS, 0 for Benign) into readable string. 
 
Green Box :  

 The code mentioned in green box, defines and sends a blockchain transaction that logs 
the prediction result as a payload.  

 This is done with no ether transfer and a specified gas limit, then waits for the 
transaction to be mined and returns a receipt. 

 The JSON response includes the prediction result whether it is DDOS or Benign, 
transaction hash and block number where the transaction is recorded. 

11. This python code defines a Flask API endpoint (/get-logs) that retrieves and returns 
transactions from the last 10 blocks of blockchain, filtering for transactions sent to node’s 
default account, shown in figure 16. 
 

Fig 16. Code Snippet 3 of DDoS_App.py 
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The code mentioned in red box, gathers relevant transaction details like block number, 
transaction hash and input data which is converted to text and after that it responds with 
JSON object containing the logs. 
 
12. This python code defines a Flask API endpoint (/matrix) that handles GET requests and 
serves a file (specifically an image file) from server’s static directory, shown in figure 17. 
 

Fig 17. Code Snippet 4 of DDoS_App.py 
 
13. Created virtual environment to install web3, this will help to integrate flask application 
with quorum, as shown in figure 18 & figure 19. 
 

Fig 18. Installation of Web3 in quorum directory 
 

Fig 19. Installation Completed 
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5 WorkFlow 
 
14. Make sure that the containers of validator nodes, member nodes, Grafana, Loki are in 
running state.  
 
15. Run the flask app and you will get outcome mentioned in the figure, click on the localhost 
address to access the Flask application, as shown in figure 20. 
 

Fig 20. Terminal after running Flask Application 
 

16. After accessing http://127.0.0.1:5000 , you will find dashboard with features mentioned in 
boxes which are needed to predict the result, as shown in figure 21. 
 

 
Fig 21. Home page of Flask Application 

 
17. For input details, I have used DDoS data mentioned in DrDoS_NTP.csv from CIC-
DDoS2019, highlighted in figure 22. 
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 Fig 22. DrDoS_NTP.csv file data 
Here is the input dashboard after putting all required feature values in the dedicated boxes, as 
shown in figure 23. 
 

Fig 23. DDoS data inputs in Flask Application 
 

18. After clicking predict button, it will take 1 to 2 minutes to predict that data is DDoS or 
Benign. We also get dedicated log for the predicted result as shown in figure 24. Here we got 
block number, prediction of data and transaction hash for our result. 
 

Fig 24. Output logs 1 in /get-logs endpoint 
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After DDoS traffic data send to the Quorum through Flask Application. 
 
19. The visualizations of traffic data is displayed over the Grafana and Logging data is 
displayed over the Loki. 
 

Fig 25. Variations in Block time transaction graph of rpcnode. 
 

Fig 26. Variations in Network Traffic Graph of rpcnode. 
 

Fig 27. Variations in CPU Usage Graph of validator4 node. 
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Fig 28. Variations in Block time Graph of all nodes. 
 

Fig 29. Variations in Transaction propagation Graph of all nodes. 
 

Fig 30. Log Details - 1 of block where DDoS data stored. 
 

Fig 31. Log Details - 2 of block where DDoS data stored. 
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Fig 32. Log Details – 3 of block where DDoS data stored. 
 

Fig 33. Log Details-4 of block where DDoS data stored. 
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After Random traffic data send to the Quorum through Flask Application. 
 

Fig 34. Random / Benign data inputs in Flask Application 
 

 
Fig 35. Output logs-2 in /get-logs endpoint 

 

Fig 36. Variations in Block time transaction graph of rpcnode. 
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Fig 37. Variations in Network Traffic graph of rpcnode. 
 

Fig 38. Variations in CPU Usage graph of rpcnode. 
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Fig 39. Variations in Block time transaction graph of all nodes. 
 

Fig 40. Variations in Transaction propagation graph of all nodes. 
 

Fig 41. Log Details - 1 of block where Benign data stored. 
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Fig 42. Log Details - 2 of block where Benign data stored. 
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