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Configuration Manual

Rutwik Sayankar
Student ID: X23213841

1 Introduction

This configuration manual is used as guide for setting up the basic environmental setup to
implement and test a blockchain based DDoS detection system. This manual covers step by
step instructions to establish solid infrastructure by using Docker, Quorum and Flask. These
components are important in deployment of framework which helps to detect DDoS threats.
By following the steps in manual, users can create a functional Quorum network and develop
Flask application which is used as interface with this network.

2 Prerequisite Setup

1. Setting Up Docker Desktop :
o Downloaded Docker Desktop for Windows operating system(Get Started | Docker,

2021). As Windows OS is used, make sure to enable WSL2 (Windows Subsystem for
Linux) during setup.

e After installation, confirm that Docker Desktop is operational by running the
command in the terminal mentioned in figure 1.

x23213841@DESKTOP-O8GFL( X S| |

$ docker --version

$

Docker version 27.2.0, build 3abd256

Fig 1. Docker version and build number

2. Setup the NodeSource repository for installing Node.js version 18.x, as shown in figure 2.



:~$ cd Research_MSc_Cyber
= $ curl —fsSL https://deb.nodesource.com/setup_18.x | sudo —-E bash -
[sudo] password for x23213841:
2024-11-28 11:27:21 - Installing pre-requisites
Hit:1 http://archive.ubuntu.com/ubuntu noble InRelease
Get:2 http://archive.ubuntu.com/ubuntu noble—updates InRelease [126 kB]
Hit:3 https://deb.nodesource.com/node_18.x nodistro InRelease
Get:4 http://archive.ubuntu.com/ubuntu noble—backports InRelease [126 kB]
Get:5 http://security.ubuntu.com/ubuntu noble-security InRelease [126 kB]
Get:6 http://archive.ubuntu.com/ubuntu noble-updates/main amdé4 Components [131 kB]
Get:7 http://archive.ubuntu.com/ubuntu noble—updates/universe amd64 Components [310 kB]
Get:8 http://archive.ubuntu.com/ubuntu noble—updates/restricted amdé64 Components [212 B]
Get:9 http://archive.ubuntu.com/ubuntu noble—updates/multiverse amd64 Components [940 B]
Get: http://archive.ubuntu.com/ubuntu noble-backports/main amdé4 Components [208 B]
Get: http://archive.ubuntu.com/ubuntu noble-backports/universe amdé64 Components [11.7 kB]
Get: http://archive.ubuntu.com/ubuntu noble-backports/restricted amd64 Components [216 B]
Get: http://archive.ubuntu.com/ubuntu noble-backports/multiverse amd64 Components [212 B]
Get: http://security.ubuntu.com/ubuntu noble-security/main amd64 Components [7160 B]
Get: http://security.ubuntu.com/ubuntu noble-security/universe amdé4 Components [51.9 kB]
Get: http://security.ubuntu.com/ubuntu noble-security/restricted amd64 Components [212 B]
Get: http://security.ubuntu.com/ubuntu noble-security/multiverse amd64 Components [212 B]
Fetched 892 kB in 1s (1104 kB/s)
Reading package lists... Done
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
apt—transport-https is already the newest version (2.7.14build2).
ca—certificates is already the newest version (20240203).
curl is already the newest version (8.5.0-2ubuntul®.5).
gnupg is already the newest version (2.4.4-2ubuntul?).
©® upgraded, @ newly installed, @ to remove and 36 not upgraded.
Hit:1 http://security.ubuntu.com/ubuntu noble-security InRelease
Hit:2 https://deb.nodesource.com/node_18.x nodistro InRelease
Hit:3 http://archive.ubuntu.com/ubuntu noble InRelease
Hit:4 http://archive.ubuntu.com/ubuntu noble—-updates InRelease
Hit:5 http://archive.ubuntu.com/ubuntu noble-backports InRelease
Reading package lists... Done

2024-11-28 11:27:27 — To install Node.js, run: apt—get install nodejs -y
2024-11-28 11:27:27 - You can use N|solid Runtime as a node.js alternative

Fig 2. Installation of node.js

After installation, validate it by checking versions of Node.js, npm and npx, as shown in
figure 3.

x23213841@DESKTOP-08GFLC X ot

$ npx —-v
10.8.2
$ node ——version

v18.20.5

$ npm --version

$

10.8.2

Fig 3. Version details of node, npx and npm

3. Launch the Quorum Network by using NPX

Instead of cloning a repository, here npx command. This method allows to execute the
Quorum Quickstart directly without downloading it first and minimizing manual
configuration efforts.

Open terminal and execute following command to launch Quorum Quickstart, as shown in
figure 4.(Get started with Quorum Developer Quickstart | ConsenSys GoQuorum, 2023)

$ npx quorum-dev-—quickstart

Fig 4. Establishing Quorum setup

This command will guide through various configuration options like consensus mechanisms
and setting up network.

4. Create images of quorum environment and containers by using ./run.sh command in the
folder where you installed Quorum quickstart, as shown in figure 5 & figure 6. Also check
there is .yaml file present in that folder.




e e e e e e e ke e e e ke e e e e e ke e ke e e ke e e s ke ke e e e ke e ok ek

Quorum Dev Quickstart
[ e e e 3 T 3 e e e e e e e T 2k ke ke ke vk ke ok e e e ke e ke vk ke ok ok ok ke ke ke

Start network

Starting network...

WARN[@0@O] /home/x232138U41/Research_MSc_Cyber/Quorum—Network/docker—compose.yml: the attribute ‘version® is obsolete, it will
o avoid potential confusion

[+] Building 5.1s (71/93) docker:defaul

es of Quorum nodes in Docker

WARN[0OOO] /home/x23213841/Research_MSc_Cyber/Quorum—Network/docker—compose.yml: the attribute ‘version' is obsolete, it will
avoid potential confusion

Network quorum—dev—quickstart

Volume "quorum—network_grafana"

Volume "quorum—network_prometheus"
Container quorum—-network-validatorl-1
Container quorum—-network-validator2-1
Container rpcnode

Container quorum—network-member3tessera-1
Container quorum—network-grafana—1
Container quorum—network-prometheus-1
Container quorum—-network-validatord-1
Container quorum—network-validator3-1
Container quorum—network—-promtail-1
Container quorum—network-loki-1

Container quorum—network—-memberltessera-1
Container quorum—network—-member2tessera-1
Container quorum-network-explorer-1
Container quorum—network-member3quorum—1
Container quorum—network-memberlquorum—1
Container quorum—network—-member2quorum—1

Quorum Dev Quickstart
x * Kkk

ist endpoints and services

SON-RPC HTTP service endpoint : http://localhost:85u5

SON-RPC WebSocket service endpoint : ws://localhost:85U6

eb block explorer address : http://localhost:25000/cxplorer/nodes

Prometheus address : http://localhost:9090/graph

rafana address : http://localhost:3000/d/allVy7ycin9Yv/goquorum—overview?orgld=1&refresh=10s&Fr
AL

ollated logs using Grafana and Loki : http://localhost:3000/d/Ak6eXLsPxFemKYKEXFcH/quorum—logs—loki?orgld=1&var

For more information on the endpoints and services, refer to README.md in the installation directory.
e ok sk e e e e ke sk ke ok ok ke o e sk e ke ok ok ke ok ok ok e ke e ko ke ke ok ok ok okl e sk ok ok e ok ok ok e ke sk ke ok ke

$ node -v
18.20.5

Fig 6. Docker containers are up for Quorum

5. Once setup is complete, check Docker Desktop to make sure all Quorum related containers
are operational by executing command mentioned in figure 7.

x23213841@DESKTOP-O8GFLX X +

$ docker ps

Fig 7. To validate container status of Quorum in Docker

This command confirms that the nodes validator nodes as well as member nodes and
associated tools like Grafana, Prometheus and Loki are actively running.



3 Model Training

6. Created virtual environment and Install Flask and other required libraries, as shown in
figure 8.

x23213841@DESKTOP-O8GFL( X S

:~$ cd Research_MSc_Cyber
: $ cd flask_app
python3 -m venv venv
: $ source venv/bin/activate
(venv) s $ pip install flask numpy pandas matplotlib scikit-learn web3
Collecting flask
Using cached flask-3.1.0-py3-none-any.whl.metadata (2.7 kB)
Collecting numpy
Using cached numpy-2.1.3-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (62 kB)
Collecting pandas
Using cached pandas-2.2.3-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (89 kB)
Collecting matplotlib
Using cached matplotlib-3.9.2-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (11 kB)
Collecting scikit-learn
Using cached scikit_learn-1.5.2-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (13 kB)

Fig 8. To create virtual environment for Flask App and Installation of required libraries

7. Data Preparation and Machine Learning Model Development by using Random Forest
classifier, as shown in figure 9.

Here, the CIC-DD0S2019 dataset is used to generate network traffic data for analysis.(DDoS
2019 | Datasets | Research | Canadian Institute for Cybersecurity | UNB, no date

@ = [RB Research Msc_Cyber v Version control v Current File v :

O project @ e B 8 = "@ DDoS_Model.py

(D Research_MSc_Cyber
03 flask_app
[ static

3 templates

on import train_test_split
belEncoder, , StandardScaler

3 venv o ] fication_report
e DDoS_App.py
7 DDoS_App_1.py
= ddos_model.pkl
@ DDoS_Model.py
= DrDoS_NTP.csv

[ Quorum-Network
venv

xternal Libraries

cratches and Consoles

columns_to_drop = ['F1 il

Fig 9. Code Snippet 1 of DS_od.py

For Data Preprocessing, follow the process feature selection as shown in snippet shown in
figure 10.



ddos = ddos.rename(

y = ddos|[

ddos= ddos.drop( = columns_to_drop).copy()

label_encoder = LabelEncoder()

y = label_encoder.fit_t sfor

Fig 10. Code Snippet 2 of DDoS_Model.py

After training the data, save the trained model as a pickle file (ddos_model.pkl) using
Python's pickle, as shown in figure 11.

(model, file
(filen

Lename}")

Fig 11. Code Snippet 3 of DDoS_Model.py



4 Development of Flask Application

8. Develop Generic Frontend by using “index2.html” is provided to create a simple frontend
for users to insert input traffic data and view predictions, as shown in figure 12.

Fig 12. Code Snippet 1 of index.html

Initiated JSON script in HTML file to process a form submission dynamically without
reloading the page, as shown in figure 13.

It also used to collect input data, converts it into a JSON structure, and sends it to a Flask API
for prediction and display the prediction result or an error message on the webpage.



Fig 13 . Code Snippet 2 of index.html

9. Import libraries like Flask, Pickle, Web3 in the flask app file, as shown in figure 14.

request, jsonify, render_template, send_from_directory

2h3.HTTPProvider(
onnected

urn render_template('in

Fig 14. Code Snippet 1 of DDoS_App.py



Red Box:

e The code snippet mentioned in this box explains that the
ExtraDataToPOAMiddleware is a middleware from Web3.py that ensures
compatibility with Proof of Authority (PoA) networks.

e [t preprocesses the extra data in block headers, allowing seamless interaction with
PoA blockchains like Quorum.

e This is used to avoid errors related to block header parsing while working with PoA
consensus.

Blue Box : To retrieve a previously saved model from a .pkl file and load it into memory for
use in this app for making predictions and evaluating its performance.

Green Box : This Python code snippet uses the web3.py library to connect to a blockchain
node (like Quorum node) via an HTTP provider.

10. This python code defines a Flask API endpoint (/predict) for handling POST requests, as
shown in figure 15. This endpoint is used to make predictions using a machine learning
model, log the prediction to a blockchain and return the result along with blockchain
transaction details.

Fig 15. Code Snippet 2 of DDoS_App.py



White Box : Code snippet mentioned in this box verify whether the incoming request
contains valid JSON data using request.is_json. It then parses the JSON payload into a
dictionary and extracts the features array and convert it into NumPy array and reshape it (1, -
n_features) format for ML model predictions.

Red Box : Code snippet mentioned in this box validates that the features array is not empty
and returns a 400 Bad request error with error message if no features provided.

Blue Box : The model.predict(features) method uses the pretrained machine learning model
to predict whether the input indicate a DDoS attack. The result is then converted into numeric
predictions (e.g., 1 for DDoS, 0 for Benign) into readable string.

Green Box :
e The code mentioned in green box, defines and sends a blockchain transaction that logs
the prediction result as a payload.
e This is done with no ether transfer and a specified gas limit, then waits for the
transaction to be mined and returns a receipt.
e The JSON response includes the prediction result whether it is DDOS or Benign,
transaction hash and block number where the transaction is recorded.

11. This python code defines a Flask API endpoint (/get-logs) that retrieves and returns
transactions from the last 10 blocks of blockchain, filtering for transactions sent to node’s
default account, shown in figure 16.

Fig 16. Code Snippet 3 of DDoS_App.py



The code mentioned in red box, gathers relevant transaction details like block number,
transaction hash and input data which is converted to text and after that it responds with
JSON object containing the logs.

12. This python code defines a Flask API endpoint (/matrix) that handles GET requests and
serves a file (specifically an image file) from server’s static directory, shown in figure 17.

send_from_directory(

Fig 17. Code Snippet 4 of DDoS_App.py

13. Created virtual environment to install web3, this will help to integrate flask application
with quorum, as shown in figure 18 & figure 19.

:~$ cd Research_MSc_Cyber
: $ python3 -m venv venv
z $ source venv/bin/activate
(venv) : $ pip install web3
Collecting web3
Using cached web3-7.6.0-py3-none-any.whl.metadata (5.4 kB)
Collecting eth-abi>=5.0.1 (from web3)
Using cached eth_abi-5.1.0-py3-none-any.whl.metadata (5.1 kB)
Collecting eth-account>=0.13.1 (from web3)
Using cached eth_account-0.13.U4-py3-none-any.whl.metadata (5.3 kB)
Collecting eth-hash>=0.5.1 (from eth-hash[pycryptodomel>=0.5.1->web3)
Using cached eth_hash-0.7.0-py3-none-any.whl.metadata (5.4 kB)
Collecting eth-typing>=5.0.0 (from web3)
Using cached eth_typing-5.0.1-py3-none-any.whl.metadata (5.1 kB)
Collecting eth-utils>=5.0.0 (from web3)
Using cached eth_utils-5.1.0-py3-none-any.whl.metadata (5.3 kB)
Collecting hexbytes>=1.2.0 (from web3)
Using cached hexbytes-1.2.1-py3-none-any.whl.metadata (3.7 kB)
Collecting aiohttp>=3.7.4.post® (from web3)
Downloading aiohttp-3.11.8-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (7.7 kB)
Collecting pydantic>=2.4.0 (from web3)
Downloading pydantic-2.108.2-py3-none-any.whl.metadata (170 kB)
eta
Collecting requests>=2.23.0 (from web3)

Fig 18. Installation of Web3 in quorum directory

Using cached toolz-1.0.0-py3-none-any.whl (56 kB)

Installing collected packages: ckzg, bitarray, websockets, urllib3, typing-extensions, toolz, regex, pyunormalize, pycryptodome, propcache, multidict, idna
hexbytes, frozenlist, eth-hash, charset-normalizer, certifi, attrs, annotated-types, aiohappyeyeballs, yarl, types-requests, requests, pydantic-core, parsi
monious, eth-typing, cytoolz, aiosignal, pydantic, eth-utils, aiohttp, rlp, eth-keys, eth-abi, eth-rlp, eth-keyfile, eth-account, web3

Successfully installed aiohappyeyeballs-2.4.3 aiohttp-3.11.8 aiosignal-1.3.1 annotated-types—0.7.0 attrs-24.2.0 bitarray-3.0.0 certifi-2024.8.30 charset-nor

malizer-3.4.0 ckzg-2.0.1 cytoolz-1.0.0 eth-abi-5.1.0 eth-account-8.13.4 eth-hash-0.7.0 eth-keyfile-0.8.1 eth-keys-8.6.0 eth-rlp-2.1.0 eth—typing-5.0.1 eth-u
tils-5.1.0 frozenlist-1.5.0 hexbytes-1.2.1 idna-3.10 multidict-6.1.8 parsimonious-0.10.0 propcache-0.2.0 pycryptodome-3.21.0 pydantic-2.16.2 pydantic-core-2
.27.1 pyunormalize-16.0.0 regex-2024.11.6 requests-2.32.3 rlp-4.0.1 toolz-1.0.0 types-requests-2.32.0.20241016 typing-extensions—4.12.2 urllib3-2.2.3 web3-7
.6.0 websockets-13.1 yarl-1.18.0

(venv) g $

Fig 19. Installation Completed
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5 WorkFlow

14. Make sure that the containers of validator nodes, member nodes, Grafana, Loki are in
running state.

15. Run the flask app and you will get outcome mentioned in the figure, click on the localhost
address to access the Flask application, as shown in figure 20.

Fig 20. Terminal after running Flask Application

16. After accessing http://127.0.0.1:5000 , you will find dashboard with features mentioned in
boxes which are needed to predict the result, as shown in figure 21.

c ® 127.0.0.1:5000

DDOS Attack Prediction

[Source Port | [Destination Port |[Protocol | Total Fwd Packets |

ITotaI Backward Packets ”Total Length of Fwd Packetz“Total Length of Bwd Packet][Fwd Packet Length Max ]

|Fwd Packet Length Min ”de Packet Length Max ”de Packet Length Min ”Flow IAT Min |

[Fwd IAT Min |[(Bwd IAT Min |[Fwd PSH Flags |[Fwd Header Length |
|de Header Length ||F’acket Length Variance ][DownfUp Ratio ][Fwd Header Length.1 |
|Subﬂow Fwd Packets ||Subﬂow Fwd Bytes ][Subféow Bwd Packets |[Subfiow Bwd Bytes |
[init. win_bytes forward  |[init_ Win bytes backward |(act data_pkt fwd |[min_seg_size forward |
[Active Mean |[Active Std |[Active Max || Active Min |
[Idle Mean |(1dle Std |(1dle Max |(1dle Min |
[Inbound || Predict |

Fig 21. Home page of Flask Application

17. For input details, I have used DDoS data mentioned in DrDoS NTP.csv from CIC-
DDo0S2019, highlighted in figure 22.

11



A B L D & F G H | J K L M N o P Q R S T U v w

1 |Unnamed: Flow ID SourceIP_Source Po Destinatio Destinatio Protocol Timestamj Flow Dura Total Fwd | Total Back Total Lengt Total Leng Fwd Packe Fwd Packe Fwd Packe Fwd Packe Bwd Packe Bwd Packe Bwd Packe Bwd Pack Flow Bytes Flow Pack FL
2 0 172.16.0.5172.16.0.5 60675 192.168.5( 80 6 17:11.2 5220876 12 9 1928 4290 509 0 160.6667 237.8782 1073 0 476.6667 565.2572 1190.988 4.022313 2t
3 7 172.16.0.5172.16.0.5 60676 192.168.5( 80 6 17:11.2 12644252 5 = 0 0 0 0 0 0 0 0 0 0 0 0.553611 2
4 12858 192.168.5(65.55.163 443 192.168.5( 50458 6 17:12.6 3 o 0 0 0 0 0 0 0 0 0 0 0 0 666666.7
5 10191 192.168.5(65.55.163 443 192.168.5( 50465 6 17:13.5 3 2 0 0 0 0 0 0 0 0 0 0 0 0 666666.7
6 239 192.168.5(192.168.5( 0 224.0.0.5 0 0 17:13.5 1.14E+08 52 0 0 0 0 0 0 0 0 0 0 0 0 0.454827 2
7 64 172.217.3.192.168.5( 56085 172.217.3. 80 6 17:13.9 34847273 2 8 8 0 1 0 0.888889 0.333333 0 0 0 0 0.229573 0.487843 2
8 255 192.168.5(192.168.5( 56131 23.194.14: 443 6 17:14.1 1.2E+08 29 30 5844 876 2910 0 201.5172 641.5538 438 0 29.2 111.1242 56.07338 0.492311 2
9 69 192.168.5(192.168.5( 56123 72.21.91.2 80 6 17:14.2 35613140 2 8 8 0 1 0 0.888889 0.333333 0 0 0 0 0.224636 0.477352 2
10 68 192.168.5(192.168.5( 56133 8.43.72.98 443 6 17:14.2 35550443 1 8 114 0 53 0 10.36364 21.08209 0 0 0 0 3.206711 0.534452 1
1 5 172.16.0.5172.16.0.5 53948 192.168.5( 80 6 17:16.2 5008872 8 7 754 2146 377 0 94.25 174.5171 1073 0 306.5714 523.5704 578.9727 2.994686 3!
12 1 172.16.0.5192.168.5( 80 172.16.0.5 60675 6 17:16.4 176 1 1 0 0 0 0 0 0 0 0 0 0 0 11363.64
13 14296 172.16.0.5172.16.0.5 60675 192.168.5( 80 6 17:16.4 95 1 = 0 0 0 0 0 0 0 0 0 0 31578.95
14 242 192.168.5(192.168.5( 0 224.0.0.5 0 0 17:16.8 1.12E+08 39 0 0 0 0 0 0 0 0 0 0 0 0 0.349314 2
15 13987 192.168.5(65.55.163 443 192.168.5( 50466 6 17:17.4 = = 0 0 0 0 0 0 0 0 0 0 0 0 1000000
1 11917 100 168 RIGR R 162 A42 100 1ca ® RAART & 17aan n n n n n n n A 1nnnnnn

Fig 22. DrDoS_NTP.csv file data
Here is the input dashboard after putting all required feature values in the dedicated boxes, as
shown in figure 23.

c ® 127.00.1

DDOS Attack Prediction

(60675 |[80 (C J[o I
2 |[o |[o J[o I
o |0 |0 IE |
o /3 I[o |[32 I
64 |0 [E |[32 |
o Jlo J[2 |lo |
(64 |[243 Jlo |[32 |
0 J[0 J[0 |C |

o Jlo Jlo Jlo I

[1 |[ Predict |

Prediction: DDoS

Fig 23. DDoS data inputs in Flask Application

18. After clicking predict button, it will take 1 to 2 minutes to predict that data is DDoS or
Benign. We also get dedicated log for the predicted result as shown in figure 24. Here we got
block number, prediction of data and transaction hash for our result.

{
"logs™: [

"block_number®: 3073,
"data”: "Prediction: DDoS",
"transaction_hash": "6a69288ded@ddefe88a64bbe932d78763bd6c2576F4fb2f960fa801ac2486b59™

Fig 24. Output logs 1 in /get-logs endpoint

12



After DDoS traffic data send to the Quorum through Flask Application.

19. The visualizations of traffic data is displayed over the Grafana and Logging data is
displayed over the Loki.

Block Time

= rpcnode:9545

00:46

Fig 25. Variations in Block time transaction graph of rpcnode.

Network Traffic

1.40 kB/s

800 B/s

400 B/s

/s
00:40 00:42 00:46 00:48 00:52 00:54 00:56 01:02 01:04

default instance  validator4:9545 v

2024-12-10 00:56:30
— system [validator4:95.

00:54 00:56

Fig 27. Variations in CPU Usage Graph of validator4 node.
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Block Time

15
s memberiquorum:9545

member2quorum:9545
member3quorum:9545
rpcnode:9545
validator1:9545
validator2:9545
validator3:9545

Fig 28. Variations in Block time Graph of all nodes.

Transaction propagation

0.0300
00250
0.0200
00150
00100

0.00500

01:02 01:04 01:06 01:10 01:12

> 2024-12-10 3 2 handle final committed address=0x13A52aaB892e1322e8b52506276363d4754c122e current.round=8 current.sequence=3873 state="Accept
| > 2024-12-10 01:02:22. - PRE-PREPARE block proposal is in the future (will be treated again later) addr 93917cADBace5dFCE132B991732¢6CdadbcC5B8a current. roun:
|> 2824-12-10 01:02:22. 5 handle block proposal request address=0x93917cADBace5dFCE132B991732¢6Cda9bcC5B8a current.round=8 current.sequence=3873 state="Accept
|> 2024-12-10 > . PRE-PREPARE bl proposal is in the future (will be treated again later) addr 27A97C9AaF04118f3014c32e036dDBAC76Da5f18 current. rount
|> 2824-12-18 . . handle PRE-PREPARE message Bx27A97C9AaF04f18f3014c32e036dDBACT6Da5T18

v 2024-12-10 3 . :02:23 . handle block proposal request Bx27A97C9AaF04f18f3014c32e036dDAAC76Da5f18 current.round=0 current.sequence=3873 state

Fields
Jl - INFO
Al QBFT_
al - _12_10_01_
al  address 7A97C9AaFB4118f3014c32e036dDAAC76Da5F18
al block
al  current_round )
Al current_sequence 3073
al  filename /var/log/quorum/geth-172.16.239.12.1og
al  handle
al - job quorum
al  proposal
Al request

al  state Accept request

|> 2024-12-10 01:02:22. INFO [12-18]01 2.536] QBFT: PRE-PREPARE block proposal is in the future (will be treated again later) addres 412988377e31F4d0fF12d74df73B51C42dBcA current. round=4
|> 2624-12-10 B1:02: INFO [12-18|01:82:22.518] QBFT: handle PRE-PREPARE message address=0xcE412988377e31F4dOfF12d74df73B51C42dBCA
|> 2624-12-10 B1:02 INFO [12-16]01 2.499] QBFT: handle block proposal reque: address=0xcE412988377e31F4d@fF12d74df73B51C42dBcA current.round=8 current.sequence=3873 state="Accept rd

Commit new mining work sh=0938c7..2ff4d7 uncles=8 txs=8 gas=0 fees=0 elapsed="865.02ys"

: Inported new chain segment mgas=0.621 elapsed=8.075: mgasps=2.632 number=3673 hash=Ff1bbdb. .d2a087 dirty=1.27KiB
2024-12-10 g 3. 102:23. QBFT: start new round address=0x401BDFcd9221CD790E7cd66EeCE303eD4D4B53B1 old.round=0 old.sequence=3873 old.state="Accept request'|
2024-12-10 £ ! 3! - QBFT: initialize new round x481BDFcd9221CD790E7cd66EeCE383eD4D4B53B1 current.round=0 current.sequence=30873 target.round=0 last
BFT: block proposal committed author=0x27A97C9AaF04118f3814c32e836dDBAC76Da5f18 hash=f1bb4b..d2a@87 number=3673
QBFT: received quorum of COMMIT messages address=0x27A97C9AaF@4f1873014c32e036dDBAC76DaSF18 current.round=0 current.sequence=3673 state=Prepared
QBFT: handle PREPARE message address=0x98C1334496614aED49d2E815260889F7264EDIC current. round=8 current.sequence=3873 state=Preprepa
QBFT: handle PRE-PREPARE message x98C1334496614aED49d2E81526D080F7264EDIC
QBFT: handle COMMIT message x27A97COAaF@4183014c32e036dDBACT6Da5F18 current. round=8 current.sequence=3073 state=Prepared
QBFT: broadcast PREPARE message x27A97C9AaF@4f18f3814c32e036dDBAC76Da5f18 current.round=0 current.sequence=3073 state=Preprepared
QBFT: accepted PRE-PREPARE message address=8x27A97C9AaF@4f1813014¢c32¢036dDBAC76Da5f18
2024-12-10 QBFT: start new round xcE412f988377e31F4d8fF12d74df73B51C42decA old.round=8 old.sequence=3873 old.state=Committed
2024-12-18 QBFT: handle COMMIT message E XCE412£988377¢31F4d0fF12d74df73B51C42dBCA current. round=8 current.sequence=3073 state=Prepared
2024-12-18 5 : QBFT: handle final committed x481BDFcd9221CD79@E7cd66ERCE3B3eDADABS3BT current. round=8 current.sequence=3873 state="Accept requd

QBFT: handle COMMIT message x93017cADBace5dFCE132B991732¢6CdadbcCsB8a current. round=8 current.sequence=3073 state=Prepared

2024-12-18 : : : QBFT: handle PREPARE message x93017cADBace5dFCE132B991732c6CdadbcC5B8a current. round=8 current.sequence=3073 state=Preprepared
2024-12-10 g 3 2 = QBFT: handle PREPARE message x93917cADBace5dFCE132B991732c6Cda%bcC5B8a current.round=0 current.sequence=3073 state=Preprepared
2024-12-10 1092:23. :02:23. QBFT: broadcast PREPARE message x93917cADBace5dFCE132B991732c6Cda%bcC5B8a current.round=0 current.sequen 3073 state=Preprepared

Fig 31. Log Details - 2 of block where DDoS data stored.
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2024-12-10 01:02:23.071 INFO [12-18]01:02:23 : block proposal committed author=0x27A97C9AaFe4f18f3014c32e036dDBAC76Da5F18 hash=F1bbab..d2a@87 number=3073

2024-12-10 ©1:02:23.671 INFO [12-1001:62:23. : received quorum of COMMIT messag x27A97C9AaF@4f183014c32036dDOACT6DaSF18 current.round=@ current.s c ate=Prepared

2024-12-10 01:02:23.071 INFO [12-1801:02: : handle PREPARE message X98C1334496614aED49d2E81526D089F7264EDIC current.round=8 current.sequence=3073 state=Preprepared

> 2024-12-16 ©1:62:23.071 INFO [12-10]01:02:23. : handle PRE-PREPARE message 98C1334496614aED49d2E81526D889F7264FEDIC

2024-12-10 ©1:02:23.671 INFO [12-18]01 handle COMMIT message address=6x27A97CIAaF0418f3014c32e636dDOACT6Da5F18 current.round=8 current.sequence=3673 state=Prepared

2024-12-10 01:02:23.071 INFO [12-10]01:02:23. : broadcast PREPARE message address=8x27A97C9AaF@418f3014c32e036dDBACT6Da5F18 current.round=8 current.sequence=3073 state=Preprepared
01:02:23.071 INFO [12-10|01:62 Q accepted PRE-PREPARE m address=6x27A97CIAaF0418f3014c32e636dDOACT6Da5F18
61:02:23.071 INFO [12-10]01:02:23. : start new round address=0xcE412f988377e31F4d0fF12d74df73851C42dBCA old. roun old.sequen tate=Committed
01:02:23.071 INFO [12-10]01:62:23 QBFT: handle COMMIT message xCE412f988377e31F4dOFF12; 1C42dBcA current.round=8 current.se i state=Prepared
01:02:23.671 INFO [12-10]01 d : handle final committed x481BDFcd9221CD798E7cd66EeCE303eDAD4BS3BT current.round=@ current. 073 state="Accept reque

Fields

il INFO

al - QBFT_

all -12_10_01_62_23_062.

al addre: 6x401BDFCd9221CD798E7cd66ECE383DADAB53B
il committed

il current_round 2]

4l current_sequence 3073

il filename /var/log/quorum/geth-172.16.2
all - final

il handle

il quorum

all Accept requ

INFO [12- 19\aw ©2:23.030] QBFT: handle COMMIT message r 73: 3073 state=Prepared

071 INFO [12-10]01:02:23.063] Commit new mining work s 938c7..2ff4d7 uncle
:23.071 INFO [12-18]01:02 Imported new chain segment ! txs=1 mgas=0.021 elapsed=8.875n sps=2.632 number=3673 hash=f1bbdb..d2a@87 dirty=1.27KiB
3.071 INFO [12-10]01 & QBFT: start new round x481BDFcd9221CD798E7cd66E€CE383eD4D4B53B1 old.round=0 old.seq 073 old.state="Accept request”
071 INFO [12-10]01:62:23.062] QBFT: initialize new round dress=0x401BDFcd9221CD790E7cd66ECE303eDADABS3BT current.round=0 current.sequence=3673 target.round
.71 INFO [12-18]@1:02:23.833] BFT: block proposal committed author=0x27A97C9AaF@4{183014c32e036dDOAC76Da5F18 hash=1bbdb..d2a@87 number=3673

Fields

al - BFT

all INFO

al - _12_10_01_|

all author 0x27A97C9AaF84f18f3814c32 6dDBAC76Da5f18
al - block

all committed

al - filename /var/1log/quorum/geth-172
all hash f1bb4b. .d2a887

A job quorum

all numt 3073

al  proposal

2024-12-10 ©1:62:23.871 INFO [12-18|01:02:23.032] QBFT: received quorum of COMMIT messages address=8x27A97C9AaF@4f18f301 dD@AC76Da5f18 current.round=8 current.sequence=3073 state=Prepared
)

24-12-10 ©1:62:23.871 INFO [12-18]01 ©13] QBFT: handle PREPARE message x98C1334496614aED49d2E81526D889F7264FEDIC current.round=@ current.sequence=3873 state=Preprepared

4-12-10 01:02:23.671 INFO [12-10]01:02:23.001] QBFT: handle PRE-PREPARE message r x98C1334496614aEDA9d2E81526D889F7264FEDIC

Fig 33. Log Details-4 of block where DDoS data stored.
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After Random traffic data send to the Quorum through Flask Application.

DDOS Attack Prediction

£ |11 J[11 J[11 J
E |(11 |[11 [ J
1 [E Il Il I
£ J[11 J[11 J[11 J
t |E |E I l
[1 J[1 J[1 J[1 J
(1 [ |l |l I
t |E |E I l
[ |E |E |E J
1 || Predict |

Prediction: Benign

Fig 34. Random / Benign data inputs in Flask Application

< c ® 127.0

Pretty-print

{
"logs": [

"block_number": 3620,
"data": "Prediction: Benign",
"transaction_hash": "7@c58dfbf5493dc5cd135e88a0798fe51ce393cld3e21b2a52f3b81d85e90552"

Fig 35. Output logs-2 in /get-logs endpoint

= Home > Dashboards > goQuorum Overview

Block Time

8s

01:34 01:36 01:38 01:40 01:42 o144 01:46 01:48 01:50 01:52 o1:54 01:56

Fig 36. Variations in Block time transaction graph of rpcnode.
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Home > Dashboards > goQuorum Overview

Network Traffic
550
= ingress rpcnode:9545 169 B/s

500 B/s == egress rpcnode:9545 188 B/s

01:34 01:38 01:42 01:46 01:50

Sign in

Home > Dashboards > goQuorum Overview

default ~ validator4:9545

2024-12-10 01:55:30
= system [validatord:9545]: 104%

= system [validator4:9545]

Fig 38. Variations in CPU Usage graph of rpcnode.
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= Hom Dashboards > goQuorum Overview

Block Time

1 memberiquorum:9545
member2quorum:9545
member3quorum:9545

9545
validator:9545
validator2:9545
validator3:954:

validator:9545

01:46

Home > Dashboards > goQuorum Overview

Transaction propagation

0.0300

0.0247
0.0245
0.0184
0.0183
0.0244
0.0244
0.0247

0.0244

0.0150

0.00500

01:42 01:48 01:56 01:58

742 INFO [12-10]01:49: BFT: PRE-PREPARE block proposal is in the future (will be treated again later) address=@xcE412f988377e31F4d6fF12d74df73B51

2d@cA current.round=8 cu
742 INFO [12-10]01:49:50. BFT: handle block proposal request address=0xcE412f988377e31F4d0fF12d74df73B51C42d@cA current.round=@ current.sequen:

3620 stat pt reque
.742 INFO [12-10]01:49:50. BFT: PRE-PREPARE block proposal is in the future (will be treated again later) address=0x98C1334496614aED49d2E81526D089F7264fEDIC current.round=8 cu
.742 INFO [12-10]01:49:50. QBFT: handle PRE-PREPARE message address=0x98C1334496614aED49d2E81526D08917264EDIC

32c6CdadbcC5B8a current.round=8 cu

0.742 INFO [12-10]01:49:50. QBFT: PRE-PREPARE block proposal is in the future (will be treated again later) address=0x93917cADBace5dFCE132B9917
uest address=0x98C1334496614aED49d2E81526D0897264EDIC current.round=8 current.sequen:

742 INFO [12-18]01:49: QBFT: handle block proposal req:
sealha: uncles=8 txs=1 ga fees=0 elapsed=16.361ns
PLI 5493dc5cd135e88a0798fe51ce393¢1d3e21b2a523b81d85€90552

6.226 INFO [12-10]|01 & Commit new mining work number=3620
6 INFO [12-10]01:49:46.023] QUORUM-CHECKPOINT X-COMi

Fields

all INFO

al QUORUM_CHECKPOINT

all 12_10_81_49_4 23_

al - filename /var/log/quorum/geth-1
Al job quorum

all QELT TX-COMPLETED

all time m" 26ms

al - tx x70c50dfbf5493dc5cd135e88a0798fe51ce393¢1d3e21b2a523b81d85€90552

Fig 41. Log Details - 1 of block where Benign data stored.
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v 2024-12-18 @1:49:51.244 INFO [12-18]01:49:51.815] % mined potential block number=3620 hash=274af4..7b4377

Fields
INFO

black
filename
hash

job
mined
nunber

potential

|> 2024-12-10 e1:49:
|> 2024-12-10 01:49
> 2024-12-10 01:49:

/var/log/quorum/geth-172.16.239.12.1og
274af4..7b4377

quorum

3628

.244 INFO [12-10|01:49:51.008] BFT: block proposal committed author=0x98C1334496614aED49d2E81526D0897264fEDIC hash=274af4..7b4377 number=3620

244 INFO [12-10]01:49:51.005] QBFT: received quorun of PREPARE messages address=0x93917cADBaceS5dFCE132B991732c6Cda9bcC5B8a current.round=@ current.sequence=3620 state=Preprepared

.244 INFO [12-10]01:49:51.626] QBFT: initialize new round address=0xDF8b568be949C229C821731554C33EADSE3888A4 current.round=6 current.sequence=3620 target.round=0 lastl

Fig 42. Log Details - 2 of block where Benign data stored.
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