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Configuration Manual

Likhith Umesh Salian
Student ID: 23205237

1 Preliminary configurations

1) Preliminary configurations require preliminary configurations for the installation of
dependency files on the system to install snort successfully. The dependency files
include the libpcap, DAQ and check files which needs to be installed. Update the
Ubuntu operating system to enable the packages to be updated. The configurations are
installed by fetching the necessary details from the OS.

:-$ sudo apt update
sudo apt install libpcap-dev
Hit:1 http://ie.archive.ubuntu.com/ubuntu noble InRelease
:2 http://security.ubuntu.com/ubuntu noble-security InRelease [126 kB]
3 http://ie.archive.ubuntu.com/ubuntu noble-updates InRelease [126 kB]
Ign:4 https://packages.microsoft.com/repos/code stable InRelease
Get:5 http://security.ubuntu.com/ubuntu noble-security/main amdé4 Packages [498 kB]
Get:6 http://ie.archive.ubuntu.com/ubuntu noble-backports InRelease [126 kB]
Ign:4 https://packages.microsoft.com/repos/code stable InRelease

/security.ubuntu.com/ubuntu noble-security/restricted amd64 Components [208 B]
Get:9 http://security.ubuntu.com/ubuntu noble-security/universe amdé4 Packages [562 kB]
http://ie.archive.ubuntu.com/ubuntu noble-updates/main amdé4 Packages [673 kB]
http://ie.archive.ubuntu.com/ubuntu noble-updates/main amd64 Components [131 kB]
http://ie.archive.ubuntu.com/ubuntu noble-updates/restricted amd64 Components [212 B]
http://ie.archive.ubuntu.com/ubuntu noble-updates/universe amd64 Packages [720 kB]
http://ie.archive.ubuntu.com/ubuntu noble-updates/universe amd64 Components [309 kB]
http://ie.archive.ubuntu.com/ubuntu noble-updates/multiverse amd64 Components [940 B]
http://ie.archive.ubuntu.com/ubuntu noble-backports/main amd64 Components [208 B]
http://ie.archive.ubuntu.com/ubuntu noble-backports/restricted amdé4 Components [212 B]
http://ie.archive.ubuntu.com/ubuntu ckports/universe amd64 Components [11.7 kB]
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[sudo] password for administrator:

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

build-essential is already the newest version (12.1@ubuntul).

build-essential set to manually installed.

libpcap-dev is already the newest version (1.10.4-4.1ubuntu3).

zliblg-dev is already the newest version (1:1.3.dfsg-3.1ubuntu2.1).

zliblg-dev set to manually installed.

bison is already the newest version (2:3.8.2+dfsg-1build2).

flex is already the newest version (2.6.4-8.2buildl).

autoconf is already the newest version (2.71-3).

autoconf set to manually installed.

libtool is already the newest version (2.4.7-7buildl).

libtool set to manually installed.

The following additional packages will be installed:

1ibpcre16-3 libpcre32-3 libpcrecppOvs
The following NEW packages will be installed:
libdumbnet-dev libpcrei6-3 libpcre3-dev libpcre32-3 libpcrecppOv5

0 upgraded, 5 newly installed, 0 to remove and 12 not upgraded.

Need to get 985 kB of archives.

After this operation, 3,810 kB of additional disk space will be used.
:1 http://ie.archive.ubuntu.com/ubuntu noble/universe amdé4 libdumbnet-dev amdé4 1.17.0-1lubuntu2 [64.5 kB]
2 http://ie.archive.ubuntu.com/ubuntu noble/universe amdé4 libpcrel6-3 amd64 2:8.39-15buildl [165 kB]
:3 http://ie.archive.ubuntu.com/ubuntu noble/universe amdé64 libpcre32-3 amd64 2 39-15buildl [155 kB]
4 http://ie.archive.ubuntu.com/ubuntu noble/universe amdé4 libpcrecpp@v5 amd64 8.39-15buildl [16.2 kB]
:5 http://ie.archive.ubuntu.com/ubuntu noble/universe amdé64 libpcre3-dev amd64 2:8.39-15buildl [584 kB]

Fetched 985 kB in 1s (1,684 kB/s)

Selecting previously unselected package libdumbnet-dev.

(Reading database . 171422 files and directories currently installed.)

Preparing to unpack .../libdumbnet-dev_1.17.0-1ubuntu2_amd64.deb ...

Unpacking libdumbnet-dev (1.17.0-1ubuntu2) ...

Selecting previously unselected package libpcrel6-3:amdé4.

Preparing to unpack .../libpcrel6-3_2%3a8.39-15buildl_amd64.deb ...




H $ wget https://www.snort.org/downloads/archive/snort/daq-2.0.7.tar.gz

--2024-12-07 22:31:40-- https://www.snort.org/downloads/archive/snort/daq-2.0.7.tar.gz

Resolving www.snort.org (www.snort.org)... 104.19.222.12, 104.19.221.12, 2606:4700::6813:dd0c, ...

Connecting to www.snort.org (www.snort.org)|104.19.222.12]:443... connected.

HTTP request sent, awaiting respense... 302 Found

Location: https://snort-org-site.s3.amazonaws.com/production/release_files/files/000/013/420/original/daq-2.0.7.tar. mz-Algorithm=AWS4-HMAC-SHA2568X - Amz - Credentia l=AKIAUTAK5ITMMOX
GB2W5%2F20241207%2Fus - east - 1%2Fs3%2Faws4_request&X-Anz-Date=20241207T22314378X - Anz - Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=dfee12f5fbaf40342a9c728313870856cc7f3403a883064
107d88b080AdAd7ec4 [following]

--2024-12-07 22:31:43-- https://snort-org-site.s3.amazonaws.com/production/release_files/files/000/013/420/original/daq-2.0.7.tar.gz mz-Algorithm=AWS4-HMAC-SHA256&X - Amz - Credential=
[AKIAU7AKSITMMOXGB2WS%2F20241207%2Fus-east- 1 % 2 22! -Amz - Expires=36008&X-Amz - SignedHeaders=host&X-Amz - Signature=dfeel2f5fbaf40342a9c728313870856
cc7f3403a883064107d88b080d0d7ec4

Resolving snort-org-site.s3.amazonaws.com (snort-org-site.s3.amazonaws.com)... 52.216.204.75, 3.5.28.146, 16.15.177.183, ...

Connecting to snort-or te.s3.amazonaws.com (snort-org-site.s3.amazonaws.com)|52.216.204.75]:443... connected

HTTP request sent, awaiting response... 200 OK

Length: 520287 (508K) [binary/octet-stream]

Saving to: ‘daq-2.0.7.tar.gz’

dag-2.9.7.tar.gz 100% -] 508.09K  172KB/s
2024-12-07 22:31:49 (172 KB/s) - ‘daq-2.6.7.tar.gz’ saved [520287/520287]

$ tar -xvzf daq-2.0.7.tar.gz

.7/config.h.in
.7/config.guess
.T/api/
.7/api/daq.h
.7/api/Makefile.am
.7/api/daq_common.h
.7/api/daq_base.c
.T/api/daq_api.h
.7/api/daq_mod_ops.c
.0.7/api/Makefile.in

7/config.sub

$ ./configure

sudo make install
for a BSD-compatible install... /fusr/bin/install
whether build environment is sane... yes
for a thread-safe mkdir -p... fusr/bin/mkdir -p
for gawk... no
for mawk... mawk
whether make sets S(MAKE)... yes
whether make supports nested variables... yes
for gcc... gcc
whether the C compiler works yes
for C compiler default output file name... a.out
for suffix of executables...
whether we are cross compiling... no
for suffix of object files... o
whether we are using the GNU C compiler... yes
whether gcc accepts -g... yes
for gcc option to accept ISO C89... none needed
whether gcc understands -c and -o together... yes
for style of include used by make... GNU
dependency style of gcc... gcc3
build system type... x86_64-unknown-Llinux-gnu
host system type... x86_64-unknown-linux-gnu
how to print strings... printf
for a sed that does not truncate output... fusr/bin/sed
for grep that handles long lines and -e... fusr/bin/grep
for egrep... Jusr/bin/grep -E
for fgrep... Jusr/bin/grep -F
for 1d used by gcc... fusr/bin/1ld

checking if the linker usr/bin/1ld) is GNU ld... ves

2 Install snort on Ubuntu

Install snort after the update is complete. If the snort packages are installed previously then
then the output shows snort is already in the newest version.



1S sudo apt install snort

[sudo] password for administrator:
Reading package lists... Done
Building dependency tree... Done

Reading state information... Done
snort is already the newest version (2.9.20-0+debllulubuntul).
0 upgraded, @ newly installed, @ to remove and 12 not upgraded.

3 Alter the ownership of the directory

The alerts are generated and saved on the /var/log/snort. Enable the snort logs alerts
generated to gain the unprivileged access to the files to perform analysis when required. The
ownership of the /var/log/snort directory is set to snort and administrator.

1S sudo mkdir -p /etc/snort/rules /var/log/snort fusr/local/lib/snort_dynamicrules
sudo touch /etc/snort/rules/local.rules

:-$ sudo chmod -R 5775 /var/log/snort
sudo chmod -R 5775 /fetc/snort

:$ 1s -la /var/log/snort
total 320
drwsrwsr-
drwxrwxr-x 1
- TWSTWXT -
-TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
-TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
-TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
-TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
- TWSTWXT -
-TWSTWXT -
- TWSTWXT -

administrator
syslog
administrator
administrator
adm
administrator
administrator
administrator
administrator
administrator
administrator
adm
administrator
inistrator
inistrator
inistrator
inistrator
inistrator
administrator
adm
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator

alert

nmap and ping.
snort.alert
snort.alert.1.
snort.alert.2.
snort.alert.3.
snort.alert.4.
snort.alert.5.
snort.alert.6.
snort.alert.fast
snort.alert.f
snort.alert.f
snort.alert.f
snort.alert.fa
snort.alert.f
snort.alert.f
snort.alert.fa
snort.log
snort.log.06122024.pcap
snort.log.1732749568
snort.log.1733078537
snort.log.1733080754
snort.log.1733081278
snort.log.1733081623
snort.log.1733086215
snort.log.1733086491
snort.log.1733427061

4
5
6.
st.7.
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4 ldentify the local IP address of the system

Identify the system inferface name for the IP address by using “ip a s” command. The system
IP address for the interface being used here is the ens33 with IP address 192.168.92.129 with
port 24.

:Sip a s
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
ineté ::1/128 scope host noprefixroute

valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel state UP group default glen 1000
link/ether 00:0c:29:1b:17:d4 brd ff:ff:ff:ff:ff:ff
altname enp2sl
inet 192.168.92.129/24 brd 192.168.92.255 scope global dynamic noprefixroute ens33
valid 1ft 1413sec preferred 1ft 1413sec
inet6 feB80::20c:29ff:felb:17d4/64 scope link




5 Configurations in snort.conf file

Make configurations in the snort file with right IP address and appropriate configurations to
prevent the warning appearing on the system. Firstly configure the HOME_NET IP address
with exact port number. The warnings on the validation snort testing can be overcome by
commenting lines 597 to 717 using the “vim” tool to edit snort.conf in order to clear the
warnings appearing. The vim prompt :/~/597,717s/#/ will comment the lines and the changes
are saved using ESC then enter :wq the write and quit from the snort.conf file using vim.

administrator@administrator-VMware-Virtual-Platform: fetc/snort

the external network ad

r EXTERNAL_NET

r SMTP_SERVERS $H

r HTTP_SERVERS $HOM

administrator@administrator-vMware-Virtual-Platform: jetc/snort




6 Test the snort functioning

The snort is tested using the snort command with -T with defined interface and console
represented by -i and -c respectivel

:-$ sudo snort -T -c /etc/snort/snort.conf -i ens33

Running in Test mode

- Initializing Snmort ==--
Initializing Output Plugins
Initializing Preprocessors
Initializing Plug-ins!
Parsing Rules file "/etc/snort/snort.conf"
PortVar 'HTTP_PORTS' defined : [ 8 1 311 383 591 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4848 5250 6988 7000:7001 7144
8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300 8800 8888 8899 90EO 9060 9080 9090:9091 9443 9999 11371 34443:34444 41080 56002 55555 ]
PortVar 'SHELLCODE_PORTS' defined : [ ©:79 81:65535 ]
'ORACLE_PORTS' defined : [ 1024:65535 ]
'SSH_PORTS' defined : [ 22 ]
'"FTP_PORTS' defined : [ 21 2100 3535 ]
'SIP_PORTS' defined : [ 5060:5061 5600 ]
'FILE_DATA_PORTS' defined : [ 80:81 110 143 311 383 591 593 901 1226 1414 1741 1836 2301 2381 2809 3037 3128 3702 4343 4848 5250 6988 7
008 8014 8028 8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300 8800 8888 8899 9000 9060 9080 9090:9091 9443 9999 11371 34443:34444 41080 5
PortVar 'GTP_PORTS' defined : [ 2123 2152 3386 ]
Detection:
Search-Method = AC-Full-Q
Split Any/Any group = enabled
Search-Method-Optimizations = enabled
Maximum pattern length = 20
Tagged Packet Limit: 256
Loading dynamic engine /[usr/lib/snort/snort_dynamicengine/libsf_engine.so... done
Loading all dynamic detection libs from /usr/lib/snort/snort_dynamicrule .
WARNING: No dynamic libraries found in directory /usr/lib/snort/snort_dynamicrules.
Finished Loading all dynamic detection libs from fusr/lib/snort/snort_dynamicrules
Loading all dynamic preproc or libs from /usr/lib/snort/snort_dynamicpreprocessor/.
Loading dynamic preprocessor library /usr/lib/snort/snort_dynamicpreprocessor//libsf_pop_preproc.s . done
Loading dynamic preprocessor library /fusr/lib/snort/snort_dynamicpreprocessor//libsf_dnp3_prepro ... done
Loading dynamic preproces library /usr/lib/snort/snort_dynamicpreprocessor//libsf_ssl_preproc . done
Loading dynamic preproces library /usr/lib/snort/snort_dynamicpreprocessor//libsf_ssh_preproc . done
Loading dynamic preproces 1library /usr/lib/snort/snort_dynamicpreprocessor//libsf_ftptelnet_preproc.so... done
Loading dynamic preprocessor library fusr/lib/snort/snort_dynamicpreprocessor//1libsf_modbus_preproc.so... done
Loading dynamic preprocessor library /usr/lib/snort/snort_dynamicpreprocessor//libsf_s7commplus_preproc.so... done
Loading dynamic preprocessor library /usr/lib/snort/snort_dynamicpreprocessor//libsf_sdf_preproc.so... done
Loading dynamic preprocessor library fusr/lib/snort/snort_dynamicpreprocessor//libsf appid_preproc.so... done

Finished Loading all dynamic preprocessor libs from fusr/lib/snort/snort_dynamicpreprocessor/
Log directory = /var/log/snort

WARNING: ip4 normalizations disabled because not inline.
WARNING: tcp normalizations disabled because not inline.
WARNING: icmp4 normalizations disabled because not inline.
WARNING: ip6é normalizations disabled because not inline.
WARNING: icmp6 normalizations disabled because not inline.
Frag3 global config:

Max frags: 65536

Fragment memory cap: 4194304 bytes
Frag3 engine config:

Bound Address: default

Target-based policy: WINDOWS

Fragment timeout: 180 seconds

Fragment min_ttl: 1

Fragment Anomalies: Alert

Overlap Limit: 10

Min fragment Length: 100

Max Expected Streams: 768

Stream global config:

Track TCP sessions: ACTIVE

Max TCP sessions: 262144

TCP cache pruning timeout: 30 seconds

TCP cache nominal timeout: 3600 seconds

Memcap (for reassembly packet storage): 8388608

Track UDP sessions: ACTIVE

Max UDP sessions: 131072

UDP cache pruning timeout: 30 seconds

UDP cache nominal timeout: 180 seconds

Track ICMP sessions: INACTIVE

Track IP sessions: INACTIVE

Log info if session memory consumption exceeds 1048576

Send up to 2 active responses

Wait at least 5 seconds between responses

Protocol Aware Flushing: ACTIVE

Maximum Flush Point: 16000

Stream TCP Policy config:

Bound Address: default




DCE/RPC 2 Preprocessor Configuration
Global Configuration
DCE/RPC Defragmentation: Enabled
Memcap: 102400 KB
Events: co
SMB Fingerprint policy: Disabled
Server Default Configuration
Policy: WinXP
Detect ports (PAF)
SMB: 139 445
TCP: 135
UDP: 135

RPC over
RPC over
Autodetect

HTTP server: 593
HTTP proxy: None
ports (PAF)

SMB: None
TCP: 1025-65535
UDP: 1825-65535
RPC over HTTP server: 1025-65535
RPC over HTTP proxy: None
Invalid SMB shares: C$ DS ADMINS
Maximum SMB command chaining: 3 commands
SMB file inspection: Disabled
config:
DNS Client rdata txt Overflow Alert: ACTIVE
Obsolete DNS RR Types Alert: INACTIVE
Experimental DNS RR Types Alert: INACTIVE
Ports: 53
SSLPP config:
Encrypted packets: not inspected
Ports:
443 465 563 636
992 993 994 995
7802 7900 7901 7902
7904 7905 7906 7907
79089 7910 7911 7912

Acquiring network traffic from "eth@®".
--== Initialization Complete ==--

-*> Sport! <*-

Version 2.9.20 GRE (Build 82)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2822 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.10.4 (with TPACKET_V3)

Using PCRE version: 8.39 2016-06-14

Using ZLIB version: 1.3

Rules Engine: SF_SNORT DETECTION ENGINE Version 3.2 <Build 1>
Preprocessor Object: SF_SMTP Version 1.1 <Build 9>
Preprocessor Object: SF_DCERPC2 Version 1.0 <Build 3>
Preprocessor Object: SF_GTP Version 1.1 <Build 1>
Preprocessor Object: SF_REPUTATION Version 1.1 <Build 1>
Preprocessor Object: SF_DNS Version 1.1 <Build 4>
Preprocessor Object: SF_IMAP Version 1.0 <Build 1>
Preprocessor Object: SF_SIP Version 1.1 <Build 1>
Preprocessor Object: appid Version 1.1 <Build 5>
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF_S7COMMPLUS Version 1.0 <Build 1>
Preprocessor Object: SF_MODBUS Version 1.1 <Build 1>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
Preprocessor Object: SF_SSH Version 1.1 <Build 3>
Preprocessor Object: SF_SSLPP Version 1.1 <Build 4=
Preprocessor Object: SF_DNP3 Version 1.1 <Build 1>
Preprocessor Object: SF_POP Version 1.0 <Build 1>

Total snort Fixed Memory Cost - MaxRss:49024
Snort successfully validated the configuration!
Snort exiting




7 Monitor the local network using Snort

The logs are monitored using the snort command with console (-c) and interface (-i)
specified. The alerts are generated by performing ping and the network mapping over the
network.

] Ubuntu 64-bit - VMware Workstation 17 Player (Non-commercial use only) -0

file Machine View Input Devices Help Payer v || - & T ¥

B P oo

administrator@administrator-VMware-Virtual-Platform: ~

File Actions Edit View Help

1] FTP Authentication

The generated logs are available in the /var/log/snort directory of the linux file system. The
logs can be viewed and changed to pcap file format using the Wireshark tool.

log.snort.07122024.pcap _ & x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AEJ@ BDERE ACHII-—-IFEQQQE
(WTapply adisplayfilter .. <Ctrl/> <@
No. Time Source Destination protocol Length Info

10 (ping) request i seq=1/256, ttl=63 (reply in 2)

2 0.000045 192.168.92.129 192.168.92.1 ICHP 98 Echo (ping) d , Seq-1/256, tt1=64 (request in 1)

3 1.000936 192.168.92.1 192.168.92.129 ICMP 98 Echo (ping) , seq=2/512, tt1=63 (reply in 4)

4 1.000970 192.168.92.129 192.168.92.1 1CHP 98 Echo (ping) seq=2/512, tt1=64 (request in 3)

5 2.066482 192.168.92.1 192.168.92.129 1CHP 98 Echo (ping) seq=3/768, tt1=63 (reply in 6)

6 2.066512 192.168.92.129 192.168.92.1 ICHP 98 Echo (ping) , $eq=3/768, tt1=64 (request in 5)

7 3.106202 192,168.92.1 192.168.92.129 ICHP 98 Echo (ping) request id=0x03es, seq=4/1024, tt1=63 (reply in 8)

8 3.106228 192.168.92.129 192.168.92.1 ICHP 98 Echo (ping) reply  id=0x03e8, Seq=4/1024, tt1=64 (request in 7

9 12.586641 192.168.92.1 192.168.92.129 TCP 74 58148 — 21  [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=3338769581 TSecr=0 WS=128
» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) 0000 0 Oc 29 1b 17 d4 [ENNNECICENEENEE 08 60 45 60 ) E
» Ethernet II, Src: VMware c0:08:08 (80:50:56:c0:00:08), DSt: VMware 1b:17:d4 (00:0c:29:1b:17:dd) ©0 54 f3 42 46 00 3 01 Oe 93 cO a8 5c 01 c0 a8  -T-B@-? \
» Internet Protocol Version 4, Src: 192.168.92.1, Dst: 192.168.92.129 Sc 81 08 00 8a 7f 03 eB8 00 01 068 d6 54 67 00 86  \ Tg
+ Internet Control Message Protocol ©0 00 48 87 65 00 00 00 00 00 10 11 12 13 14 15 H

16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 1"4#8%
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()*+,- ./012345
36 37 67

8 Attacker machine configurations
The attacker machine using the Kali Linux Virtual machine using the NAT network
configurrations and similar performance capabilities as the target machine (Ubuntu VM).
Ensure that all the tools are setup to normal working conditions to perform threat
analysis.



File Actions Edit View Help

ipas
1: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group def
ault glen 1@
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_lft forever
Z <BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel
roup default glen 1080
link/ether 80:08c:29:48:4e:cc brd ff:ff:ff:Ff:FF:Ff
24 brd scope global dynamic noprefixro

k noprefixroute

Setup Kali Linux VM with Metasploit Framework to generate the security alerts in the Linux.
For our instance we are choosing Ubuntu hosted on Windows WSL.. After the installation, run
the Metasploit framework using the command “msfconsole”.

fconsol
Metasploit tip: You can use help to view all available commands

Search for the latest vulnerability with the type as exploit for the Linux operating system.



xploit platform:Linux

Description

rideo_wwbnindex_unauth_rce
AVideo WWBNIndex Plugin Unauthenticated RC

Unix In-Memo
Windows In-Memory

loit/linux/http/apache_hugegra
excellent Yes Apache
e_ofbiz_Tf

> use 60
sing conf red payload cmd/linux/http/x64/meterpreter_reverse_tcp
> show

Disclosur
Check Description

ad/cmd/linux/http/mips64 /meterpreter_reverse_http
No HTTP Fetch
vd/omd/ Linux/http/mips64d /meterpreter_r
No HTTP Fetch
vd/emd/ Linux/http/mips64/meterpreter_reverse_tcp
No HTTP Fetch
ayload/cmd/Linux/http/
norm: No HTTP Fe i cute Command
payload/cmd/linux/http/x64/meterpreter/bind_tcp

Set target and host details such as Http username, password, and IP address where necessary.



File Actions Edit View Help

dministrator
= administrator

) > show

Name

Automatic
Do_Not_Prepend_Runonce_Code

After choosing the exploit types, set target and payload. Set LHOST and set force exploit as
true.

Exploit targets:

Name

Automatic
Do_Not_Prepend_Runonce_Code

44

to disable)
f 192.16
iably chec

oit completed, but no session was created.

The logs with respect to the simulted incident are generated and can be identified as a
unauthorised command injection attempt if the rules are pre-defined in the IDS system. Else
the snort generates the logs with outcome ‘undefined incident with defined priority 0’ is
shown.

9 Cloud CTI API key generation

The CTI API is necessary for the machine learning to identify the threats in the cyber threat
landscape. The CrowdSec API platform is used for the threat analysis with crowdsec API
installated on the system. This is an optional functionality to add on.
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Security Engines Blocklists Hub CrowdSec Threat Intelligence Activity Settings %l_‘ Try the new Enterprise offer!
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Install the CrowdSec Security Engine E
L

Step 1: Install a Security Engine to detect attacks

A @ = v
inux FreeBSD 1] Windows Docker $ Kubernetes 05 MacOS

More...

Step 2: Install a Remediation Component to block attacks

: 5 curl -s https://install.crowdsec.net |

[sudo] password for administrator:
Detected operating system as ubuntu/24.
Detected apt version as 2.7.14
Checking for gpg...

Detected gpg...

Checking for curl...

Detected curl...

Importing packagecloud gpg key...
Packagecloud gpg key imported to /etc/apt/keyrings/crowdsec_crowdsec-archive-keyring.apg

Installing /etc/apt/sources.list.d/crowdsec_crowdsec.list...

Upon completion of the installation of the crowdsec CTI, restart the crowdsec cloud
API.

1S systemctl restart crowdsec

Integrate the API key provided with the Ubuntu Virtual Machine using the command.
Upon integration of CrowdSec Cloud API the security engine shows connected.

C QO B &= hty crowdsec.net/security-en 21

s ®@ 0 D
< Back to your Security Engines

== Security engine « Security Engine ..vxnn »
O vi64

0S: Ubuntuv24.04

IP: 185134146158 (] |D: bdbBe35e21c04dc3ac80b9719fd82delp0325zt0tbw3vxnn (7] Lastactivity: @ today at 8:34 PM @

* ) 1remediation component

Total traffic dropped (Last 7 Days) No traffic dropped found.

&l / cs-firewall-bouncer-1733599157

© V0031
Traffic Dropped (Last 7 Days) No traffic dropped found
0 source dropping traffic Getmoreinfo
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10 Code execution and output
The primary step towards the log analysis includes the parsing and structuring the log data
into the necessary format. The parsed logs are then classified into required formats to
generate the graphical data as an output. The graphs represent the number of log entry
classmcatlon and log count on r|or|t|es of the securlty |nC|dent to be addressed

5 ssage a prlnrl y plotocnl
0 1:2000001:1 ICMP PING de Attempted Informatlnn Le 2 Icup
1 1:2000003:1 S5 rce attempt Attempted Administrator Privilege Ga 1 TCP

2 1:2000004:1 Sus UDP packet Misc act y 3 upp 92 .156
3 1:2000005:1 TCP port scan detected Attempted Information Leak 3 TCP 192.168.1.150
/home/administrator/Thesis project/log parsing.py:7 tureWarning

Passing ‘palette’ without assigning "hue’ is deprecated and will be removed in v8.14.9. Assign the "x* variable to "hue™ and set "legend=False’ for the same effect.

sns.harplot(
/home/administrator/Thesis project/log parsing.py:88: FutureWarning:

Passing ‘palette’ without assigning "hue™ is deprecated and will be removed in v@.14.0. Assign the "x* variable to "hue™ and set "legend=False’ for the same effect.

Figure 1 = O &
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