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1 Preliminary configurations 
 

1) Preliminary configurations require preliminary configurations for the installation of 

dependency files on the system to install snort successfully. The dependency files 

include the libpcap, DAQ and check files which needs to be installed. Update the 

Ubuntu operating system to enable the packages to be updated. The configurations are 

installed by fetching the necessary details from the OS. 
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2 Install snort on Ubuntu 
 

Install snort after the update is complete. If the snort packages are installed previously then 

then the output shows snort is already in the newest version. 
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3 Alter the ownership of the directory 
The alerts are generated and saved on the /var/log/snort. Enable the snort logs alerts 

generated to gain the unprivileged access to the files to perform analysis when required. The 

ownership of the /var/log/snort directory is set to snort and administrator. 

 

 
 

4 Identify the local IP address of the system 
 

Identify the system inferface name for the IP address by using “ip a s” command. The system 

IP address for the interface being used here is the ens33 with IP address 192.168.92.129 with 

port 24. 
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5 Configurations in snort.conf file 
Make configurations in the snort file with right IP address and appropriate configurations to 

prevent the warning appearing on the system. Firstly configure the HOME_NET IP address 

with exact port number. The warnings on the validation snort testing  can be overcome by 

commenting lines 597 to 717 using the “vim” tool to edit snort.conf in order to clear the 

warnings appearing. The vim prompt :/^/597,717s/#/ will comment the lines and the changes 

are saved using ESC then enter :wq the write and quit from the snort.conf file using vim.  
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6 Test the snort functioning 
 

The snort is tested using the snort command with -T with defined interface and console 

represented by -i and -c respectively. 
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7 Monitor the local network using Snort 
The logs are monitored using the snort command with console (-c) and interface (-i) 

specified. The alerts are generated by performing ping and the network mapping over the 

network. 

 
 
 

The generated logs are available in the /var/log/snort directory of the linux file system. The 

logs can be viewed and changed to pcap file format using the Wireshark tool. 

 
 

8 Attacker machine configurations 
The attacker machine using the Kali Linux Virtual machine using the NAT network 

configurrations and similar performance capabilities as the target machine (Ubuntu VM). 

Ensure that all the tools are setup to normal working conditions to perform threat 

analysis. 
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Setup Kali Linux VM with Metasploit Framework to generate the security alerts in the Linux. 

For our instance we are choosing Ubuntu hosted on Windows WSL. After the installation, run 

the Metasploit framework using the command “msfconsole”. 

 
Search for the latest vulnerability with the type as exploit for the Linux operating system. 
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Set target and host details such as Http username, password, and IP address where necessary. 
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After choosing the exploit types, set target and payload. Set LHOST and set force exploit as 

true. 

 

 
 

The logs with respect to the simulted incident are generated and can be identified as a 

unauthorised command injection attempt if the rules are pre-defined in the IDS system. Else 

the snort generates the logs with outcome ‘undefined incident with defined priority 0’ is 

shown.  

9 Cloud CTI API key generation 
 

The CTI API is necessary for the machine learning to identify the threats in the cyber threat 

landscape. The CrowdSec API platform is used for the threat analysis with crowdsec API 

installated on the system. This is an optional functionality to add on. 
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Upon completion of the installation of the crowdsec CTI, restart the crowdsec cloud 

API. 

 
 

Integrate the API key provided with the Ubuntu Virtual Machine using the command. 

Upon integration of CrowdSec Cloud API the security engine shows connected. 
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10 Code execution and output 
The primary step towards the log analysis includes the parsing and structuring the log data 

into the necessary format. The parsed logs are then classified into required formats to 

generate the graphical data as an output. The graphs represent the number of log entry 

classification and log count on priorities of the security incident to be addressed. 
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