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Configuration Manual

Shouvik Roychowdhury
Student ID: x23179015

1 Introduction

This configuration manual provides detailed instructions of the setup Microsoft Threat model
and Cisco Packet Tracer and the security features simulated implemented in it.

2 System configuration

Hardware of the system.

Processor i5 10% gen

Operating system: Windows 11 Pro
Storage: 1 TB SSD

Ram: 16GB DDR4

Versions of the software used:

Cisco Packet Tracer: 7.3.0

Microsoft Threat Modelling Tool: v2016

Note that the Microsoft Tool is a single threaded application and might lag on some
systems.

3 Setup and configure development environment

This section provides instructions to download and setup both tools with proper templates as
is required with the Microsoft threat modelling tool:

Download the correct version of Cisco Packet Tracer from the website:
https://learningnetwork.cisco.com/s/question/0D53100000Kt599CAB/download-

packet-tracer

Download  the Microsoft ~ Threat =~ Modelling  Tool from  here:
https://www.microsoft.com/en-in/download/details.aspx?id=49168

Download the correct stencils from the GitHub page for the Microsoft tool (Note that I
will be attaching the files in the model link) this will provide the necessary components
to build the network model: https:/github.com/AzureArchitecture/threat-model-

templates



https://learningnetwork.cisco.com/s/question/0D53i00000Kt599CAB/download-packet-tracer
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Generating report and setting up security features

Note: before starting I want to show how to get into cisco packet tracer’s command
line, which is common for all simulated devices. Double click on the device and select

® ASA1 = 0O X

Physical  Config  CLI  Attributes
I

I0S Command Line Interface

CLL. r 1
Generate report through Microsoft Threat model Tool:

I %! 10T_threat model - Threat Modeling Tool 2016 - o x |
File Edit View Settings Diagram |Reports | Help
[ create Full Report. | @ @
Diagram 1 Create Custom Repo 4 x
) g S S S S Ay ) g . A ey g s T T [ [i=F3-t-1 Azure Asset
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Advisor
loT Device loT Device

Active Directory

Active Directory B2C
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IoT Cloud 1
Gateway 7
Human User o APl App
Mobile App |1 | tinux1
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H b Name Diagram 1
Add New Custom Attribute
loT Device E i

Messages - No issues found

Description Severity  Diagram Ignore

1 Messages - No issues found | Notes - no entries

The report is now generated showing threats of the enitre model:
Threat Modeling Report

Created on 13-11-2024 11:43:22

Threat Model Name: Azure Data and Analytics Platform (ADAP) Threat Model
Owner: [owner]

Reviewer: [reviewers)

Contributors: [contributors]

Description: Azure Data and Analytics Platform (ADAP) is a foundation for modernizing data and analytics, by building and establishing a foundational data and analytics platform to ingest and preserve a variety of company data with a cloud-enabled,
secure and flexible data estate that will help to accelerate data-driven inovation and insights. This threat model is a living document that should be utiized during the design and engineering phases of building the ADAP Platform

Assumptions: Conditional access policy will be enabled and enforced. DevOps Security will be addressed in a seperate model. Network Layer Security will be addressed in a seperate model. AppDev specific solutions will be addressed in a seperate
model.

External Dependencies: External Data sources - List here.

Threat Model Summary:

Not Started 61
Not Applicable 0
Needs Investigation 0
Mitigation Implemented 0
Total 61
Total Migrated 0



Implementing the network structure in cisco packet tracer: Note this file will be

°
attached in moodle link .
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e Implementing Security Features starting with firewall: the password on the firewall is:

roy123 and then do a show run to check all firewall rules:

interface Vlanl
nameif inside
security-level 100
ip address 192.168
1

interface Vlan2
nameif outside
security-level 0
ip address 209.165

.1.1 255.255.255.0

.200.226 255.255.255.248

1
route outside 0.0.0.0 0.0.0.0 209.165.200.255 1

e Setting up access control lists:

IotFirewall# access-list VLAN ACL extended permit ip 192.168.10.0
255.255.255.0 192.168.20.0 255.255.255.0

Ctrl+F6 to exit CLI focus Copy Paste

Checking switch port rules of the switches: use the command en to go into privilege

[ ]
mode and then use command show vlan brief to check the port security rules being



implemented.
¥ Switch3 = ]

Physical ~ Config  CLI  Attributes

10S Command Line Interface

$LINK-5-CHANGED: Interface FastEthernet0/5, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to up

Switch>en
Switch#show v1 br

VLAN Name Status Ports

1 default active

10 Office active Fa0/l1, Fa0/2, Fa0/3, Fa0/4
Fa0/5

20 Blackhole active FaO/6, Fa0O/7, Fa0/8, Fa0/9

Fa0/10, Fa0/1l, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig0/2

30 Management active

40 Native active Gig0/1

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

Switch#

Ctrl+F6 to exit CLI focus Copy Paste
[ Tan

Checking seurity features like dhcp snooping, spanning tree mode, switchport mode
access, switport negotiation and port access modes. All these can be checked by going
to privilege mode on the switch by typing en and then doing and show run.

ip dhcp snooping

1

spanning-tree mode pvst

spanning-tree extend system-id
1

interface FastEthernet0/1
switchport access vlan 10
switchport mode access
switchport nonegotiate

1

interface FastEthernet0/2
switchport access wvlan 10
switchport mode access
switchport nonegotiate

1

interface FastEthernet0/3
switchport access wvlan 10
switchport mode access
switchport nonegotiate

1

interface FastEthernet0/4
switchport access wvlan 10
--More--




e Checking ARP and snooping protection in the second switch: the previously
mentioned features are in the highlighted switch.

960-24TT
Switch2

Printer-PT
Printer0

Again to check features do a show run giving us theAfollowing.

hostname Switch

1

1

1

!

ip arp inspection vlan 1,10,20,30,40
ip arp inspection validate src-mac dst-mac ip
1

ip dhcp snooping vlan 1,10,20,30,40
ip dhcp snooping

1

spanning-tree mode pvst
spanning-tree extend system-id

--More--

A~ LA AL

S Testing the simulation

e Double click on the highlighted smartphone which is connected to the IoT gateway:

\ .
iy —— :

2960-24TT
Switch1

SMARTPHONE-PT
Smartphone0

~

192.168.1.0/24
VLAN 1

N
W\ DEC168.  INSIDE



Select Iot monitor in the desktop section of the smartphone.
B Smartphone0 = [m] X

Physical ~ Config  Desktop  Programming  Attributes

[J Top
In the IoT monitor all devices can be interacted with:
e O = = N N . § 1 U v abe X X | & = = = | i=
B Smartphone0 = ] X
Physical ~ Config  Desktop  Programming  Attributes
loT Monitor
IoT Server - Devices Home | Conditions | Editor | Log Out
@ 1071 (PTT0810390Z-) Door
Open [ ]
Lock I cock |
@ 1075 (PTTOS10E4EV-) Window
on —
@ 1070 (PTT08101936-) Ceiling Fan
Status - Low | High |
@ 1074 (PTT08105C16-) Light
Status I oim | on |
[J Top
L




e Checking firewall rules by going to simulation mode: The traffic from firewall can go
inside the network.

192.168.2.0/24
ServerRT VLAN 3
DMZ Sengr DMz

2960°
Switch1

~ Ny~

SMARTPHONE-PT
Smartphone0

192.168.1.0/24
VLAN 1

RFID Reader Light
10T3 loT4

e The traffic from outside cannot comeback in:

VLAN 2 1 1¢

209.165.200.224/29 R2 3
OUTSIDE

6!

Sw
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