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1 Introduction 
This configuration manual is targeted at setting up, running, and understanding the 

ransomware detection system using behavior analysis. The system will make use of machine 

learning models in order to identify ransomware in real time, with strong detection based on 

feature engineering and exploratory data analysis. This manual will lead the user through the 

configuration of the system in an efficient way, the preparation of datasets, the execution of 

model training, and the visualization of the outcomes. 

2 Section 1: Prerequisites 
 

Software Requirements: 

• Python 3.x installed (recommend Python 3.12+). 

• Required Python libraries: pandas, numpy, matplotlib, seaborn, sklearn, scipy. 

• IDE or text editor (Jupyter Notebook). 

Hardware Requirement:  

To ensure optimal performance of the ransomware detection system, the following hardware 

specifications are recommended: 

• Processor: Intel i5 

• RAM: Minimum 8Gb or 16GB. 

• Storage: At least 10GB free space for smooth and faster execution of code 

• Operating System: Windows 10/11.  

Data Requirements: 

• Input dataset in CSV format (data_file.csv). 

• Ensure columns align with the described structure in the project (e.g., FileName, 

DebugSize, Benign, etc.). 

 

3 Section 2: Dataset Preprocessing 
Loading Data: 

 
• Place the dataset file in the same directory as the script. 

• Use pd.read_csv('data_file.csv') to load the dataset into a pandas DataFrame. 

Cleaning: 
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• Check for missing values using df.isnull().sum(). 

• Remove or encode high-cardinality categorical columns. 

• Ensure all features are appropriately scaled using StandardScaler. 

Feature Engineering: 

 
• Generate derived features such as Debug_Export_Ratio and Stack_Resource_Ratio to 

enhance model prediction. 

 

4 Section 3: Exploratory Data Analysis (EDA) 
 

• Use histograms (sns.histplot) to explore feature distributions. 
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• Create box plots (sns.boxplot) to detect and visualize outliers. 

 
• Generate a correlation heatmap (sns.heatmap) to identify feature relationships. 

 
 

5 Section 4: Model Configuration 
Data Split: 

 
• Split the dataset into training and testing sets using train_test_split with test_size=0.3. 

Scaling: 

• Scale features using StandardScaler. 

Models: 
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• Logistic Regression: Suitable for quick baseline performance. 

• Random Forest Classifier: Use for robust predictions with tunable hyperparameters. 

• Support Vector Machine (SVM): Employ for handling complex decision boundaries. 

Model Evaluation: 

 
• Evaluate using metrics like accuracy_score, precision_score, recall_score, f1_score, 

and roc_auc_score. 
 

 

6 Section 5: Visualization and Validation 
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• Confusion Matrix: Use sns.heatmap to visualize prediction errors. 

• ROC Curve: Generate using roc_curve and auc for model comparison. 

7 Section 6: Prediction Functionality 
• Use the predict_manual_input() function to manually input features and test the model 

predictions interactively. 
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Use Cases 
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