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1. Introduction 

This manual provides the configuration details and steps for running the phishing dataset 

analysis. The dataset consists of features for phishing detection, and this analysis will include 

data preprocessing, feature engineering, model selection, evaluation, and hyperparameter 

tuning. 

 

Minimum System Requirements 

Hardware Requirements: 

• Operating System: Windows 10/11, macOS 10.15 or higher, or any Linux 

distribution (Ubuntu 18.04 or higher). 

• Processor: Intel Core i5 or equivalent AMD processor, at least 4 cores. 

• RAM: Minimum 8 GB (16 GB recommended for smoother operations). 

• Graphics Processing Unit (GPU): Optional, but recommended if using machine 

learning for optimization. 

• Storage: At least 10 GB of free disk space for storing images, models, and results. 

Software Requirements 

• Python: Version 3.8 or higher 

• Jupyter Notebook: For running the code and visualizations. 

 

2. Environment Setup 

Ensure that the following Python packages are installed to run the analysis: 

 

Pandas: For data handling and preprocessing 

NumPy: For numerical operations 

Matplotlib: For plotting and visualization 

Seaborn: For advanced visualizations (e.g., heatmaps, box plots) 

Scikit-learn: For machine learning models, preprocessing, and evaluation 

You can install the required dependencies using pip: 

 

pip install pandas numpy matplotlib seaborn scikit-learn 

 

3. Dataset Configuration 

The analysis uses two CSV files for training and testing: 
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Training Dataset: phishing_dataset_train.csv 

Testing Dataset: phishing_dataset_test.csv 

These datasets must be placed in the working directory or specified in the script for the 

pd.read_csv() function to load them. 

 

Dataset Structure 

Target Column: class 

This is the binary target variable indicating phishing (1) or not (0). 

Feature Columns: All columns except class, including numerical and categorical features. 

 
 

 

4. Data Preprocessing Configuration 

Handling Missing Values 

The code includes checks for missing values in both training and testing datasets: 

 

 

Feature Scaling 

Standard scaling is applied to numerical features to normalize them between zero and one: 
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Feature Engineering 

You can add new features or modify existing ones to improve model performance. For 

example, the interaction between num_dot and num_slash is created: 

 

 
 

5. Model Configuration 

Model Selection 

The following models are included in the analysis: 
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Model Training 

Each model is trained using the fit() method, and predictions are made on the test set: 

 
 

 

6. Hyperparameter Tuning Configuration 

Random Forest Hyperparameter Tuning 

Use GridSearchCV to tune the hyperparameters of the Random Forest model: 
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Svm Hyperparameter tuning 

 
 

7. Model Evaluation Configuration 

Cross-Validation 

Perform k-fold cross-validation to evaluate the stability of the models: 
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