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1 Introduction 
 

The configuration manual provides detailed instructions of configuration, setup, and operation of the 
Blockchain based EHR systems. Ethereum blockchain is used with smart contracts written in solidity, 

IPFS for decentralized storage and React.js for creating a simple scalable, interactive frontend. 

 

2 System configuration 
 

Hardware of the system. 

• Processor: Ryzen 9 6900H  

• Operating system: Windows 11 Home 

• Storage: 1 TB Gen 4 SSD 

• RAM: 16 GB 6400Mhz 

 

Versions of Software used. 
• Truffle Suite: Truffle v5.11.5 (core: 5.11.5) 

• Web3: Web3.js v1.10.0 

• Ganache: UI Ganache v2.7.1 

• MetaMask: 12.6.2 (browser extension) 

• IPFS Desktop: CLI V 0.31.0 

• Visual Studio Code : Version: 1.95.3 (user setup) 

• React.js: version 18.2.0 

• Solidity: Compiler version 0.8.19 

• Node.js: Version 20.17.0 

• NPM (Node Package Manager): version 10.8.3 

 

3 Setup and configure development environment 
 

This section provides instructions to set up the environment and configuration of the system components. 

 

3.1  Install Node.js and NPM from https://nodejs.org/en/download/package-manager and 

verify the installation by running node -v or npm -v in the command prompt. 

 

 
 

3.2 Setup git to track and upload the files to save changes made to the project. Install and 

verify the git using git –version command. 

 

https://nodejs.org/en/download/package-manager
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3.3 Install Truffle globally to compile and deploy the smart contracts by using the npm 

install -g truffle and verify the installation using truffle version command 

 

 
 

3.4 Download and install Ganache from the official website. launch ganache and add 

truffle project by selecting the truffle.config file created after installing truffle.  

 

 
 

3.5 Configure the RPC server URL to HTTP://127.0.0.1:7545 and network ID to 1337 

from 5777 as 1337 is a default port used by ganache even if it shows 5777. 

 

 
 

http://127.0.0.1:7545/
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3.6 Add and configure MetaMask extension on preferred browser.  

 
 

3.7 Import 3 prefunded accounts form ganache for testing by copying the private key 

provided in ganache. 

 

 
 

3.8 Copy Private key 

 

 
 

3.9 Import accounts to MetaMask 
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3.10 Add a custom network with network name: Ganache Network or the name suggested 

by the MetaMask to avoid any conflicts within the networks, RPC URL: 

HTTP://127.0.0.1:7545 and Chain ID: 1337 (note: as you can see the chain id is 1337 

by default for local ganache network even if it shows 5777 in the ganache application)    

 

                   
 

3.11 Setup and install IPFS Kubo as guided in the provided link 

https://docs.ipfs.tech/install/command-line/ for storing the records. follow below steps 

for windows. 

 

http://127.0.0.1:7545/
https://docs.ipfs.tech/install/command-line/


5 
 

 

3.12 Download the binary for windows from https://dist.ipfs.tech/#kubo or use wget 

https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip -Outfile 

kubo_v0.32.1.zip command 

 

 
 

3.13 Extract the zip file at preferred location by extractor like 7zip or by using command 

Expand-Archive -Path kubo_v0.32.1.zip -DestinationPath ~\Apps\kubo_v0.32.1 

 

 
 

3.14  Redirect to the folder where the zip is extracted: cd /destination to the folder  

 

https://dist.ipfs.tech/#kubo
https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip%20-Outfile%20kubo_v0.32.1.zip
https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip%20-Outfile%20kubo_v0.32.1.zip
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3.15 Check the IPFS.exe and verify version  

 

 
 

3.16  Install or Update Visual Studio Code from https://code.visualstudio.com/download   
 

 
 

https://code.visualstudio.com/download
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3.17 Open the folder with project files or by cloning the repository using ‘git clone repo url’ 

and ‘cd Project folder’ 

 

 
 

3.18 Select the project directory and click open 
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3.19 Now in VS Code open terminal and install all the dependencies by using npm install. 

 

 
 

3.20  Configure the truffle-config.js as provided.  

 

 
 

3.21 Compile and deploy the smart contracts Navigate to the source(src) folder ‘cd .\src\’ 

then ‘truffle compile’ to compile the smart contracts and ‘truffle migrate’ command to 

deploy the contract on ganache local network.  
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3.22 Verify the deployment of the contracts in ganache. 

 
 

3.23 Verify the abi files in build/contracts folder  
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3.24 Start the IPFS daemon open windows powershell from windows Search window and 

search powershell or press Win+R and type powershell and enter  

 

 

3.25 Enter command ‘ipfs daemon’    
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3.26 Start the project using ‘npm start’ command in visual studio code.This redirects to the 

dashboard on the default browser at http://localhost:3000/. MetaMask extension will 

pop up login and connect MetaMask to the website.  

 

3.27 Application interface 

 

 
 

 

4 Testing the web Application 
 

4.1 Register as a User:  

 

4.1.1 On the home page of the website click on register. 

 

http://localhost:3000/
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4.1.2 Select a role (Patient, Doctor, Pharmacist). 

 

 
 

4.1.3 Register the user. 
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4.1.4 Confirm the MetaMask transaction for registration. 
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4.2 Upload Medical Records (Patients): 

 

4.2.1 Login to the patient dashboard. 

 

 
 

4.2.2 Upload the health records or prescription and confirm the transaction in 

MetaMask. 
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4.2.3 The file selected is encrypted and uploaded to IPFS.       

 

           
 

 

4.3 Grant Access to Doctors: 

4.3.1 In the patient dashboard use grant permission tab to provide access to 

records and prescription uploaded. 

 

 
 

4.3.2 Confirm the transaction in MetaMask. 
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4.4 Access Records (Doctors): 

4.4.1 Log in as a doctor. 
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4.4.2 View the list of patients who have granted access. 

 

 
 

4.4.3 View records in doctor dashboard and view prescription in pharmacist 

dashboard retrieves the medical records/prescription to which patient has 

given access. 

 

 
 

4.5 Monitor Transactions in Ganache and MetaMask: 

4.5.1 Observe the transactions being recorded in Ganache. 
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4.5.2 Check account balances and transaction history in MetaMask. 
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5 Troubleshooting 
 
Common Issues faced and Solutions 

1. MetaMask and Ganache connectivity: Verify the MetaMask local network configuration matches the 

Ganache network settings. Try launching new ganache project with different RPC URL port. To verify 

the connection make a transaction between the accounts.    

2. Smart Contract related issues: Check for any syntax errors in code any overshadowing. Reconfigure 

the truffle-config,js file to match the port, network_id and verify the solidity compiler version. Make 

sure the correct Abi is called where required. Verify ganache is up and running. 

3. IPFS Connection Issues: Verify the IPFS gateway address and Port as it may be used by other 

application. 

 

9. References 
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https://archive.trufflesuite.com/
https://web3js.readthedocs.io/en/v1.10.0/
https://archive.trufflesuite.com/ganache/
https://metamask.io/


20 
 

 

5. IPFS: https://github.com/ipfs/ipfs-desktop 

6. Visual Studio Code: https://code.visualstudio.com/ 
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