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Configuration Manual

Sidhant Patil
Student ID; x23128577

1 Introduction

The configuration manual provides detailed instructions of configuration, setup, and operation of the
Blockchain based EHR systems. Ethereum blockchain is used with smart contracts written in solidity,
IPFS for decentralized storage and React.js for creating a simple scalable, interactive frontend.

2 System configuration

Hardware of the system.
e Processor: Ryzen 9 6900H
e  Operating system: Windows 11 Home
e Storage: 1 TB Gen 4 SSD
e RAM: 16 GB 6400Mhz

Versions of Software used.
o  Truffle Suite: Truffle v5.11.5 (core: 5.11.5)
Web3: Web3.js v1.10.0
Ganache: Ul Ganache v2.7.1
MetaMask: 12.6.2 (browser extension)
IPFS Desktop: CLI Vv 0.31.0
Visual Studio Code : Version: 1.95.3 (user setup)
React.js: version 18.2.0
Solidity: Compiler version 0.8.19
Node.js: Version 20.17.0
NPM (Node Package Manager): version 10.8.3

3 Setup and configure development environment

This section provides instructions to set up the environment and configuration of the system components.

3.1 Install Node.js and NPM from https://nodejs.org/en/download/package-manager and
verify the installation by running node -v or npm -v in the command prompt.

B2 windows PowerShell

PS C:\Users\siddh> npm

10.8.3

PS C:\Users\siddh> node
v20.17.8

PS C:\Users\siddh> |

3.2 Setup git to track and upload the files to save changes made to the project. Install and
verify the git using git —version command.


https://nodejs.org/en/download/package-manager

Ps C:\Users\siddh> git
git version 2.47.0.windows.1

Ps C:\Users\siddh>

3.3 Install Truffle globally to compile and deploy the smart contracts by using the npm
install -g truffle and verify the installation using truffle version command

PS C:\Users\siddh> truffle version
Truffle v5.11.5 (core: 5.11.5)
Ganache v7.9.1

Solidity v0.5.16 (solc-js)

Node v20.17.8

Web3.js v1.10.0

Ps C:\Users\siddh> |

3.4 Download and install Ganache from the official website. launch ganache and add
truffle project by selecting the truffle.config file created after installing truffle.

Dgo.5vVg

J5 reportWeb\itals.js

J5 setupTests.js

Js truffle-config.js
.gitignore

{} package-lockjson

e cn

3.5 Configure the RPC server URL to HTTP://127.0.0.1:7545 and network 1D to 1337
from 5777 as 1337 is a default port used by ganache even if it shows 5777.

¢ Ganache
—

(&) accounts  (BR) sLocks () TRansacTions  ( () contracts (L)) EvenTs () Loas

~

CURRENT BLOCK GAS PRICE
228

GAS LIMIT HARDFOR! WORKSPACE
20000000000 6721975 MERGE 5777 HTTP://127.0.0.1:7545 AUTOMINING EHR

K NETWORK 1D RPC SERVER MINING STATUS

MNEMONIC HD PATH

there know fossil employ opera broom sudden grant ranch flock base cheap m&4'60° 0" Baccount_index

ADDRESS BALANCE TX COUNT INDEX
0xF63DFf8616BO4BE8SC7F2263E769AF3Bf5ADOE6G6  100.61 ETH 139 0 Cf
ADDRFSS RAL ANCF TY ANIINT INRFY ~


http://127.0.0.1:7545/

3.6 Add and configure MetaMask extension on preferred browser.

& chvomewebstore Q. metamask x N ]
Type:
Ernaans MetaMask @ installed
{© metamask.io
Them: 2.9 % (4.5K)
An Ethereum Wallet in your Browser
Filter by
O Festred extensions
[0  Established publishers MetaMask Flask DEVELOPMENT BUILD
39%x(Mo
Ratings ! , THIS IS THE CANARY DISTRIBUTION OF THE METAMASK EXTENSION, INTENDED FOR DEVELOPERS.
Lo
ok ke ok

3.7 Import 3 prefunded accounts form ganache for testing by copying the private key
provided in ganache.

ADDRESS BALANCE TX COUNT INDEX
OxF63DFf8616BO48EB5c7F2263E769AF3BfSADOEGG 100.23 ETH 259 0 ép
ADDRESS BALANCE TX COUNT INDEX d;
OxF75Da7924f3Ed473F949c4A63Ee7238e9632A60B 98.95 ETH 116 1

ADDRESS BALANCE TX COUNT INDEX
Oxff21003959e23E6F4eeB2b8f3B4a69690615Eb04 99.99 ETH 21 2 ép
ADDRESS BALANCE TX COUNT INDEX d;
0x645277355E787113163BeF912099379689FFd217 100.00 ETH 4 3

ADDRESS BALANCE TX COUNT INDEX ép
0x6175B7fcB5c09Bfel2CF8Cca2B31926d9B64DOBb  100.00 ETH 6 4

ADDRESS BALANCE TX COUNT INDEX
0x8f0cdC93a7635E07ed7AD1D5050C8843BO396B2A  100.00 ETH 5 5 ép

nnnnnnn o F—

3.8 Copy Private key

ACCOUNT INFORMATION

ACCOUNT ADDRESS
O=F63DFf8616B048EB5c7F2263E769AF3BT5ADOEGRS

PRIVATE KEY

Oxd558d726b88c4763664488521T62342a4a98cec97d821530c409202d4T48336
52

Do not use this private key on a public blockchain; use it for development purposes only!

3.9 Import accounts to MetaMask



4 Import account % Select an account

I e O B T e R

MetaMask Secret Recovery Phrase. Learn more
about imported accounts here

Patient M409.86 ETC :
Select Type Private Key 0 98.949 ETH

Enter your private key string here:
N5295 ETC
90.087 ETH

TM530.71 ETC ¢
90.098 ETH

T530.69 ETC
99.997 ETH

3.10 Add a custom network with network name: Ganache Network or the name suggested
by the MetaMask to avoid any conflicts within the networks, RPC URL.:
HTTP://127.0.0.1:7545 and Chain ID: 1337 (note: as you can see the chain id is 1337
by default for local ganache network even if it shows 5777 in the ganache application)

Patient

~ < Localhost 8545
O0xF75D0...24508 @

Network name

+ETC 0.00 (+0.00%) Por
Default RPC URL

2 an
ey 127.0.0.1:7545

Send Receive

Decl, 2024

'jiL Contract i... ETH

Block explorer URL

'jiL Contract i...

'jiL Contract i...

3.11 Setup and install IPFS Kubo as guided in the provided link
https://docs.ipfs.tech/install/command-line/ for storing the records. follow below steps
for windows.


http://127.0.0.1:7545/
https://docs.ipfs.tech/install/command-line/

3.12 Download the binary for windows from https://dist.ipfs.tech/#kubo or use wget
https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip -Outfile
kubo_v0.32.1.zip command

@ IPFS DISTRIBUTIONS

About Download kubo

fs-repo-migrations Version v0.32.1 for windows 64bit

ot your platform? Ses below for alternativeg

ipfs-cluster-ctl
ipfs-cluster-follow

ipfs-cluster-service he node

content to HTTP browsers

ipfs-update
ipget
kubo (go-igfs
v0.321

November 15, 2024 macOs Binary

Docs FreeBSD Binary
Changelog

All Versions (kubo

Dpoes

Linux Binary

All Versions go-ipfs

e
L

ssues
OpenBSD Binary
©) Repository

Windows Binary

3.13 Extract the zip file at preferred location by extractor like 7zip or by using command
Expand-Archive -Path kubo_v0.32.1.zip -DestinationPath ~\Apps\kubo_v0.32.1

(J > Desktop > Project > kubov0.31.0zip >

Tl Sort ~ = View 8 Extractall
Type

File folder

3.14 Redirect to the folder where the zip is extracted: cd /destination to the folder


https://dist.ipfs.tech/#kubo
https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip%20-Outfile%20kubo_v0.32.1.zip
https://dist.ipfs.tech/kubo/v0.32.1/kubo_v0.32.1_windows-amd64.zip%20-Outfile%20kubo_v0.32.1.zip

i

ThisPC > OS(C) > > Downloads > kubo v031.0 > kubo

New

Date modified

A Home

& Gallery
auto_file
OneD

Application

@ AppData _—
c| : File

B Creative Clo es o y Fie
File
cuments
X Pictures W build-log
B Desktop
4 Downloads
B Documents
X Pictures

® Music

m Project

3.15 Check the IPFS.exe and verify version

2 windows PowerShell x +

PS C:\Users\siddh\downloads\kubo_v0.31.0> cd kubo

PS C:\Users\siddh\downloads\kubo_v8.31.0\kubo> .\ipfs.exe
ipfs version ©0.31.0

PS C:\Users\siddh\downloads\kubo_v@.31.8\kubo> |

3.16 Install or Update Visual Studio Code from https://code.visualstudio.com/download

) Visual Studio Code  Docs Updates Blog APl Extensions FAQ GitHub Copilot o e D Download

Download Visual Studio Code

en sourc egrated g and

4 Windows 4 .deb d 4 Mac

Windows 10, T1 Debian, Ubunitu Fedora, SUSE macOS 1015+

Installer deb 7ip Intel chip Apple silicon Universal

.rpm
CLI Intel chip Apple silicon



https://code.visualstudio.com/download

3.17 Open the folder with project files or by cloning the repository using ‘git clone repo url’
and ‘cd Project folder’

File Edit Selection View

) welcome X

Visual Studio Code

Editing evolved

Walkthroughs

* Get Started with VS Code

Customize your editor, learn the basics, and start
coding

' Learn the Fundamentals

e? Get Started with Python Developm... |Updated

Re = Ch\Users\siddh\OneDrive\Desktop...
ChUsers\siddh\OneDrive\Desktopithesis wor...
< CA\Users\siddh\OneDrive\Desktop...
CAUsers\siddh\OneDrive\Desktop
C\Users\siddh\OneDrive\Desktop\thesis work

- Get Started with Jupyter Notebooks | Updated

»* Show welcome page on startup

X ®oA0 Wo

3.18 Select the project directory and click open

) Welcome X

) Open File
« > ~ 4 | > Deskiop > Project >

Organize New folder

X Pictures B hame Date modified Type

0 Music

| B Secure Electronic Records 12/11/2024 1:48 PM File folder

& Recycle Bin

»
»
¥ Videos »
»
»

Bm screenshots
@B Project
B .ipfs

B chr-systems

File name: v| |AIIF|Ies ™. v|

Open |+| | cCancel |

~* Show welcome page on startup




3.19 Now in VS Code open terminal and install all the dependencies by using npm install.

users\siddh\OneDrive\Desktop\thesis work\EHRProject\ehr-blockchain> npm install
d 7pmr11,maus- i1eg2.6.1: This functionality has been moved to mhpmrllr s
npm warn
npm warn 3 h ged awscript standand and thus this plugin is no longer maintained. Please use @babel/plugin-transform-unico
de-property
npm warn
npm warn
This proposal has been merged to the EQMScript standard and thus this plugin is no longer maintained. Please use @babel/plugin-transform-as

ync-generator—fu

npm warn g/ ge.0.2 is pack: enamed to ts-evaluator. Please install ts-evaluator instead

npn i ilsge.18.1: j ed in favour of Helia - please see https://github.con/ipfs/js-ipfs/i for details
npm warn i - j deprecated in favour of Helia - please see https://gitt i pfs/i for details
npm warn ipfs-http-client@oe. 0.1: js-IPFS has been deprecated in favour of Helia - please see https://github.com/ipfs/js-ipfs/issues/4336 for details

added 1186 packages, and audited 1187 packages in 14s

3.21 Compile and deploy the smart contracts Navigate to the source(src) folder ‘cd .\src\’
then ‘truffle compile’ to compile the smart contracts and ‘truffle migrate’ command to
deploy the contract on ganache local network.

ct\Secure Electronic Records\Secure Electronic Records\src> truffle compile

Compiling .\’ontrauts~Pat1entReg15tratlcn.sol
Compiling .\contracts\PharmacistForm.sol
ompiling .\contracts\PharmascistRegistration.sol
Compiling . racts\UploadEhr. sol
Lomplllng racts\UploadPrescription.sol
Artifacts w Users\siddh\OneDrive\Desktop\Pr ct\Secure Electronic Records\Secure Electronic Records\s
Compiled successfully uslng

> truffle migrate

orForm. sol
cts\DoctorRegistration.sol
> Compiling .\contracts\PatientRegisti
» Compiling .\c cts\PharmacistForm.sol
cts\PharmascistRegistration.sol




3.22 Verify the deployment of the contracts in ganache.

v
W Ganache

CURRENT BLOCK GAS PRICE GAS LIMIT
242 20000000000 6721975

HARDFORK NETWORK ID RPC SERVE]

—

(E:) CONTRACTS

p—

R MINING STATUS
5777 HTTP://127.0.0.1:7545 AUTOMINING

WORKSPACE
EHR

NAME
DoctorForm

NAME
DoctorRegistration

NAME
PatientRegistration

NAME
PharmacistForm

NAME
PharmacistRegistration

NAME
UploadEhr

NAME
UploadPrescription

ADDRESS
0x7EAE522f1B66b9e374fC10df8766a445D210E5F9

ADDRESS

0x92466836A1Ff256Af417fDDO73FbC68588Bd4fDA

ADDRESS
0xfdF8567cD3C7De38250324157ebB997945AAF8B5C

ADDRESS

0xCABO8deFAe717d26e24dfabd8Bd8d2CF74680 3¢

ADDRESS
0x07ffF27cEB59adC732e877D1B41c255B39fd44A3

ADDRESS
0x3Ba88953F05Be0C2d7E220A16Bf150944439504F

ADDRESS
0xe9b35f93Af9096CCF74E8208FCc9226Be43bdD31B

3.23 Verify the abi files in build/contracts folder

TX COUNT
a

TX COUNT
2

TX COUNT
1

TX COUNT
a

TX COUNT
2

TX COUNT
1

TX COUNT
1

A A E
aga

:
:

;
:

ﬁ
:

;
:



3.24 Start the IPFS daemon open windows powershell from windows Search window and
search powershell or press Win+R and type powershell and enter

D power

< o School Apps Documents Settings

Best match

I > ‘Windows PowerShell
= system

Apps Windows PowerShell
System
& Power Automate

#® PowerPoint ST
B= windows PowerShell ISE (x86) S ROu s Soiauetay
Run ISE as Administrator
Search school and web
Windows PowerShell ISE
Q_ power - See school and web results
School - Results
[ PowerPoint
[ Office Install Site

Settings (7+)

Documents (2+)

3.25 Enter command ‘ipfs daemon’

BY windows Powershell

PS C:\Users\siddh> ipfs daemon

Initializing daemon...

Kubo version: ©.31.0

Repo version: 16

System version: amdé6l/windows

Golang version: gol.23.2

PeerID: 12D3HooWRUECJIyCNdCpvBUShMrk33QfJISK5A1rdxAsDruB5ZKELp

Swarm listening on 127.0.0.1:u4601 (TCP+UDP)

Swarm listening on 169.25u4.164.110:U4001 (TCP+UDP)

Swarm listening on 169.254.202.200:U4001 (TCP+UDP)

Swarm listening on 169.254.35.190:4001 (TCP+UDP)

Swarm listening on 172.22.176.1:u001 (TCP+UDP)

Swarm listening on 192.168.0.253:U4801 (TCP+UDP)

Swarm listening on 192.168.56.1:U4001 (TCP+UDP)

Swarm listening on 192.168.56.2:U001 (TCP+UDP)

Swarm listening on [2a02:888u:31f:1300:6a3e:5b8:ab50:57a3]:4001 (TCP+UDP)
Swarm listening on [2a02:8084:31f:1300::4F]:U4801 (TCP+UDP)

Swarm Llistening on [2a02:8884:31f:1300:a8cd:3f7U:8ee7:d121]:U4001 (TCP+UDP)
Swarm listening on [::1]:u881 (TCP+UDP)

Run 'ipfs id' to inspect announced and discovered multiaddrs of this node.
RPC API server listening on /ipli/127.8.0.1/tcp/5001

WebUI: http://127.0.8.1:5601/webui

Gateway server listening on /ipli/127.8.0.1/tcp/8080

Daemon is ready

2024-12-02T23:20:01.639Z cmd/ipfs kubo/daemon.go:1153
A A NEW VERSION OF KUBO DETECTED

This Hubo node is running an outdated version (0.31.6).
13% of the sampled Kubo peers are running a higher version.

10



3.26 Start the project using ‘npm start’ command in visual studio code.This redirects to the
dashboard on the default browser at http://localhost:3000/. MetaMask extension will
pop up login and connect MetaMask to the website.

SOLE  TERMINAI

PS C:\Users\siddh\OneDrive\Desktop\Project\Secure Electronic Records\Secure Electronic Records\src> npm startl

3.27 Application interface

Welcome back!

The decentralized web awaits

Welcome to the EHR System

tronic Health Records system that empowers you with secure and accessible

4 Testing the web Application

4.1 Register as a User:

4.1.1 On the home page of the website click on register.

11


http://localhost:3000/

C @ localhost

N | EHR
SYSTEMS

Welcome to the EHR System

4.1.2 Select a role (Patient, Doctor, Pharmacist).

Select Role

4.1.3 Register the user.

12



Doctor Registration

Wallet Public Address

Hospital Name

Date of Birth

mm/dd/yyyy

Email Address

123458

Specialization

Select Specialization

Designation

Select Designation

Password

Full Name

Hospital Location

Gender

Select Gender

Create ID Number

Department

Select Department

Work Experience (Years)

Confirm Password

Pharmascists Registration

lizllet Public Address Pharmacy Name
Hospital Name Location

Enail Address Create 10 Number
123458

Passiord Confirn Password

e

C1USE
cese

Patient Registration

Wallet Public Address Full Name

Crypto Wallet's Public Address Enter Full Name
Date of Birth Gender

mm/dd/yyyy ] Select Gender ~
Blood Group Home Address

Select Blood Group v Ent

Create ID Number Email Address

Create New ID Number 123458
Password Confirm Password
cessenee Confirm your Password

Clese

4.1.4 Confirm the MetaMask transaction for registration.

13



4.2 Upload Medical Records (Patients):

4.2.1 Login to the patient dashboard.

Patient Login

ID Number

123458

Password

4.2.2 Upload the health records or prescription and confirm the transaction in
MetaMask.

@ localhost

EHR
SYSTEMS

View Profile Upload Records

View Records
View Prescriptions Select File

Choose file |1 (1).pdf
Upload Records

T ==

Grant Permission

14



Upload Prescription

curely to the blockchai

localhost:3000 says

localhost:3000 says
Prescription uploaded successfully!

File uploaded successfully!

Upload Prescription

Upload Records

Upload ipti ly to the block
Upload medical records securely to the bl proad prescriptions securely to the bloc

Select File Select File

| Choose file ‘Nc file chosen ‘Chuose e |ND file chosen

4.3 Grant Access to Doctors:

4.3.1 In the patient dashboard use grant permission tab to provide access to
records and prescription uploaded.

C)h ‘ g??rsms About Us  Logout

Home

Grant Permissions

Imua

4.3.2 Confirm the transaction in MetaMask.



Localhost 8

Transaction request

Request from A HTTP localhost:3000

Interacting with @ 0x92466...d41DA

Grant Permissions
Network fee 0.0002 ETH $0.90 &

Grant secure access to your records or prescriptions.

Speed

Doctor ID Number:

123456

Grant Access to Doctor

Pharmacist ID Number:

Confirm

Grant Access to Pharmacist

localhost:3000 says

Access granted to doctor successfully!

Grant Permissions

Grant secure access to your records or pre:

Doctor ID Number:

123456

Grant Access to Doctor

Pharmacist ID Number:

Grant Access to Pharmacist

4.4 Access Records (Doctors):

4.4.1 Login as a doctor.

EHR . .
@ ‘ SYSTEMS About Us  Logout

tome Doctor Dashboard

View Profile Welcome, Sidhant Patil!

View Patient List

16



4.4.2 View the list of patients who have granted access.

N | EHR
SYSTEMS

Home

View Profile Patient List

Name: Sidhant Patil

View Patient List

sh Gupta m m

4.4.3 View records in doctor dashboard and view prescription in pharmacist
dashboard retrieves the medical records/prescription to which patient has
given access.

Sidhant Patil

Patient Number: 123457

Personal Information Contact Information
Date of Birth: 1222-12-12 Address: 18 Huband Court
Gender: Male Email: 123457@GMAIL . COM

Blood Group: A+

Prescription Consultancy

Uploaded Records

Record: 1
Uploaded: Mon Dec @2 2824 23:45:28 GMT+@@0@ (Greenwich

Mean Time)

Record: 2
Uploaded: Tue Dec @3 20824 @1:43:04 GMT+2@0@ (Greenwich

Mean Time)

4.5 Monitor Transactions in Ganache and MetaMask:

4.5.1 Observe the transactions being recorded in Ganache.

17



g Ganache = [m] X

TRANSACTIONS

CURRENT BLOCK
256

GAS PRICE GAS LIMIT HARDFORK NETWORK ID C R MINING STATUS WORKSPACE
20000000000 6721975 MERGE 5777 H 27.0.0.1:7545 AUTOMINING EHR

TXHASH

CONTRACT CALL

0x23c01b6d010b4620cCca825622¢c61eb0997e6ea323af9552524e0077724dc3b58
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x8f0cdC93a7635E07ed7ADID5050CS843B0396B2A 0x02466836A1Ff256Af417fDDO73FbCE8588Bd4FDA 99251 ]

CONTRACT CALL
0xf23b9b4bOf25211c5e604cff2d51f891906b4estdeast350174642b93a983a9¢ea7
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x3f0cdC93a7635E07ed7ADID5050CE243B0206B2A ©xe9b35f93Af0006CCF74E8208FCO226Be43bdD31B 181623 8

CONTRACT CALL
0xd16cab7bf44d1454b3ed37fbd769b83ccfc6175d16558f7b30027574a1080731
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x3f0cdC93a7635E07ed7ADID5050CE243B0206B2A ©x3B388953FO5Be0C2d7E220A16BF150044430504F 181645 8
TXHASH

CONTRACT CALL
Oxlec3b452d15304e9cd894cladaB5e53218591dc8d85df3e2048d14e039006965
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
8xF75Da7924f3Ed473F040c4AE3E723320622A608 ©xe9b35f93Af0006CCF74E8208FCO226Be43bdD31B 164523 8
TXHASH

CONTRACT CALL
0%25f849628054e91917c1112e%9e01e21d52b48c20786383633892e8c10ec8b2f4
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
OxF75Da7924f3Ed473FI49c4AE3ET238e9632A608 0xe9b35793AF9096CCF74E8208FC9226Be43bdD31B 164523 ]

4.5.2 Check account balances and transaction history in MetaMask.

18



@ Pharma v

0xff210...5EbD4 ¥

10671.42ETC 10781.77ETC

9%) Portf
+ETC 0.00 (+0.00%) Portfolio (4 +ETC 0.00 (+0.00%) Portfolio (4

an
— L)
=
Receive

Swap

Tokens Tokens

Dec 3, 2024 Dec 2, 2024

L

L -
1] Contracti.. 1] Ceontracti...

11" Contracti.. Nov18, 2024

‘jJL Contract i...

Contract i...

’jJL Contract ...

10843.51ETC

+ETC 0.00 (+0.00%) Portfolio (4

2

Swap s Receive

Tokens

Dec 2, 2024

‘jiL Contract i...

Nov 18, 2024

'le Contract ...

‘flL Contract i...

5 Troubleshooting

Common lIssues faced and Solutions

1. MetaMask and Ganache connectivity: Verify the MetaMask local network configuration matches the
Ganache network settings. Try launching new ganache project with different RPC URL port. To verify
the connection make a transaction between the accounts.

2. Smart Contract related issues: Check for any syntax errors in code any overshadowing. Reconfigure
the truffle-config,js file to match the port, network_id and verify the solidity compiler version. Make
sure the correct Abi is called where required. Verify ganache is up and running.

3. IPFS Connection Issues: Verify the IPFS gateway address and Port as it may be used by other
application.

9. References

Truffle: https://archive.trufflesuite.com/

Web3.js: https://web3js.readthedocs.io/en/v1.10.0/
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MetaMask: https://metamask.io/
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. Node.js: https://nodejs.org/en
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