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Shyam Natarajan
Student ID: x23140321

1 Introduction

The configuration manual contains important details about the list and versions of software and
hardware used in this project. The research project is about creating a user friendly ai based
real time phishing detection standalone tool which effectively identify phishing attempts and
notify the user on the dashboard. It scans for URL attachments, suspicious html tags, media
attachments, files, text with NLP module. The following manual contains the comprehensive
manual about how to connect the scripts and deploy the tool which is used in this project.

2 Minimum hardware and software requirements.

® Processor: 12th Gen Intel(R) Core (TM) 15-1235U, 1300 Mhz.
e Physical Memory (RAM) 4 GB DDR4, 3200 Mhz.

e Operating system used: Microsoft Windows 11 Home.

e System Type x64-based PC.

e Storage: 20 GB HDD/SSD.

e GPU: Intel(R) Iris(R) Xe Graphics 2gb (Shared GPU memory).
e Visual studio code: 1.95.3.

e Python: 3.12.5 [1].

e Microsoft edge 131.0.29.3.70.

e Microsoft Excel.

3 Python, html scripts in Visual Studio code IDE. Model
training and importing and its uses.

if __name__ == "_ main
dataset_path = "

evaluate tool(datas

Figure 3.1 importing data set in phase 2 testing in the ifdof.py script.



preprocess_email(
text.1l [
sub( AR AN AR lags=re.MULTILINE)
sub( +
sub( +°, ', text)
t.translate(str.maketrans(""', » string.punctuation))

sub( +, » text).strip()
return text

1, 1].tolist()
2].map({

train_model():

preprocessed_emails = [preprocess_email{email) for email in emails]

train_test_split(X, labels, test_si 3.2, random_state=42)

Figure 3.3 Training the Random Forest classifier model with 80:20 model training and testing
data split.
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Figure 3.4 in email fetcher.py using environment variable cred.env stored in the
project directory the credentials will be loaded and connected with the IMAP Gmail

SCrver.

port load_

load_dote

app = F

@app.route( "/
ds

@app.rout
trigg
primt(

mail = conn

if mail:
fetch_unr
mail.
print("”

dotenv_path=

rd.html®, alerts=ph

', methods=[
-1
- to_email (EMAIL

emails(mail)

)

ing_alerts)



Figure 3.5 app.py script contains the following necessary function like app.rout to
dashboard which direct the operation to main dashboard where it contains manual
triggering the email scan and scheduled phishing detection once in every 10 mins.

scheduled
print("e
try:
mail = connect_to email (EMATL USERNAME, EMAIL_P
if mail:
fetch_unread emails(mail)
mail.logout()

schedule.every(18).minutes .do(scheduled scan)

run_email scanner():
while
.run_pending()
time.sleep(1)

Figure 3.6 app.py script contains this scheduled scanning functionality for the
phishing detection tool, which ensure the tool is triggered once in every 10 minutes
which doesn’t leaves out any unready emails out which ensures absolute protection

for the connected inbox.

File name Purpose

App.py (Flask web application setup) | This python flask script provides user interface with
interactive feature to manually trigger the process
and also contains the schedule function which
automatically trigger the fetching and detection
function for every 10 minutes which ensure periodic
detection.

Email_fetcher.py (email extractor) | This python script provide the core purpose of
connecting and fetching emails from Gmail server
in a small matter of time. The IMAP server extracts
email and pass it down to other scripts for efficient
email detection and classification.

Phishing_detection.py  (detection | This script contains the core components of the
and classification script) whole project, it serves as base for machine learning
model and classify the fetched emails using the
Email _fetcher.py script. Further details of this script
will be explained in the following sections of the
report.

Ifdof.py (Evaluation script) When connected with Imap gmail server the
performance cannot be measured parallely using the
Phishing_detection.py script so the same model is
deployed in this separate script and which is trained
and tested with large data set and acquire graphical
representation of accuracy and different evaluation
metrics, which supports the performance and




reliability of the model wunder different
circumstances.

Figure 3.7 list of important script involved in the project with its functionality.

4 Directory structure.

There are 4 python script and “.env” fil and csv file involved in this project. Dataset file must
be stored in “dataset folder” and “dashboard.html” must be stored in “templates” folder and
mail credentials must be stored in “cred.env” file. The structure of the project folder is shown
in the below figure 8.1.

~ PROJECT
» _pycache
; nv
~ dataset
B Phishing_Email.csv
~ templates
» dashboard.html
= requirements.txt
app-py
cred.env
email_fetcher.py
{} evaluation_results.json

ifdof.py

phishing_detection.py

"
!

thdf_vectonzer.pkl

Figure 4.1 Project folder structure.

5 Libraries Used

The below mentioned python libraries were installed in the project directory with “pip install
<package name>" command. For that python needs to be installed and to be updated to the
latest version.

Flask: 3.0.3

Pandas: 2.2.3

Numpy: 2.1.2

Matplotlib: 3.9.3

Seaborn: 0.13.2

Python-dotenv: 1.0.1

Scikit-learn: 1.5.2

Python-dotenv: 1.0.1

Imaplib: For fetching unread emails and processing them for phishing detection.

Use a reuirement.txt file with all the above packages to install the dependies with pip install
<package name > or use this command “python/pip install requirements.txt”. or use this
command,

pip install -r requirements.txt

5



=] requirements. bt

File Edit View

numpy

matplotli
seaborn==0.1
python-doten
scikit-learn==1.5.:

Figure 5.1 Requirements.txt file’s content.

6 Connecting the standalone tool with live Gmail server.

Step 1: On your Gmail messenger settings make sure to enable IMAP access to access from
the VS Code IDE.

= M Gmail Q, Search mail 3=
2 Composs Settings

General Labels Inbox AccountsandIimport Filters and Blocked Addresses Forwarding and POP/IMAP  Add-ons Chatand Meet Advanced Offline Themes
B Inbox i

Forwarding: Add a forwarding address
¥r Starred Learn more
® Snoozed Tip: You can also forward only some of your mail by creating a filter!
B Sent POP download: 1. Status: POP is disabled
O Draft . Learn more © Enable POP for all mail

i () Enable POP for mail that arrives from now on
v More
2. When messages are accessed with POP

Labels +

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuration instructions

IMAP access: Status: IMAP is enabled
(access Gmail from other clients using IMAP) @ Enable IMAP
Learn more () Disable IMAP

Figure 5.1 Enabling IMAP access in Gmail settings.
Step 2: Next on the google account settings set up separate application password and generate
16-digit hexa digit hash to by pass the 2 factor authentication in the Gmail account.

yaccount.google.com/u

Google Account Q_  app password X
a
Google Account results
@ Home = Password Manager
= Security
e i »
23] Personal info — Password
% Personal info, Security
@ Data & privacy
= App passwords .
, S Security yam Natarajan
|2| Security
= Web & App Activity .
& Data & privacy @
2, People & sharing Data & privacy ake Google work better for you. Learn more @
Help Center articles
B Payments & subscriptio
Sign in with app passwords sss for your x

@ About [E] Use or fix App password
wt search, weather, and map

Q) results

Privacy & You have security
personalization recommendations 1
See the data in your Google Account Recommended actions found in the 1
and choose what activity is saved to Security Checkup

personalize your Google experience

Manage your data & privacy Protect your account




Google Account

< App passwords

App passwords help you sign into your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to

lEEmiEs Generated app password

Your app password for your device
Your app passw

yixx jecg rvih zecy
phishing_app

phishing How to use it
Go to the settings for your Google application or device you are

l6-character password shown

To create anew a

App name
zZ
% I

Figure 5.2 creating app password on Gmail account and generating the hash password.

Step 3: Create a .env file after importing python-dotenv library with the generated credentials.

File Edit Sele ie Go Run Terminal Help

EXPLORER ’ trm cred.env

~ PROJECT ’
> _pycache__ : EMAIL_USERNAME=natarajanshyame@gmail.com
3 venv EMAIL_PASSWORD=xkfo cndv igao qtio

et

B Phishing_Em.

~ templates

TERMINAL

Users\shyam\Desktop\project> & C:/Users/shyam/AppData/Local/Programs/Pyt!
Connected to email server successfully.
Subject: Information about your new Google Account
Email body: Hi Shyam,
Welcome to Google. Your new account comes with access to Google products,
apps and services.

Confirm your options are right for you
Review and change your privacy and security options.

Confirm
<https://notifications.google. com/g/p/ANiaoSoUxYWuB11v0352TGKZ43 L XNAFHKHNRS
iRh4Hv31mQ30]jYd2weGks TVATVINWALFQSXkneo@FvS2PZX 543107 jbabyyZetGidHogvZHxgUCmB

About your Google Account

A Google Account allows you to access a range of Google services, such as
Gmail and Google Drive. Your account also offers access to some additional
features that require signing in. For example, when you sign in to Google
Maps, you can save your "Home" and "Work™ addresses. And when you sign in
to YouTube you can like videos, subscribe to channels, and create your own
YouTube channel.

Your agreement with Google

The Google Terms of Service

<https://notifications.google. com/g/p/ANiaoSp2Qetirodlth]-sopf6174V0BLOTS0nbing
YDQP1isXJkSwgnRAEFVUEFSWTVBSOKEWeeiseL 1 ESUIEIQbXrSAMIHUZWNSSu vLDnIYnf-razbi
the YouTube Terms of Service

<https://notifications.google. com/g/p/ANiaoSr_NkY93IDunf3087a07405YxyGhsBjpMuw)
YBRBMIqV_abEAF\/7PpALpEDNT5q7 1FI812kAVhMKT7Iz16PE_hq2PdT THEtHhyNMqIgkBOpjVBUK
and additional terms in this list of services

<https://notifications.google. com/g/p/ANiaoSraFtudThgHXhOauBMciojnnNLae-6aYkK -3
LFCFFYbJemkfKrawzPrapViKVgHg 3bJ7WnGs1XTbIX25Ygqdo8sVhsedevBpKuwdahks Tndet8eiq
help to define the relationship between you and Google. They describe what

you can expect from using Google services, including YouTube, and what we
expect from you. Google services are provided by and you have a contract

with:

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4

Ireland

1808718212
support-eugggoogle. com

Figure 5.4 after successful connection from the vscode IDE with imap Gmail server.




7 Evaluation and testing

The evaluation and testing consist of 2 phases, phase 1 shows the results of the models working
by connected with real time scanning results from Gmail server and testing its detection
capability by conducting real time scanning against live messages that I have launched from
separate mail account. [2] Phase 2 shows the results of the models from testing its performance
against larger dataset with over 15000 columns of different emails.

Phasel: The application is started by executing the flask script in the name “app.py” and

connect with the web address and port created by the python server in the terminal.
d d.html ph 1.pY cre / app.py X if /

render_template, url_for, jsonify
connect_to_email, fetch_unread emails, phishing_alerts

*t load_dotenv

load_dotenv(dotenv_path="cred

TERMIMAL PORTS

PS C:\Users\shyam\Desktop\project> & c:/Users/shyam/Desktop/project/.venv/Scripts/python.exe c:/Users/shyam/Desktop/project/app.py
Connected to email successfully.

Unread emails found: @

* Serving Flask app 'app’

* Debug mode: on

* Running on hitp://127.8.0.1:5808
Press CTRL+C to quit

* Restarting with stat

Connected to email successfully.
Unread emails found

* Debugger is ac

* Debugger PIN:

Figure 6.1 starting the application “app.py”.

Phishing Detection Dashboard

prize pool ['Suspicious email content detected.]

Figure 6.2 Flask dashboard with detection triggering button and real time results and the
unread emails will be scanned for phishing content is hosted on localhost: 127.0.0.1:5000

Phase 2: Stress/ performance test against a public data set from Kaggle to measure its accuracy
and performance [3].



Users\shyam\Desktop

Confusion Matrix:

Accuracy: @.85

Classification Report:

recall fl-score support

Legitimate
Phishing

accuracy

weighted avg

Results saved to ‘evaluation results.json’.

Figure 6.3 model’s training and testing accuracy
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