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1 Introduction 
 
The configuration manual contains important details about the list and versions of software and 
hardware used in this project. The research project is about creating a user friendly ai based 
real time phishing detection standalone tool which effectively identify phishing attempts and 
notify the user on the dashboard. It scans for URL attachments, suspicious html tags, media 
attachments, files, text with NLP module. The following manual contains the comprehensive 
manual about how to connect the scripts and deploy the tool which is used in this project.   
2 Minimum hardware and software requirements. 
 

• Processor: 12th Gen Intel(R) Core (TM) i5-1235U, 1300 Mhz. 
• Physical Memory (RAM) 4 GB DDR4, 3200 Mhz. 
• Operating system used: Microsoft Windows 11 Home. 
• System Type x64-based PC. 
• Storage: 20 GB HDD/SSD. 
• GPU: Intel(R) Iris(R) Xe Graphics 2gb (Shared GPU memory).  
• Visual studio code: 1.95.3. 
• Python: 3.12.5 [1]. 
• Microsoft edge 131.0.29.3.70. 
• Microsoft Excel. 

 

3 Python, html scripts in Visual Studio code IDE. Model 
training and importing and its uses. 

 

 
Figure 3.1 importing data set in phase 2 testing in the ifdof.py script. 
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Figure 3.2 Label encoding with data preprocessing in phishing_detection.py and ifdof.py. 

 

 
Figure 3.3 Training the Random Forest classifier model with 80:20 model training and testing 

data split.  
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Figure 3.4 in email_fetcher.py using environment variable cred.env stored in the 

project directory the credentials will be loaded and connected with the IMAP Gmail 
server. 
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Figure 3.5 app.py script contains the following necessary function like app.rout to 
dashboard which direct the operation to main dashboard where it contains manual 
triggering the email scan and scheduled phishing detection once in every 10 mins. 

 

  
Figure 3.6 app.py script contains this scheduled scanning functionality for the 

phishing detection tool, which ensure the tool is triggered once in every 10 minutes 
which doesn’t leaves out any unready emails out  which ensures absolute protection 

for the connected inbox. 

File name Purpose 
App.py (Flask web application setup) This python flask script provides user interface with 

interactive feature to manually trigger the process 
and also contains the schedule function which 
automatically trigger the fetching and detection 
function for every 10 minutes which ensure periodic 
detection.  

Email_fetcher.py (email extractor) This python script provide the core purpose of 
connecting and fetching emails from Gmail server 
in a small matter of time. The IMAP server extracts 
email and pass it down to other scripts for efficient 
email detection and classification.   

Phishing_detection.py (detection 
and classification script) 

This script contains the core components of the 
whole project, it serves as base for machine learning 
model and classify the fetched emails using the 
Email_fetcher.py script. Further details of this script 
will be explained in the following sections of the 
report.     

Ifdof.py (Evaluation script) When connected with Imap gmail server the 
performance cannot be measured parallely using the 
Phishing_detection.py script so the same model is 
deployed in this separate script and which is trained 
and tested with large data set  and acquire graphical 
representation of accuracy and different evaluation 
metrics, which supports the performance and 



5 
 

 

reliability of the model under different 
circumstances.  

 
Figure 3.7 list of important script involved in the project with its functionality. 

4 Directory structure. 
There are 4 python script and “.env” fil and csv file involved in this project. Dataset file must 
be stored in “dataset folder” and “dashboard.html” must be stored in “templates” folder and 
mail credentials must be stored in “cred.env” file. The structure of the project folder is shown 
in the below figure 8.1. 

 
Figure 4.1 Project folder structure. 

 
5 Libraries Used 
The below mentioned python libraries were installed in the project directory with “pip install 
<package_name>” command. For that python needs to be installed and to be updated to the 
latest version.  

• Flask: 3.0.3 
• Pandas: 2.2.3 
• Numpy: 2.1.2 
• Matplotlib: 3.9.3 
• Seaborn: 0.13.2 
• Python-dotenv: 1.0.1 
• Scikit-learn: 1.5.2  
• Python-dotenv: 1.0.1 
• Imaplib: For fetching unread emails and processing them for phishing detection. 

Use a reuirement.txt file with all the above packages to install the dependies with pip install 
<package name > or use this command “python/pip install requirements.txt”. or use this 
command, 

pip install -r requirements.txt 
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Figure 5.1 Requirements.txt file’s content. 

6 Connecting the standalone tool with live Gmail server. 
Step 1: On your Gmail messenger settings make sure to enable IMAP access to access from 
the VS Code IDE. 

 
 

Figure 5.1 Enabling IMAP access in Gmail settings. 
Step 2: Next on the google account settings set up separate application password and generate 
16-digit hexa digit hash to by pass the 2 factor authentication in the Gmail account. 
 

 



7 
 

 

 

 
Figure 5.2 creating app password on Gmail account and generating the hash password. 

 
Step 3: Create a .env file after importing python-dotenv library with the generated credentials. 
And import it in the script when necessary. 

  
Figure 5.3 mail and app password used in the project. 

 

 
Figure 5.4 after successful connection from the vscode IDE with imap Gmail server. 
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7 Evaluation and testing 
The evaluation and testing consist of 2 phases, phase 1 shows the results of the models working 
by connected with real time scanning results from Gmail server and testing its detection 
capability by conducting real time scanning against live messages that I have launched from 
separate mail account. [2] Phase 2 shows the results of the models from testing its performance 
against larger dataset with over 15000 columns of different emails. 
 
Phase1:  The application is started by executing the flask script in the name “app.py” and 
connect with the web address and port created by the python server in the terminal. 

 
Figure 6.1 starting the application “app.py”. 

 

 
Figure 6.2 Flask dashboard with detection triggering button and real time results and the 
unread emails will be scanned for phishing content is hosted on localhost: 127.0.0.1:5000  

 
Phase 2: Stress/ performance test against a public data set from Kaggle to measure its accuracy 
and performance [3]. 
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Figure 6.3 model’s training and testing accuracy 
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