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1.  Introduction

The configuration manual provides a walk-through of the research study setup of Supervised
Learning on Active directory with overcoming cybersecurity challenges. The research study
had a mix of already configured software & tools and software & tools which were
configured during the research period. A brief overview of each step will be provided below
outlining important steps.

2. System Requirements

2.1 Host System Specification

* Device name: LAPTOP-1GQ51UQO2

* Processor: Intel(R) Core (TM) i3-1005G1 CPU @ 1.20GHz 1.19 GHz

* Installed RAM: 8.00 GB

* Product ID: 00325-81930-70792-AAOEM

« System type 64-bit operating system, x64-based processor

2.2 Virtual Machines - VirtualBox 7.0

Attacker

* Operating System: Kali-Linux - 6.11.2 (Ubuntu - 64 bit)

* Processors: 1

* Storage: 128GB

* RAM: 2GB

Victim - Domain Controller

* Operating System: Windows Server 2019 (64 bit)

* Processors: 2

* Storage: 50GB

* RAM: 2GB
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Prerequisites

e Understanding of Cybersecurity principles
e Responsible use of any tests

e Necessary permission to conduct tests

e Controlled and authorized environment

e Datasets and articles used in the research as outline in references

4.  Software Specifications

A brief overview of the software used are outlined below:

4.1 Hydra v9.5 — it is a preinstalled software on Kali Linux used as a password cracking tool.
Hydra supports many protocols which include SSH, HTTP, LPAD and SMP. When using
Hydra a user can perform attacks such as brute force enabling them to be able to attempt
usernames and passwords.

4.2 Sysmon v15.15 — it is a Windows monitoring tool, which is used to track any malicious
behaviour or activity on the system.

4.3 VirtualBox 7.0

5.  Software Configuration

5.1 Configuring Virtual Machine

Oracle VirtualBox 7.0 were already installed beforehand. Kali Linux 6.11.2 and Windows

Server 2019 was also already installed in Virtual Box.
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5.2 Hydra v9.5
The instructions below will illustrate how to install Hydra:
Ensure Hydra is installed on your Kali Linux system

hydra —version

s Kali@kali: ~

Kali Linux
£ Running
van Hauser/THC & David Maciejak not use in
ice organizations, or for illegal (this is n

Ignore (Snapshot 1) h

@ Powered Off

s 1 LOGINFL FILE] p PASSHP FILE]] C FILE]] nsr] [

Domain Controller File System FILE [-T T TIME] [-W TIME] [-f] [-s PORT] [

@ Powered Off < s TIME] [-ISOuvVd46] [-m MODULE_OPT] [ //server[
:PORT][/OPT]]

Windows 10 - Client 1

o Options:
@ Powered Off B2

L LOGIN or -L FILE login with LOGIN name, or load s

or -P FILE tr or load several pas from FILE
colon : login:pass” format, instead of -L/-P options
list of to attack, one entry per line, ':' to specify por

run T, rget ( 1 16)
service module usage

optio ific for a module, -U output for information
more command line options (COMPLETE HELP)

If Hydra is not installed use the following command to install Hydra:

sudo apt-get install hydra
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dBﬁ Joolks: £l kali@kali: ~
File Actions Edit View Help

(B Kali Linux

, £ Running

[BIL] 1gnore (Snapshot 1)
RG] © Poneredoff

Domain Controller
@ Powered Off

[E}] windows 10 - Client 1
B0 © Poneredoff

File System

libboost1.
lib
libgd

b libqtSmultis
libgtsmulti

After completing the installation of Hydra, one has to consider the following important
conditions and considerations before going on to do any attacks:

e Ensuring that the activity is legal and ethical.

e Attack systems that you have explicit permission to test for example your own home lab.
e Isolate testing environment from the productive environment so that if any mistakes

happen, they do not breach or cause any consequences.

6.  Conducting Brute-Force Attack
In our research we aimed to crack password for a LDAP, the following command was used:

hydra -1 users.txt -p Password.txt -u -t 1 10.0.2.15 Idap3
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7. Sysmon v15.15
The instructions below will illustrate how to install Sysmon v15.15
The attached link is available to download Sysmon v15.15 => https://learn.microsoft.com/en-

us/sysinternals/downloads/sysmon

Select Download Sysmon (4.6MB) as your installation file

v

1 e

Y™ Kali Linux B Sysmon - Sysintemals | Microsc X +
@ Powered Off
C 23  learn.microsoft.com/en-us/sysinternals/downloads/sysmon
[E}] Ignore (Snapshot 1)
@ Powered Off

TE—— 2. Fier by tite Sysmon v15.15

£ Running

Article - « 10 contributors & Feedback

[EIZ] Windows 10 - Client 1
',; @ Powered Off W > x
In this article

PsLoglList Introduction
Rootk Overview of Sysmon Capabil
Rootkit! of Sysmon Capabiliti
Sysmon
Usage
System Information
Show 5 more
Miscellaneous
ysintermals Suite By Mark Russinovich and Thomas Garnier
Microsoft Store

Published: July 23, 2024

Community

> Resources @
\/ & Download Sysmon® (4.6 MB)

Licensing FAQ Download Sysmon for Linux (GitHub) &

! Download PDF
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After downloading the file, you get a zip file named Sysmon.zip.
r\g.xg m

ﬁ o & Domain Controller [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

|

Recycle Bin

(£ Kali Linux
@) Powered Off

[salf | Ignore (Snapshq
';]TO' @) Powered Off

v | Downloads

 ARY
Home Share View

- ~ 4 & > ThisPC > Downloads »

[l | windows 10 - C Name Dz
'ffol @) Powered Off v 3 Quick access

AD_PS-master

[ Deskto
g elasticsearch-8.17.0-windows-x86_64 22
e kibana-8.16.1-windows-x36_64 10
=| Documents prometheus-3.0.1.windows-amd64 18
= Pictures Sysmon 19
AD_PS-master Sysmon1 10
conf ¢ AD_PS-master.zip )
¢ elasticsearch-8.17.0-windows-x86_64.zip 22
AD PS-mas... Prometheus -

- ﬁz_?j-‘ grafana-enterprise-11.4.0.windows-amd6... 12

System32

¢ kibana-8.16.1-windows-x86_64.zip 10
&3 This PC &8 npp.8.7.4Installerx64.exe 10
& Network prometheus-3.0.1.windows-amd64.zip 1‘
£ Sysmon (1).zip r
| Sysmon logs.csv 22
¢ Sysmon.zip 22

ﬁ’;’l windows_exporter-0.18.1-amd64.msi 18



Next you then extract the zip file

]

naw @@= o 229 =&
ﬁHd Tools B X

EH™ Kali Linux
@ Powered Off

[slf | Ignore (Snapshd Recycle Bin
',ﬁ)v @ Powered Off

‘ v| 3 Extract Downloads — O X
%’4 Domain Contro Home Share View Open (7]
¢f50)| > Running e . 4 & > ThisPC > Dow Open in new window R 5

[&f Edit with Notepad++

[E] windows 10 - R Name
'rﬂ)‘ @) Powered Off s Quick access Extract All...
Desktop AD_PS; Pin to Start
elastics 12 Share
‘ Downloads b
Z THona Open with...
|=] Documents prome !
| Pictures Sysmo Give access to > !
AD PS-master Sysmo Restore previous versions

conf i AD_PS, Send to N
Prometheus §i elasticy Cut
j%l grafani
System32 =<5 Copy
¢ kibana
& This PC &% npp.2.] Create shortcut
¢ prome| Delete
=¥ Network q 3
£ Sysmo Rename
— Sysma Properties
£ Sysmol.... ——024 10:50

You will then have a folder with the ready Sysmon tool file, however before installation we
have to prepare the configuration file so that Sysmon can collect log files. You then navigate

to the Sysmon config file on Github.

x4

- o x

€ configxml Ca & a i
sysmon-modular / sysmonconfig.xml (0

GO Files

Ty Azure Pipeline Updated af ful CICD run 08 0 T a0 O Hetory

Code | Blame 47 8 R (0 & -8

DODODOBOBDOODB

oo

]

Open the file in Notepad++ and then save it as a xml file.



All rights reserved.

a-bixiebixie\downloads\sysmon
ysmon> 1s

\downloads\sysmon

Eula.txt
8480560 Sysmon.exe
4563248 Sysmon64.exe
4993449 Sysmonbt4a.exe
124454 sysmonconfig-export.xml

ysmon> .\Sysmonf4.exe -i .\sysmonconfig-export.xml

(C) 1998-2012 Daniel Veillard. All Rights Reserved.

ma version 4.50

Open Powershell as an administrator, and we are ready to install Sysmon. Run the following

command: .\Sysmon64.exe -i .\sysmonconfig-export.xml
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System Monitor License Agreement

You can a0 use the /acoepteua commandin awtch fo acospt the EULA

'SYSINTERNALS SOFTWARE LICENSE TERMS

en Sysinternals (2 wholly
. Please read the.
from Sysinternals.com

ed 1t i any. The terms aiso

supplements,

Internet-based services, and

pre

And Sysmon is installed.

tem Monitor v15.15 - System activity monitor
ark Russinovich and Thomas Garnier
2014-2024 Microsoft Corporation
libxml2 is Copyright (C) 1998-2812 Daniel Veillard. All Rights Reserved.
nternals.com

Loading configuration file with schema version 4.50
Sysmon schema version: 4.90

Configuration file validated.

Sysmoné4 installed.

SysmonDrv installed.

Starting SysmonDrv.

SysmonDrv

Sysmoné4




We can begin to capture Events under Windows Event Viewer in Sysmon

5 10 ol SRS @SSR < 3 4 6] LJ > - Practicum > Screenshots > Svstem Monitor
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| File e pu elp
i Services = o X
File Action View Help
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@E Shared PC Account Manager Manages pr... Disabled Local Syste...
'} Shell Hardware Detection Provides no.. Running  Automatic Local Syste...
- Smart Card Manages ac... Manual (Trig... Local Service
Smart Card Device Enumera... Creates soft... Disabled Local Syste...
iQ;Smart Card Removal Policy ~ Allows the s... Manual Local Syste...
1&;’; SNMP Trap Receives tra... Manual Local Service
ic“g; Software Protection Enables the ... Automatic (D... NetworkS...
;‘,“&Special Administration Con... Allows adm... Manual Local Syste...
G Spot Verifier Verifies pote... Manual (Trig...  Local Syste...
;‘:);SSDP Discovery Discovers n... Disabled Local Service
@&Sﬁate Repository Service Providesre.. Running Manual Local Syste...
i@sstill Image Acquisition Events Launches a... Manual Local Syste...
@Storagz Service Providesen.. Running Manual (Trig... Local Syste...
Optimizes t... Manual
Maintains a... Running  Automatic
Running  Automatic
G} System Event Notification S... Monitorssy... Running ~Automatic Local Syste...
G} System Events Broker Coordi Running ic (T...  Local Syste...
&System Guard Runtime Mo... Monitors an... Manual Local Syste...
i‘f&Task Scheduler Enables a us... Running  Automatic Local Syste...
{55, TCP/IP NetBIOS Helper Providessu.. Running Manual (Trig... Local Service
'&?;Telephony Provides Tel... Manual Network S... W
Extended { Standard /
Oracle VM VirtualBox Manal B pomain Controller [Running] - Oracle VM VirtualBox - (m] X
ne Snapshot Helpl Fie s Hel
58 oot ] Event Viewer - X
U | File Action View Help
E _ 5 |
i e nmE
™ Kali Linux s
Pl © Ponered off N ) Operational  Number of event Actions |
> ] StorageSpaces — Bl AT = i -
= evel ate and Time - ional %
7] Ignore (Snapshot 1) > d S‘°”?°Sp““ o 5 OpenSavedl -
f(5) @) Powered OFf 5 [ StorDiag (@ Information 19/12/2024 02:44:06 /= Open Saved Log...
> [ Store ) Information 19/12/2024 02:38:29 W Create Custom View...
> [ StorPort ) Information 19/12/2024 02:38:29 &
= ! Import Custom View...
v [ Sysmon ) Information 19/12/2024 02:33:58
[] Operationz ) Information 19/12/2024 02:31:44 Clear Log...
> [ SystemDataAn ) i :31: i
S Wi 10 Cin 4~ SRS Information 19/12/2024 02:31:44 T Filter Current Log,
A © ponered OFF - Sy 9 ) Information 19/12/2024 02:31:41 Properties
3 VoskScheshiter ) Information 19/12/2024 02:31:41 -
>ETre )Information 10/12/2024 02:31:40 ety
> I‘”’"f"a:ze"’f‘ ) Information 19/12/2024 02:31:40 88 Find...
2 R Jeminabeno )Information 19/12/2024 02:29:30 I Save All Events As...
> [ TerminalServic Nistorraati 19/12/2024.02:20:30
5 [ TerminalServic Momation /12 2% Attach a Task To this Log...
= - 4 ) Information 19/12/2024 02:29:29
5 [ TerminalServic ; View 5
s Bl TerminalServic WInfmmat!nn 19/12/2024 02:29:29
» B TerminalServic 'Info!mat!on 19/12/2024 0. @] Refresh
s B8 TerminalServic ) Information 19/12/2024 02: e Help »
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5 [ Tzsync Event§, Sysmon X |[E EventProperties
> Z\l?“ General | Details T Attach Task To This Event...
>
B e il A Copy »
€ CreateRemoteThread detected:
> [£] Ul-Search Rilkane s I Save Selected Events..
> :j UniversalTelen UtcTime: 2024-12-19 02:44:06.169 {6 Refresh
> | User Control P
» I User Device Re Log Name: Microsoft-Windows-Sysmon/Operational Help »
> [ User Profile Se Source: Sysmon Logged: 19/12/202
> [ User-Loader Event ID: 8 Task Category: CreateRen
> [ UserPnp Level: Information Keywords: v
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Next you can login into your Kali Linux (attacker), Open Hydra and perform an attack as
highlighted in the previous Hydra installation step by step.

"N B ISR

' = kali@kali: ~

File Actions Edit View Help

users.txt Password. txt 1 10.0.2.15 ldap2
Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in
military or secret service organizations, or for illegal purposes (this is n
E on-binding, these ** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-12-22 00:
File System 29:56

[DATA] max 1 task per 1 server, overall 1 task, 60 login tries (1:10/p:6), ~6

0 tries per task

[DATA] attacking ldap2://10.0.2.15:389/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

Process 13414: C not connect [unreachable], retrying (1 of 1 retries)

Process 13414 not connect [unreachable]

[ERROR] Child pid 13414 terminating, can not connect

Process 13439: not connect [unreachable], retrying (1 of 1 retries)

Process 13439 not connect [unreachable]

[ERROR] Child h pid 13439 terminating, can not connect

Process 13465: C not connect [unreachable], retrying (1 of 1 retries)

Process 13465: C not connect [unreachable]

[ERROR] Child pid 13465 terminating, can not connect

[ERROR] all children were disabled due too many connection errors

® of 1 target completed, @ valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2

30:06
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