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Configuration Manual 

Mabika Mabika 

X21132135 

1. Introduction 

The configuration manual provides a walk-through of the research study setup of Supervised 

Learning on Active directory with overcoming cybersecurity challenges. The research study 

had a mix of already configured software & tools and software & tools which were 

configured during the research period. A brief overview of each step will be provided below 

outlining important steps.  

2. System Requirements 

2.1 Host System Specification 

• Device name: LAPTOP-IGQ51UO2 

• Processor: Intel(R) Core (TM) i3-1005G1 CPU @ 1.20GHz   1.19 GHz 

• Installed RAM: 8.00 GB 

• Product ID: 00325-81930-70792-AAOEM 

• System type 64-bit operating system, x64-based processor 

2.2 Virtual Machines - VirtualBox 7.0 

Attacker 

• Operating System: Kali-Linux - 6.11.2 (Ubuntu - 64 bit) 

• Processors: 1 

• Storage: 128GB 

• RAM: 2GB 

Victim - Domain Controller 

• Operating System: Windows Server 2019 (64 bit) 

• Processors: 2 

• Storage: 50GB 

• RAM: 2GB 
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3. Prerequisites 

• Understanding of Cybersecurity principles 

• Responsible use of any tests 

• Necessary permission to conduct tests 

• Controlled and authorized environment 

• Datasets and articles used in the research as outline in references 

4. Software Specifications 

A brief overview of the software used are outlined below: 

4.1 Hydra v9.5 – it is a preinstalled software on Kali Linux used as a password cracking tool. 

Hydra supports many protocols which include SSH, HTTP, LPAD and SMP. When using 

Hydra a user can perform attacks such as brute force enabling them to be able to attempt 

usernames and passwords. 

4.2 Sysmon v15.15 – it is a Windows monitoring tool, which is used to track any malicious 

behaviour or activity on the system. 

4.3 VirtualBox 7.0 

5. Software Configuration 

5.1 Configuring Virtual Machine 

Oracle VirtualBox 7.0 were already installed beforehand. Kali Linux 6.11.2 and Windows 

Server 2019 was also already installed in Virtual Box. 
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5.2 Hydra v9.5  

The instructions below will illustrate how to install Hydra: 

Ensure Hydra is installed on your Kali Linux system 

hydra –version 

 

 

 

If Hydra is not installed use the following command to install Hydra: 

sudo apt-get install hydra 
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After completing the installation of Hydra, one has to consider the following important 

conditions and considerations before going on to do any attacks: 

• Ensuring that the activity is legal and ethical. 

• Attack systems that you have explicit permission to test for example your own home lab. 

• Isolate testing environment from the productive environment so that if any mistakes 

happen, they do not breach or cause any consequences. 

6. Conducting Brute-Force Attack 

In our research we aimed to crack password for a LDAP, the following command was used: 

hydra -l users.txt -p Password.txt -u -t 1 10.0.2.15 ldap3 
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7. Sysmon v15.15 

The instructions below will illustrate how to install Sysmon v15.15 

The attached link is available to download Sysmon v15.15 => https://learn.microsoft.com/en-

us/sysinternals/downloads/sysmon 

 

Select Download Sysmon (4.6MB) as your installation file 

 

 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
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After downloading the file, you get a zip file named Sysmon.zip. 
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Next you then extract the zip file 

 

 

You will then have a folder with the ready Sysmon tool file, however before installation we 

have to prepare the configuration file so that Sysmon can collect log files. You then navigate 

to the Sysmon config file on Github. 

 

 

Open the file in Notepad++ and then save it as a xml file. 
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Open Powershell as an administrator, and we are ready to install Sysmon. Run the following 

command: .\Sysmon64.exe -i .\sysmonconfig-export.xml 
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Select Agree 

 

 

And Sysmon is installed. 
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We can begin to capture Events under Windows Event Viewer in Sysmon 
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Next you can login into your Kali Linux (attacker), Open Hydra and perform an attack as 

highlighted in the previous Hydra installation step by step. 

 

 

 

8. References 

Microsoft. (2024). Sysinternals. [online] Available at: https://learn.microsoft.com/en-

us/sysinternals/downloads/sysmon/ [Accessed 09 December 2024]. 

 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon/
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon/

