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#it#t Rome Firewall — Fortinet FGT60E 7.0.14 ###

FW POLICY

config firewall policy

edit 75
set name "REVERSE PROXY ROME"
set srcintf "wan1"
set dstintf "DMZ"
set action accept
set srcaddr "remoteuser-tester99"
set dstaddr "DS215_EXT"
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 79
set name "TESTER RA"
set srcintf "ssl.root"
set dstintf "any"
set action accept
set srcaddr "SSLVPN_TUNNEL_ADDR1"
set dstaddr "SSL_SPLIT_RM"
set schedule "always"
set service "ALL"
set ssl-ssh-profile "certificate-inspection”
set logtraffic all
set users "vpn_tester99"
next

edit 78
set name "REVERSE PROXY ADMIN"
set srcintf "wan1"
set dstintf "wan2"
set action accept
set srcaddr "remoteuser-tester99"
set dstaddr "ESXI_EXT"
set schedule "always"
set service "ALL"
set logtraffic all
next



edit 55

set name "IPSEC From DUBLIN to ROME"

set srcintf "L2L_DUBLIN"

set dstintf "DMZ" "esxi_128" "esxi_130" "internal" "wan2"

set action accept

set srcaddr "LAN_DUBLIN" "SSLVPN_DUBLIN-10.212.135.200-210"
set dstaddr "LAN_RM"

set schedule "always"

set service "ALL"

set logtraffic all

next

edit 57

set name "IPSEC From ROME to DUBLIN"

set srcintf "DMZ" "esxi_128" "esxi_130" "internal" "wan2"
set dstintf "L2L_DUBLIN"

set action accept

set srcaddr "LAN_RM"

set dstaddr "LAN_DUBLIN"

set schedule "always"

set service "ALL"

set logtraffic all

next

ALLOWED SRC FQDN---------cnmemmemmen

config firewall address
edit "remoteuser-tester99"

set type fqdn
set fgdn "remoteuser-tester99.float-zone.com"

next

end

REVERSE PROXY ROME (NAS and ESXI)---

config firewall vip
edit "DS215_EXT"

set extip 192.168.1.99

set mappedip "192.168.25.101"
set extintf "any"

set portforward enable

set extport 1155

set mappedport 5001

next

config firewall vip
edit "ESXI_EXT"

set extip 192.168.1.99

set mappedip "192.168.12.101"
set extintf "any"

set portforward enable

set extport 5511

set mappedport 443

next

end



SSL VPN RA

config vpn ssl web portal
edit "tunnel-access"
set tunnel-mode enable
set ipvb-tunnel-mode enable
set ip-pools "SSLVPN_TUNNEL_ADDR1"
set split-tunneling-routing-address "172.31.128.0/24" "DS213)" "DS215)"
set ipv6-pools "SSLVPN_TUNNEL_IPv6_ADDR1"
next
end

config vpn ssl settings
set ciphersuite TLS-AES-256-GCM-SHA384
set servercert "romeoffice.dscloud.me"
set idle-timeout 28800
set tunnel-ip-pools "SSLVPN_TUNNEL_ADDR1"
set tunnel-ipv6-pools "SSLVPN_TUNNEL_IPv6_ADDR1"
set dns-serverl 8.8.8.8
set dns-server2 1.1.1.1
set port 443
set source-interface "wan1"
set source-address "all"
set source-address6 "all"
set default-portal "web-access"
config authentication-rule
edit 2
set users "vpn_tester99"
set portal "tunnel-access"
next
end
end

IPSEC ROME DUBLIN-----------=----=-=---
config vpn ipsec phasel-interface
edit "L2L_DUBLIN"
set type ddns
set interface "wan1"
set ike-version 2
set keylife 28800
set peertype any
set net-device disable
set proposal aes256-sha256
set dhgrp 27 21 19
set remotegw-ddns "dublinoffice.dscloud.me"
set psksecret ENC XXXXXXXXXXXXXX
next
end

config vpn ipsec phase2-interface
edit "L2L_DUBLIN"
set phaselname "L2L_DUBLIN"
set proposal aes256-sha256
set dhgrp 21 19 14
set keepalive enable
set keylifeseconds 7200
next
end



NETWORKS ROUTES------------ncnmenmem

config router static
edit 1
set gateway 192.168.1.1
set device "wanl"
next
edit 4
set dst 192.168.32.0 255.255.255.0
set device "L2L_DUBLIN"
next
edit 3
set dst 192.168.23.0 255.255.255.0
set device "L2L_DUBLIN"
next
edit 8
set dst 10.212.135.0 255.255.255.0
set device "L2L_DUBLIN"
next
end

NETWORKS INTERFACES--------------—-

config system interface

edit "wanl"
set vdom "root"
set ip 192.168.1.99 255.255.255.0
set allowaccess ping
set type physical
set alias "UNTRUST _internet"
set lldp-reception disable
set lldp-transmission disable
set estimated-upstream-bandwidth 20000
set estimated-downstream-bandwidth 200000
set monitor-bandwidth enable
set role wan
set snmp-index 1

next

edit "wan2"
set vdom "root"
setip 192.168.12.99 255.255.255.0
set type physical
set alias "ESXI"
set lldp-reception disable
set lldp-transmission disable
set snmp-index 2
set secondary-IP enable

next

edit "ssl.root"
set vdom "root"
set type tunnel
set alias "SSL VPN interface"
set snmp-index 7

next



edit "internal"
set vdom "root"

set ip 192.168.21.99 255.255.255.0
set allowaccess ping https ssh http

set type hard-switch
set device-identification enable
set lldp-reception disable
set lldp-transmission disable
set role lan
set snmp-index 5
next
edit "esxi_128"
set vdom "root"

setip 172.31.128.99 255.255.255.0

set allowaccess ping snmp
set device-identification enable
set role lan
set snmp-index 9
set interface "wan2"
set vlanid 128
next
edit "DMZ"
set vdom "root"

set ip 192.168.25.99 255.255.255.0

set allowaccess ping
set type hard-switch
set alias "DS215j"
set lldp-reception disable
set lldp-transmission disable
set snmp-index 8
next
edit "L2L_DUBLIN"
set vdom "root"
set ip 0.0.0.0 255.255.255.255
set allowaccess ping fabric
set type tunnel
set monitor-bandwidth enable
set snmp-index 21
set interface "wan1"
next

end



#it# Dulbin Firewall - Fortinet FGT60E 7.0.14 #it#

FW POLICY

config firewall policy

edit 19
set name "REVERSE PROXY DUBLIN"
set srcintf "wan1"
set dstintf "dmz"
set action accept
set srcaddr "remoteuser-tester99"
set dstaddr "DS213_EXT"
set schedule "always"
set service "ALL"
set logtraffic all

next

edit 3
set name "IPSEC From ROME to DUBLIN"
set srcintf "L2L_RM"
set dstintf "dmz"
set action accept
set srcaddr "DS215j" "192.168.21.0-24" "SSL_RM_10.212.134.0-24"
set dstaddr "DS213;"
set schedule "always"
set service "ALL"
set logtraffic all
next

edit 4
set name "IPSEC From DUBLIN to ROME"
set srcintf "dmz"
set dstintf "L2L_RM"
set action accept
set srcaddr "DS213;j"
set dstaddr "DS215j"
set schedule "always"
set service "ALL"
set logtraffic all

next

end

ALLOWED SRC FQDN----------rncmenmemenee

config firewall address
edit "remoteuser-tester99"
set type fqdn
set fgdn "remoteuser-tester99.float-zone.com"
next
end



REVERSE PROXY NAS DUBLIN---------------

config firewall vip
edit "DS213_EXT"
set extip 192.168.1.99
set mappedip "192.168.23.101"
set extintf "any"
set portforward enable
set extport 1155
set mappedport 5001
next
end

RM SSL VPN RA

config vpn ssl web portal
edit "tunnel-access"
set tunnel-mode enable
set ipvb-tunnel-mode enable
set ip-pools "SSLVPN_TUNNEL_ADDR1"
set split-tunneling-routing-address "172.31.128.0/24" "DS213J" "DS215J"
set ipv6-pools "SSLVPN_TUNNEL_IPv6_ADDR1"
next
end

config vpn ssl settings
set ciphersuite TLS-AES-256-GCM-SHA384
set servercert "dublinoffice.dscloud.me"
set idle-timeout 28800
set tunnel-ip-pools "SSLVPN_TUNNEL_ADDR1"
set tunnel-ipv6-pools "SSLVPN_TUNNEL_IPv6_ADDR1"
set dns-serverl 8.8.8.8
set dns-server2 1.1.1.1
set port 443
set source-interface "wan1"
set source-address "all"
set source-address6 "all"
set default-portal "web-access"
config authentication-rule
edit 2
set users "vpn_tester99"
set portal "tunnel-access"
next
end
end

IPSEC DUBLIN ROME

config vpn ipsec phasel-interface
edit "L2L_RM"
set type ddns
set interface "wanl1"
set ike-version 2
set keylife 28800
set peertype any
set net-device disable
set proposal aes256-sha256
set dhgrp 27 21 19
set remotegw-ddns "romeoffice.dscloud.me"



set psksecret ENC XXXXXXX
next
end

config vpn ipsec phase2-interface
edit "L2L_RM"
set phaselname "L2L_RM"
set proposal aes256-sha256
set dhgrp 2119 14
set keepalive enable
set keylifeseconds 7200
next
end

NETWORKS ROUTES------<----ncnnenmen

config router static

edit 1
set gateway 192.168.1.1
set device "wanl"

next

edit 2
set dst 192.168.25.0 255.255.255.0
set device "L2L_RM"

next

edit 3
set dst 192.168.21.0 255.255.255.0
set device "L2L_RM"

next

edit 4
set dst 10.212.134.0 255.255.255.0
set device "L2L_RM"

next

edit5
set dst 192.168.12.0 255.255.255.0
set device "L2L_RM"

next

edit 6
set dst 172.31.128.0 255.255.255.0
set device "L2L_RM"

next

edit 7
set dst 172.31.255.0 255.255.255.0
set device "L2L_RM"

next

end

NETWORKS INTERFACES----------------

config system interface
edit "wan1"
set vdom "root"
setip 192.168.1.99 255.255.255.0
set type physical
set monitor-bandwidth enable
set role wan



set snmp-index 1

next

edit "dmz"
set vdom "root"
set ip 192.168.23.99 255.255.255.0
set allowaccess ping
set type physical
set device-identification enable
set snmp-index 3

next

edit "ssl.root"
set vdom "root"
set type tunnel
set alias "SSL VPN interface"
set snmp-index 12

next

edit "internal"
set vdom "root"
set ip 192.168.32.99 255.255.255.0
set allowaccess ping https ssh fgfm
set type hard-switch
set stp enable
set role lan
set snmp-index 13

next

edit "L2L_RM"
set vdom "root"
set ip 0.0.0.0 255.255.255.255
set type tunnel
set snmp-index 15
set interface "wan1"

next

end
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