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Abstract 

In recent years, several companies have faced major changes in their network due to new challenges 

regarding network security. Most of these companies massively increased their number of remote 

workers due the Covid-19 pandemic. If the remote access was a plus in the past, nowadays it is a 

required benefit for all those employees that look for a better work life balance. Since workers are the 

weakest link in the cybersecurity chain, the remote access makes these challenges even harder than 

ever. It’s a common thought, and widely demonstrated, that social engineering is still one of the worst 

threats in cybersecurity landscape because either of the unpredictable behaviour of human beings and 

the most sophisticated attack techniques that can take advantage of the modern Artificial Intelligence 

capabilities too. Because of this, security connectivity between remote users and companies has 

important implications. Even if remote access solutions have been largely used for years, it’s now a 

critical point more than ever since it is now available not only for technical personnel but for all those 

ones that just need to access to the company resources stored in a private datacentre or in a public 

cloud. 

Several kinds of solutions have been developed during the years, and among the most used there are 

the remote access tools like VPN. Some of them are reliable providing good performance but it’s time 

to consider that further precautions are needed and maybe upgrade those solutions following new 

security standards. 

The legacy approach is called also “Castle-and-moat”. Once the user gets the network access can 

reach several destinations on the same network segment.  

On the other hand, the new approach starts from the assumption that everybody and everything can be 

potentially a threat, regardless of the source place. You must consider the refinement of technical 

solutions in the field of cyber threats, the possibility of exploiting systems vulnerabilities, the ease of 

careless action of the user opening a phishing-type email. You need to be aware that a device or 

account breach could be absolutely hidden for a long time before it is discovered.  

Starting from this awareness, a new approach is not just a choice but it’s a needed action to stay 

competitive against the cybersecurity threats, and it may be an opportunity to seize advantages of the 

new model: the Zero Trust Network Access (ZTNA). 

 

Keywords: Cyber Threats, VPN, ZTNA, Network Design, New Security Model.  
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1 Introduction 
 
 

Concerning remote access solutions, the Virtual Private Network (VPN) is certainly one of 

the greatest and most widespread examples. VPN is a technology that allows remote access 

by taking advantage of its network architecture features. This kind of solutions are a virtual 

overlay on lower layer and provide a private environment over another one. Contrary to 

popular belief, VPNs do not provide security features by default [1]. For instance, there is not 

confidentiality in L2TP, MPLS, IPSEC without ESP (Authentication Header only), but they 

need to work in synergy with further protocols and algorithms that make the VPN secure. 

Over a public network, the internet, a VPN can be configured between two specific endpoints 

by encapsulating data at some point of the ISO/OSI or TCP/IP model hiding the underlying: 

it connects, or it merges private networks physically separated. The most popular VPNs work 

at network level (like the IPSEC VPN) or at application layer (like the SSL VPN). 

 

 

 

[2] 

 

 

SSL VPN: it works at the application layer. It’s used for remote access only and it’s vendor 

specific. Initially it was web browser native, but then most important network security 

vendor, like Cisco and Juniper, applied this technology for a complete tunnelling solution [3]. 

 

IPSEC VPN: it works at the network layer. It’s vendor agnostic and it can be configured both 

for remote access and site to site purposes. High performance, more complicated to 

configure. They are massively used to establish connection between sites and companies. 

 

 

 

 

 

 



3 
 

 

Both can be configured to work with the following configuration:  

 

• FULL TUNNELING: all the traffic is encapsulated into the tunnel. In the remote 

access case, the user traffic can be monitored because all his traffic is passing through 

the company firewall, but this causes a high level of usage of the company internet 

bandwidth. 

 

• SPLIT TUNNELING: only the chosen networks are exchanged via tunnel to forward 

the interested traffic, the other traffic follows the default route. 

 

 

 
 

[4] 

 

These solutions have worked for a long time and still work well for most companies. The 

SSL VPN is more focused on the remote access side while the IPSEC are the standard de-

facto of the site-to-site scenario. Focusing on the remote access, new security models have 

emerged today, and it is time to rethink remote access security by considering a new 

paradigm. Looking at the legacy VPNs, a network technology thought to create 

communications eventually become even secure, the new standard starts from the concept 

that nothing and nobody can be trusted on principle but, after rigorous and continuous checks, 

it can be allowed to access only those things are supposed to be allowed. This approach adds 

several security elements that must work together to guarantee a holistic view of the network 

infrastructure but at the same time provide a chance to optimize some solutions that have 

been the result of years of development and continuous addition.   

Here the ZTNA approach starts. 

 

How can the ZTNA model enhance security, improve resilience and optimize network 

performance? 
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2 Related Work 
 

 

Looking for the ZTNA principles and implementation examples among Vendors and research 

papers [5] [6] it comes out that in the legacy network infrastructure, your place in the network 

gave you and defined the permission to access to specific resources. Conversely, the ZTNA 

transcends network position. This big change allows the network architects to deploy new 

solution, based on the identity, that can be flexible and adaptive because they are free from 

any network logic. 

There are several articles that compare legacy VPN solutions and ZTNA. Looking at them, 

it’s quite clear that the ZTNA approach could be applied to the VPN solutions as well. The 

ZTNA is a new concept that aims to guide and resolve the new security challenges that 

companies must face, not just by adding a further overlay but changing the starting point of 

the new security network design. The main advantage is that nowadays we already have 

several tested and reliable tools and protocols that are useful to reach specific goals to 

accomplish new security needs. Now it’s possible to rethinking all of them working together 

with the best optimization trying to eliminate overlaps that in the legacy infrastructure had to 

be per design constraints.  

 

Looking at the biggest players in the world, below some interpretation of the ZTNA concepts. 

 

Google defines three of the most important elements of ZTNA [7]: 

 

• Assume all network traffic is a threat, at all times 

 

• Enforce least-privileged access 

 

• Always monitor 

 

On the other hand, Microsoft focus the ZTNA revolution on the identity and the 

authentication effectiveness [8]: 

 

• The foundation of Zero Trust security is the identity. Both users and devices. 

 

The ZTNA is not a condition, it’s more a trip towards a new model. Just a new network 

infrastructure build from scratch could reach a complete level of ZT. 

In this regard, Fortinet introduces a hybrid model that guides migration from legacy VPN to 

the ZTNA approach [9][10]. 
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I think that comparing VPN and ZTNA is not fair just because the first one is a technology, 

and the second one is a model. It does not make sense to me comparing their features 

because, for instance, it’s possible to implement ZT logic within a VPN implementation. 

There could be several elements of the ZTNA in a VPN solution such as: 

 

- continuous monitoring  

- posture checking  

- session-based rules  

- least privileges  

- micro segmentation and horizontal firewall 

- Single Sign On 

- Multi-Factor Authentication 

- Endpoint Detection & response 

 

ZTNA it’s not just a model but it is something about awareness of security risk, sooner or 

later it must be adopted.  

And it’s even more: it’s a Game Changer.  

I aim to highlight those key aspects of ZTNA that can be interesting from a design point of 

view: they can justify the migration to this model, and they could be applicable to most of the 

legacy infrastructures. 

Because of this, I’m going to analyse those specific characteristics that make the ZTNA a 

game changer for the security infrastructures. I mean those native peculiarities that are not 

applicable in the old scenario that might go unnoticed or secondary but could be a real 

improvement of the new approach. 

Finally, it’s important to consider that overlying structures and complex implementations can 

weigh down the chosen solution and make it less performant. A new challenge is also finding 

a design that provides the strongest security and a safe approach, and at the same time, 

improving the user overall experience.  
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3 Research Methodology 
 

Since ZTNA is not a technology or a simple protocol, neither a recognized standard (not yet 

at least) the first thing to do is to identify the common pillars among the security Vendors and 

the definitions of the most authoritative frameworks. I started from the NIST SP 800-207 [11] 

and then I had a look at the most important Vendors interpretation of this new model.  

As often happens in IT, a new technology is unlikely to arise from scratch.  

Often the Vendors Sales talk about a new revolutionary solution that has just came out, when 

it is mainly the optimization of several previous technologies that eventually can work 

together in synergy. For example, let’s take in consideration the SD-WAN: it’s revolutionary 

and incredibly cost-effective but in the end it’s the standardization of older technologies like 

Dynamic IPSEC VPN, policy routing, probing and traffic steering. In the past you could 

build something similar on your own with a huge effort and likely with a low level of 

resilience. The standardization and the simplification of older technologies can bring to new 

technical solutions.   

The interesting things about ZTNA is that this is just the beginning of a new model, but 

several considerations are already carried out. 

 

From NIST definition, the main principles are: 

 

• Everything, potentially, is a threat. 

• All data sources and services are considered resources 

• Every communication must be secured, regardless the network location  

• Access is allowed per-session basis 

• The enterprise is aware and monitors the integrity and security of all assets (owned 

and guest/BYOD) 

• Continuous monitoring and verification 

• Authentication and authorization are required before any access is allowed. 

• Least privileges principle applies to all the resources. 

• Micro segmentation  

My research is focused on a specific but very common situation, where a corporate network 

needs to provide access to sensitive services that could be hosted on-premises or in cloud. 

I Looked for some vendor solutions and how they are implemented. 

  

- Akamai: Enterprises Application Access (EAA): reverse proxy and Content Delivery 

Network (CDN) a GSLB [12]. 

- Cloudflare Access and Cloudflare Gateway Application firewall [13] 

- Citrix: ZTNA with Citrix Secure Private Access [14] 

- F5 Networks [15] 

- Zscaler [16] [17] 

- Fortinet: ZTNA [18] 

- Cisco: Secure Access by Duo and Umbrella [19] 

 

ZTNA implementation is still vendor specific even there are some examples of 

interoperability. There are vendors like Palo Alto and Akamai that relieves on the cloud 

capabilities to provide ZTNA features while other companies like Fortinet allows you to 

create a whole ZTNA infrastructure entirely on-premises. 
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4 Design Specification 
 

According to the NIST, the following ones are key components that Enterprises need to 

manage to have a full ZTNA solution: 

 

• PEP:  policy enforcement point, it’s likely the perimetral firewall that works at data 

plane level and permit or deny sessions. 

• Endpoint ZTNA agent: this software installed on the endpoint owned by the company 

is the element that make the PDP aware of the endpoint status.  

• PDP: Policy Decision Point (it can be split in 2 elements: policy engine (PE) and 

policy administration (AP). This is a critical element that can connect to the endpoint 

for telemetry purpose and it’s a sort of brain of the data plane flow. 

• Enterprise public key infrastructure (PKI): the infrastructure needs to have a 

certificate chain to authenticate devices by using private and public keys. 

• Multi Factor Authentication (MFA): it is a required element to increase the security of 

authentication. Something you know, something you have, or you are.  

• Domain Name Server (DNS) and GSLB (Global Server Load Balancing) 

• Reverse Proxy: This functionality allows the Firewall (PEP) to expose a TCP service 

hosted internally. The firewall can both break the SSL connection in 2 parts or simply 

forward it to the internal resource. 

• Security information and event management (SIEM): this solution can correlate 

suspicious events that occur in the network infrastructure to help detect threats in 

advance. 
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5 Implementation 
 

 

Looking for the key factors of the new paradigm of the ZTNA model, I found very interesting 

the following statement from the NIST: 

 

Network Requirements to Support ZTA: 

 

8.Remote enterprise assets should be able to access enterprise resources without 

needing to traverse enterprise network infrastructure first 

 

Looking for some network solution that could accomplish this statement, it seems that the 

Reverse Proxy could be the answer. The Reverse Proxy is an old and proven technique to 

expose public services, and it seems to be a common factor of ZTNA design of several 

vendors both for cloud and on-premises scenarios: this solution allows the firewall to expose 

internal services and possibly split the communications in two different parts.  

It can manage the external HTTPS connections with specific certificates in a trusted chain 

(PKI). 

The certificate on the device (remote or local) enforces and makes stronger the authentication 

phase by adding a further after the checks of Username, Password and MFA. 

Below an example of an exposed web page when ZTNA does not allow you. Before 

attempting a login with MFA or SSO, the device needs to be recognized, authenticated and 

authorized to access the page, thanks to the unique certificates installed by the Enterprise. 
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6 Evaluation 
 

If the cybersecurity professionals were waiting for a ZTNA model it is also true that the 

ZTNA is also a vendor marketing phenomenon that aim to migrate toward this new model.  

In the end, ZTNA gathers and brings all the security precautions that make this model much 

more robust, but as said those new things can be implemented, at least partially, even in a 

legacy solution. Looking for detailed information telling why the ZTNA model should bring 

advantage in terms of network performance, I could not find specific reasons among research 

papers and vendors statements. Security vendors show clearly why the security enhancement 

is reached, but they claim better performance without providing specific reasons or proven 

metrics. It’s all about optimization. In the legacy environment, it’s quite common see HTTPS 

connections encapsulated in the VPN tunnel. This is expected because the old infrastructure 

has not been developed by considering one general design. 

In order to be compliant with the security audit, SSL encrypted connections need to be 

enforced to all the sensitive systems.  

Considering the SSL VPN, there could be about 5% of overhead for each established secured 

session, depending on the MTU size [20]. The table below refers to 1500 MTU, AES128 and 

SHA1. More secure AES256GCM and SHA384 generate a slightly higher overhead. 

 

                
 

It becomes a security overlap when HTTPS is encapsulated in an SSL/TLS VPN Tunnel that 

potentially could be saved by adopting the ZTNA with reverse proxy feature. 

 

Despite a small improvement, there are big benefits in daily operations and simplification in 

troubleshooting because there are effectively fewer components interacting with less overlap. 

Avoid the HTTPS services encapsulated in VPN Tunnel brings another advantage: the 

Maximum Segment Size (MSS) is preserved, and it mitigates problems with packets 

fragmentation [21]. These problems can be tricky to troubleshoot and provide bad 

performance with those protocols sensitive to latency [22] [23]. 

 

[24]  
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The SSL protocol includes 2 main subprotocols:  

 

 

• SSL Handshake Protocol [25]: this protocol happens after the TCP Handshake (Syn – 

SynAck – Ack) but before a connection is encrypted between a Client and a Server 

starting from the “ClientHello” message. In this phase the security algorithms and 

connection configuration are negotiated between the client and the server such as: 

protocol version, cipher suite, certificates checks, symmetric key generation. 

 
 
 

 
[26] 
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• SSL Record Protocol: is used to secure unsecure protocol like HTTTP -> HTTPS, 

FTP->FTPS and it also create secure tunnels in the SSL VPN. It manages the: Data 

encapsulation, Compression, Encryption, Integrity, Sequence. 
 
 
 
 

 
[27]  
 
 

 
[28] 
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6.1 Case Study 1 – Legacy VPN 

 

Let’s consider a classical enterprise topology where some remote users need to access 

sensitive company resources that are stored on premise and are managed by internal 

webservers. Those resources must be available and secured.  

This design could be partially hosted in a public cloud infrastructure, the logic remains the 

same. 

 

 
 

A company having two or more physical offices need to provide several services for the day-

by-day operations via HTTPS.  

To make these sites work from office and remotely, in a legacy environment, you need a 

Remote Access VPN service available on the frontend firewall, or on a VPN concentrator just 

behind the perimetral firewall.  

You can provide some kind of redundancy by creating a local cluster (2 devices acting as a 

single logic unit) or it’s possible to implement something more structured like a geographical 

redundancy infrastructure. In this case you can have two VPN servers on both sides working 

with two different public IP addresses. For instance, Dublin could have 1.1.1.1 while Rome 

2.2.2.1.  

A common configuration allows to take advantage of both VPN servers by using the same 

domain to resolve both public IP addresses. Even if you connect by using a URL that can 

resolve different IP like “vpn.myoffice.com” (1.1.1.1 Dublin or 2.2.2.1 Rome) you are stuck 

to that specific VPN server. If some services of that office are not available, you cannot 

simply establish a further tunnel since just one tunnel per time is allowed [29].  

After the VPN is established, a further tunnel encapsulated into the SSLVPN tunnel will let 

you connect to the internal servers. The servers should be in DMZ if accessible from 

untrusted networks, but it could be behind a backend firewall as well. Because security audit, 

the admin and user access must be secured. It means that only HTTPS is allowed.  

As already said, this overhead, the tunnel SSL encapsulated into another tunnel SSL, is 

something you don’t want [30]. A robust set of algorithms is enough to protect your 

connection. These two tunnels create a 5% of overhead depending on the algorithms. 

Furthermore, it’s important to consider that this kind of encapsulation lower the connectivity 

performance due to the lower MSS size. 
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6.2 Case Study 2 – Reverse Proxy 

 

 
 

Since securing a connection with SSL/TLS protocol with robust algorithms is enough to 

guarantee authentication, confidentiality and integrity for several years let’s have a look at the 

simpler Reverse Proxy solution.  
 

 

 
Let’s assume that these resources are hosted on the servers and directly exposed on internet 

via the reverse proxy technique. Internally, they are reachable directly by using their private 

IP address. 

Likely, Rome and Dublin are connected via IPSEC tunnel and/or a MPLS link to replicate 

and sync the servers hosting the services. 

 

Below a map of the internal and external IP addresses: 

 
 

Dublin Office: 

 

HTTPS SERVICE 1:  

- From internal network:  

it can be reached via 192.168.10.1 or by using internal DNS resolving service1.myoffice.com 

- From public network:  

it can be reached via 1.1.1.1 or by resolving via public DNS this URL: service1.myoffice.com  

 

HTTPS SERVICE 2: 

- From internal network:  

it can be reached via 192.168.10.2 or by using internal DNS resolving service2.myoffice.com 

- From public network: 

it can be reached via 1.1.1.2 or by resolving via public DNS this URL: service2.myoffice.com  
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Rome Office: 

 

HTTPS SERVICE 1:  

- From internal network:  

it can be reached via 192.168.20.1 or by using internal DNS resolving service1.myoffice.com 

- From public network:  

it can be reached via 1.1.1.1 or by resolving via public DNS this URL: service1.myoffice.com  

 

HTTPS SERVICE 2 

- From internal network:  

it can be reached via 192.168.20.2 or by using internal DNS resolving service2.myoffice.com 

- From public network: 

it can be reached via 1.1.1.2 or by resolving via public DNS this URL: service2.myoffice.com  

 
 

When an employee is physically connected in Dublin office, his local DNS server will 

resolve the two public URLs by returning the private IP hosted in Dublin. Same story for 

Rome employees, the only difference will be the different private IP resolved. 

From public network, the same URLs will be resolving the public IP because the split-

horizons DNS. 

There could be some DNS load balancing logic to resolve one URL with the Dublin or Rome 

office IP or prefer one over the other one depending on several conditions, including some 

kind of persistence features. Global Server Load Balancing (GSLB)[31][32] features can help 

to monitor the service with specific HTTPS probe that query the hosted service in order to be 

aware of their health status. There could be the case that server1.myoffice.com resolves 

Dublin public IP (1.1.1.1) while server2.myoffice.com resolves the Rome public IP (2.2.2.2). 

This way there is a transparent load balancing among the Rome and Dublin offices. This 

balancing improves the overall services availability and optimizes the network utilization of 

both offices. It’s crucial to have it when performing maintenance activities on one site 

because it can easily move the active services on the other site without having any impact on 

the production.  

To make those services securely accessible from internet, employees need to have an 

endpoint agent managing device certificates (PKI public/private) installed on their corporate 

computers. That is required for the authentication and authorization and further security 

checks like User, Password and OTP can be implemented to provide a full MFA. 

From outside, an employee connecting to one URL is just making a HTTPS connections that 

would not been allowed to external user or untrusted devices because the ZTNA check (based 

on the device certificate). 
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7 Conclusion and Future Work 
 
 
 

Using a VPN tunnel is certainly still a valid solution but there are limitations that should be 

raised clearly. 

Comparing the two solutions, the followings advantages can be noted: 

 

 

Remote Access VPN advantages: 

 

• Proven and reliable solution 

• Admin access is easier (full network access) 

• Easier implementation (compared to the full ZTNA with EndPoint Agent and PDP) 

 

ZTNA Reverse Proxy advantages: 

 

• By design just one port/service is allowed. No need to check further constraints. 

• HTTPS overlap is avoided, 5% of exchanged data saved for each single secured 

session. 

• MSS is maximized, better latency performance and less packets exchanged. 

• Fragmentation problem mitigated 

• Tunnels can have different level of security and different algorithms depending on the 

criticality of the exposed service. 

• There are not tunnels hanging when services are not used. HTTPS Tunnels are 

quickly down when not used saving bandwidth and resources. 

• Modular system, further destination can be added or removed without impacting the 

split-tunnel. These actions can be done in a transparent way for the remote users. 

• Greater flexibility in implementations. By using GLSB services it’s possible to expose 

the same services in another site (cloud included) in a transparent way. This improves 

the performance and the service resiliency. 

• Distributed system. There is not a unique point of failure but many exposed services. 

• No network routed into the tunnel, no information about internal network addresses 

and no risk of any overlap with other internal network if the use is working from 

another office. 

• ZTNA principles are applied to on-premises users too 

 

 

 

 

The new network paradigm, that is applicable thanks to the ZTNA model, can enhance all the 

security triad principles: confidentiality, integrity and availability. The ZTNA features can 

improve confidentiality and integrity, thanks to their enforced checks and continuous 

monitoring even in a legacy VPN environment. But it turns out that a real native ZTNA 

model, with the reverse proxy solution, can optimize the resources and provide an enhanced 

overall availability of the critical services.  
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The optimization of the tunnels turns into a higher availability of services during high level 

traffic period. The ability to redirect a service hosted on one site to another site, transparently 

for remote users, provides a wider variety of possible actions by making the network 

structure more flexible and helping technicians in its management and maintenance. 

VPN and ZTNA should not be considered as alternatives to each other, but they can coexist 

together. 

Most critical and used services should be under ZTNA, while the company can keep on 

migrating the other services from the legacy solution to the new model. Furthermore, it must 

be considered that ZTNA provides services through HTTPS only: there are a number of 

protocols that are not supported to be incapsulated in HTTPS so the legacy VPN solution will 

be still required for those. 

Looking for ZTNA benefits and advantages respect to the legacy VPN solution, I discovered 

that likely all the specifics characteristics could be added to the legacy VPN. Vendors like 

Fortinet encourage a hybrid model where a remote access VPN can be enhanced by adding 

all the elements that characterize the zero-trust model that have been mentioned in this paper. 

In my Lab, I could not implement a real zero-trust model that is something really complicated 

that only a security Vendor can provide; I was focused on a specific NIST statement that 

advice to expose services on the physical network perimeter. It looks like several vendor 

applied this principle by taking advantage of the reverse proxy implementation and this is 

what I tried to test, comparing it to the legacy tunnel solution. Honestly, I didn't really like 

the reverse proxy functionality at first, because it opens the ports of the external firewall and 

allows anyone to open sockets at least at the network level. Then I realized that it simplifies 

the flow and provides better service availability because it reduces encryption overhead, 

optimizing network bandwidth, and helps to have a more flexible and modular infrastructure. 

In my LAB I blocked listening ports on my public IP address by implementing inbound rules 

that could filter the reverse proxy by checking the source IP address based on a dynamic 

DNS resolution.  

It would be interesting measure the overall performance on a large-scale network, where 

hundreds of employees connect remotely, to see what the real benefits are in an enterprise 

scenario. It would be interesting comparing ZTNA with another secure approach: the 

Software Defined Perimeter (SDP). 
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