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1 Introduction 
 

This project focuses on detecting Domain Generation Algorithm (DGA) domains in 
cybersecurity using anomaly detection and machine learning. The workflow includes 
data preprocessing, feature extraction, and model training, leveraging advanced 
classification techniques 
 

 

System Requirements 

 
• Operating System: Windows 10, macOS, or Linux 
• Google Colab  
• Programming Language: Python 3.8 or higher 

 
Libraries and Frameworks: 

 
• csv 
• gensim 
• pandas 
• tensorflow 
• numpy 
• matplotlib 
• nltk 
• seaborn 
• scikit-learn 
• hdbscan 
• DBSCAN 

 
 

 

Installation Instructions 

 

Install the required libraries on google colab using the !pip install command 
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Dataset Details 
 
Dataset Name: dataset_DGA.csv 
Description: Contains labeled domain data for clustering and classification. 
Key Columns: 

Label: Indicates domain type (legitimate/DGA). 
Domain: Domain name for analysis. 
 

 

 
 
 

 

2 Data Preprocessing 
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Feature Engineering Steps: 

1. Number of Characters (num_char): The length of each domain name. 
2. Unique Character Rate (unique_char_ratio): The ratio of unique characters to total 

characters in each domain. 
3. Number of Vowels and Consonants: Counts of vowels (vowels) and consonants 

(consonants) in each domain name. 
4. Percentage of Numeric Characters: Calculates the percentage of numeric characters 

in each domain name. 
 

 
5. Entropy: Measures the randomness or unpredictability of each domain name. 
6. N-grams and Similarity: 

Calculates the Jaccard similarity between each domain name and a list of 
legitimate domain name 3-grams (d_3gram) and 4-grams (d_4gram). 

 
7. Number of Dots (ndots): Counts the number of dots in each domain name. 
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8. Number of Consecutive Vowels: Calculates the number of consecutive vowels in 
each domain name. 
 

 
9. Longest Sequence of Consonants: Finds the longest sequence of consecutive 

consonants in each domain name. 
10. Label Encoding: Encodes the Label and DGA_Type columns using LabelEncoder 

from scikit-learn. 

 
 

 
 

Exploratory Data Analysis 
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Counts and distributions of DGA types and labels were analyzed to understand the dataset's 
composition. Bar charts were plotted to visualize the frequency of different DGA types. 

 

 

Feature and Target Variable Splitting 

The dataset was preprocessed to extract features and target variables: 

• Features (X): All columns except Label, Domain, and DGA_Type. 

• Target (y): The Label column, which indicates whether a domain is legitimate or 
generated by a DGA. 

The data was split into training and testing subsets using an 80-20 split: 

 

 

 
3 Model Training and Testing 

 

Random Forest Classifier 

After comparing models, the Random Forest Classifier was selected for hyperparameter 
tuning and final evaluation. The following steps were implemented: 

Hyperparameter Tuning: 

• GridSearchCV was used to tune parameters such as: 
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• n_estimators (number of trees) 

• max_features (features considered for split) 

• max_depth (tree depth) 

• max_leaf_nodes (maximum leaf nodes) 

Model Training: 

The classifier was trained on the training set using the best hyperparameters identified: 

 

 
Evaluation: 

1. Accuracy: Assessed on the testing set. 
2. Confusion Matrix: To analyze prediction performance. 
3. Classification Report: Provided precision, recall, and F1-score 
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Visualize the Results 
 

 

 
 
 



 

8 
 

 

References 
 

Nassar, N., Jafar, A. and Rahhal, Y., 2020. A novel deep multi-criteria collaborative 
filtering model for recommendation system. Knowledge-Based Systems, 187, 
p.104811. 

Beheshti, A., Yakhchi, S., Mousaeirad, S., Ghafari, S.M., Goluguri, S.R. and Edrisi, M.A., 
2020. Towards cognitive recommender systems. Algorithms, 13(8), p.176. 

Sharma, S., Rana, V. and Malhotra, M., 2021. Automatic recommendation system 
based on hybrid filtering algorithm. Education and Information Technologies, 27, pp.1-
16. 

Reddy, S.R.S., Nalluri, S., Kunisetti, S., Ashok, S. and Venkatesh, B., 2019. Content-
based movie recommendation system using genre correlation. In Smart Intelligent 
Computing and Applications (pp. 391-397). Springer, Singapore. 

Yasen, M. and Tedmori, S., 2019. Movies reviews sentiment analysis and classification. 
In Proceedings of the IEEE Jordan International Joint Conference on Electrical 
Engineering and Information Technology (JEEIT), pp. 860-865. 

Rajput, N. and Chauhan, S., 2019. Analysis of various sentiment analysis techniques. 
International Journal of Computer Science and Mobile Computing, 8(2), pp.75-79. 

Shaukat, Z., Zulfiqar, A.A., Xiao, C., Azeem, M. and Mahmood, T., 2020. Sentiment 
analysis on IMDB using lexicon and neural networks. SN Applied Sciences, 2(2), pp.1-
10. 

Widiyaningtyas, T., Hidayah, I. and Adji, T.B., 2021. User profile correlation-based 
similarity (UPCSim) algorithm in movie recommendation system. Journal of Big Data, 8, 
p.52. 

Singh, R.H., Maurya, S., Tripathi, T., Narula, T. and Srivastav, G., 2020. Movie 
recommendation system using cosine similarity and KNN. International Journal of 
Engineering and Advanced Technology (IJEAT), 9(5), pp.2-3. 

Kumar, S., De, K. and Roy, P.P., 2020. Movie recommendation system using sentiment 
analysis from microblogging data. IEEE Transactions on Computational Social Systems, 
7(4), pp.915-923. 

Rahman, A. and Hossen, M.S., 2019. Sentiment analysis on movie review data using 
machine learning approach. In Proceedings of the International Conference on Bangla 
Speech and Language Processing (ICBSLP), IEEE, pp. 1-4. 

Uddin, S., Khan, A., Hossain, M.E. and Moni, M.A., 2019. Comparing different 
supervised machine learning algorithms for disease prediction. BMC Medical 
Informatics and Decision Making, 19(1), pp.1-16. 



 

9 
 

 

Ghosh, S., Dasgupta, A. and Swetapadma, A., 2019. A study on support vector machine 
based linear and non-linear pattern classification. In Proceedings of the International 
Conference on Intelligent Sustainable Systems (ICISS), IEEE, pp. 24-28. 

Dashtipour, K., Gogate, M., Adeel, A., Larijani, H. and Hussain, A., 2021. Sentiment 
analysis of Persian movie reviews using deep learning. Entropy, 23(5), p.596. 

Soubraylu, S. and Rajalakshmi, R., 2021. Hybrid convolutional bidirectional recurrent 
neural network based sentiment analysis on movie reviews. Computational 
Intelligence, 37(2), pp.735-757. 

 


