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1 Introduction

This project focuses on detecting Domain Generation Algorithm (DGA) domains in
cybersecurity using anomaly detection and machine learning. The workflow includes
data preprocessing, feature extraction, and model training, leveraging advanced
classification techniques

System Requirements

e Operating System: Windows 10, macQOS, or Linux
e Google Colab
e Programming Language: Python 3.8 or higher

Libraries and Frameworks:

e cCsv
e gensim

e pandas

e tensorflow
e numpy

e matplotlib
e nltk

e seaborn

e scikit-learn
e hdbscan

e DBSCAN

Installation Instructions

Install the required libraries on google colab using the !pip install command
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° import csv
from gensim.models import Word2Vec
import pandas as pd
import os

ort tensorflow as tf

import numpy as np

from tensorflow.keras.layers import Input, Embedding, ConvlD, MaxPoclinglD, Bidirectional, LSTM, Dense, Dropout, ThresholdedRelU, Flatten
from keras.models import Sequential

from tensorflow.keras import Model

from sklearn.decomposition import PCA

import matplotlib.pyplot as plt

import nltk

from nltk.util import ngrams|

import seaborn as sns

import re

import math

from scipy.spatial.distance import euclidean, pdist, squareform
from sklearn.metrics.pairwise import pairwise_distances

Ipip install hdbscan

import hdbscan

from sklearn.cluster import DBSCAN

from sklearn.datasets import make_blobs

Dataset Details

Dataset Name: dataset_ DGA.csv
Description: Contains labeled domain data for clustering and classification.
Key Columns:

Label: Indicates domain type (legitimate/DGA).

Domain: Domain name for analysis.

print("\nDomain counts:")
print(domain_counts)

o

S5+ Label counts:
Label
dga 16144

legit 18856
Mame: count, dtype: inté64

DGA Type counts:

DGA_Type

alexa 18@56
emotet 451
fobber 447
tinba 432
simda 427
pykspa 427
kraken 425
padcrypt 424
matsnu 423
symmi 421
pushdo 428
suppobox 418
ramdo 411
ramnit 487
cryptolocker 4a4

2 Data Preprocessing
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Feature Engineering Steps:

1. Number of Characters (num_char): The length of each domain name.

2. Unique Character Rate (unique_char_ratio): The ratio of unique characters to total
characters in each domain.

3. Number of Vowels and Consonants: Counts of vowels (vowels) and consonants
(consonants) in each domain name.

4. Percentage of Numeric Characters: Calculates the percentage of numeric characters
in each domain name.

Code
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import pandas as pd

import math

import re

from collections import Counter

from nltk.util import ngrams

from sklearn.preprocessing import LabelEncoder

def data_preprocessing(data):

# Num of characters
data["num_char”] = data["Domain”].apply{len)

# Unigue character rate
def calculate_unique_characters_ratio(domain):
return len(set(domain)) / len(domain)
data["Unique characters ratio"] = data["Domain"].apply(calculate_unique_characters_ratio)

# Number of consonant
data[ 'Vowels'] = data[ 'Domain’].str.lower().str.count(r’'[asiocu]")
data[ 'Consonant’] = data.Domain.str.lower().str.count{r'[a-z]') - data[ 'Vowels']

# Percentage of numeric characters

def percentage_of_numerical_chars(data):
alpha = []
numeric = []
for i in data[“"Domain”]:
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5. Entropy: Measures the randc-)mm‘n-ess or unpredictability of each domain name.
6. N-grams and Similarity:

Calculates the Jaccard similarity between each domain name and a list of
legitimate domain name 3-grams (d_3gram) and 4-grams (d_4gram).

T Cuut T ITAL
(’ data = percentage_of_numerical_chars(data)

# Entropy
def entropy(s):
p, lns = Counter(s), float(len(s))
return -sum(count / lns * math.log(count / lns, 2) for count in p.values())

data[ 'Entropy'] = data['Domain'].apply(lambda x: entropy(x))

# N-grams and similarity
def create_ngrams(data_list, n):
n_grams = []
for 1 in data_list:
11 = list{ngrams(str(i), n))
for gram in 11:
n_grams.append("".join(gram))
return n_grams

def jaccard_similarity(strl, d, n):
strl_ngrams = create_ngrams([strl], n)
intersection = len(set(strl_ngrams).intersection(set(d)))
unien = len(set(strl_ngrams).union(set(d)))
return float(intersection) / union

listl = data.loc[data["Label"] == "legit", "Domain"].tolist()

7. Number of Dots (ndots): Counts the number of dots in each domain name.
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8. Number of Consecutive Vowels: Calculates the number of consecutive vowels in
each domain name.

e e e o iy < e ey
° union = len(set(strl ngrams).union(set(d)))
return float({intersection) / union

listl = data.loc[data["Label"] == "legit”, "Domain™].tolist()
d_3gram = create_ngrams(listi, 3)
d_agram = create_ngrams(listi, 4)

data["3_grams"]
data["4_grams"]

data["Domain"].apply(lambda x: jaccard_similarity(x, d_3gram, 3))
data["Domain"].apply(lambda x: jaccard_similarity(x, d_4gram, 4))

# Number of dots
data[ ‘ndots'] = data['bomain'].stP.count("\.")

# Number of consecutive vowels
def count_vowels(word):
return sum(l for i in range(len{word) - 1) if word[i] in ‘aeiou’ and word[i + 1] in ‘aeiou’)

data["Mumber of consecutive vowels"] = data["Demain"].apply{count_vowels)
# Longest sequence of consonants
def find consonants(string):

q = re.findall({r'["aeiou]+", string)

return len(max(q, key=len))} if q else @

data["Longest consonant sequence"] = data["Domain"].apply(find_consonants)

9. Longest Sequence of Consonants: Finds the longest sequence of consecutive
consonants in each domain name.

10. Label Encoding: Encodes the Label and DGA_Type columns using LabelEncoder
from scikit-learn.

# Label encoding
label_encoder = LabelEncoder()
data["Label"] = label encoder.fit_transform(data["Label"])
if "DGA_Type' in data.columns:
data[ "'DGA_Type'] = label_encoder.fit_transform(data[ 'DGA_Type']l)

return data

4]

<class "pandas.core.frame.DatafFrame’»
Rangelndex: 268288 sntries, 8 to 28199
Data columns (total 14 columns)

#  Column Mon-Mull Count Dtype
@ Label 26280 non-null inte4d
1 DGA_Type 28208 non-null inte4d
2 Domain 28208 non-null object
3 num_char 28208 non-null inte4d
4 Unique characters ratio 26288 non-null floatcd
5 Vowels 26288 non-null inted
& Consonant 26288 non-null inted
7 percentage of numeric characters 28288 non-null floatsd
8 Entropy 28288 non-null fleoatsd
% 3 grams 28288 non-null fleoatsd
18 4_grams 28288 non-null floatcd
11 ndots 28280 non-null inte4
12 HNumber of consecutive wvowels 26280 non-null int64
13 Longest conscnant sequence 28288 non-null int64

dtypes: floaté4(5), inté4(8), object(l)
memory usage: 2.2+ MB

Exploratory Data Analysis



Counts and distributions of DGA types and labels were analyzed to understand the dataset's
composition. Bar charts were plotted to visualize the frequency of different DGA types.

+ Code + Text Connect
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° # Get unique DGA types and their counts
dga_type_counts = data[ 'DGA_Type'].value_counts()
dga_type_counts

— count

DGA_Type

0 10056
5 431
6 447
24 432
21 4z7
15 427
8 425
13 424
] 423

Feature and Target Variable Splitting
The dataset was preprocessed to extract features and target variables:

e Features (X): All columns except Label, Domain, and DGA_Type.
e Target (y): The Label column, which indicates whether a domain is legitimate or
generated by a DGA.

The data was split into training and testing subsets using an 80-20 split:

[ 1 from sklearn.model_selection import train_test_split
X = data.drop(['Label’, 'Domain’,'DGA_Type'], axis=1)
y = data[ 'Label']
X_train,X_test,y_train,y_test = train_test_split(X,y,test_size=8.2,random_state=2)

3 Model Training and Testing

Random Forest Classifier

After comparing models, the Random Forest Classifier was selected for hyperparameter
tuning and final evaluation. The following steps were implemented:

Hyperparameter Tuning:

e GridSearchCV was used to tune parameters such as:



n_estimators (number of trees)

e max_features (features considered for split)
e max_depth (tree depth)

e max_leaf_nodes (maximum leaf nodes)

Model Training:
The classifier was trained on the training set using the best hyperparameters identified:

~ Random Forest Classifier

[ 1 from sklearn.model_selection import train_test_split, GridSearchCv
from sklearn.ensemble import RandomForestClassifier

# Define the hyperparameters grid
param_grid = {
‘n_estimators': [25, 56, 1ee, 15e],
‘max_features': ['sqrt’, 'log2’, None],
‘max_depth': [3, 6, 9],
‘max_leaf nodes': [3, 6, 9],
1

# Initialize the RandomForestClassifier
rf_classifier = RandomForestClassifier(random state=42)

# Initialize GridSearchcv
grid_search = GridSearchCv(rf_classifier, param_grid, cv=5, n_jobs=-1)

# Fit the model on the training data
grid_search.fit(X_train, y_train)

# Get the hest narameters

° # Fit the model on the training data
grid_search.fit(X_train, y_train)

# Get the best parameters
best_params = grid_search.best_params_
print("Best Parameters:", best_params)

# Get the best model
best_model = grid_search.best_estimator_

# Evaluate the model on the test data
accuracy = best_model.score(X_test, y_test)

print("Accuracy:", accuracy)

b1]

Best Parameters: {'max_depth': 6, 'max_features': None, "max_leaf_nodes': 9, 'n_estimators’: 25}
Accuracy: ©.9522277227722772

from sklearn.metrics import classification_report, confusion_matrix

# Make predictions
y_pred = best_model.predict(X_test)

# Classification report

Evaluation:
1. Accuracy: Assessed on the testing set.
Confusion Matrix: To analyze prediction performance.
3. Classification Report: Provided precision, recall, and F1-score

N



‘, from sklearn.metrics import classification_report, confusion_matrix

# Make predictions
y_pred = best_model.predict(X_test)

# Classification report
print(classification_report(y_test, y_pred))

# Confusion matrix
conf_matrix = confusion_matrix(y test, y_pred)
print("Confusion Matrix:\n", conf_matrix)

S precision recall fl-score  support
2] 8.497 8.93 8.95 1588

1 8.93 8.9 8.95 20852

accuracy 8.95 4p4a

macro avg @.85 8.9 .95 4848
weighted avg 8.0e5 8.9 8.95 4848

Confusion Matrix:
[[1843 145]

Visualize the Results
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° import matplotlib.pyplot as plt
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