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1.1 Introduction 

This manual is designed for new users to help them configure and test Automated API 
security using any API testing tool. As an example, here is this project implementation using 
Postman. 

Workflow of the system goes as: 

● Create a collection file. 
● Set up an environment file. 
● Verify the API collection. 
● Write scripts to test API vulnerabilities. 
● Run the tests using the Runner tab. 

System Requirements:  

● Operating System : Windows/Linux/MacOS , In my case – Mac OS version 14.2.1 
(23C71) 

● Postman Community Edition installed on your system. In my case the version is 
’11.20.0’. 

● API collection from the target i.e. in my case https://restful-
booker.herokuapp.com/apidoc/index.html and self-created environment file. 

● Minimum Specifications: 8gb RAM, 50 Gb Disk Space. 

Here is the full process describing this project process 

1.2 Importing the Collection 

1.2.1 Step 1: Open Postman 

Launch Postman Application on your system once downloaded. 

1.2.2 Step 2: Create a Collection 

1. Click on the New button in the top-left corner and then select ‘Collection’ and name it 
, here in my case I have named it as “API_security_automation”. 

https://restful-booker.herokuapp.com/apidoc/index.html
https://restful-booker.herokuapp.com/apidoc/index.html
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2. Now from the website copy all the curl requests for each API calls and paste them by 

clicking on “import” button in the file option and upload your collection file. 

 
3. Now Each request will open and make sure to save and move them under the 

collection which you made. 

1.2.3 Step 3: Verify Import 

Check if the collection appears under Collections in the sidebar along with the API 
calls imported from Curl. 

1.3 Setting Up the Environment 

1.3.1 Step 1: Import Environment File 

1. Go to the Environments tab in Postman. 
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2. Click New and create your environment file having these details. 

 
 
 

1.3.2 Step 2: Select Environment 

From the dropdown in the top-right corner, select the imported environment as it is 
necessary when we run the collection under the runner tab. 

1.3.3 Step 3: Verify Environment 

Ensure the environment variables are loaded correctly by checking the Variables tab. 

1.4 Testing API Vulnerabilities 

1.4.1 Step 1: Open a Request 

Click on any request in your imported collection. 

1.4.2 Step 2: Custom script development  
In Postman, we add scripts for vulnerability testing under the “Pre-request” and 
“post-response” of individual and collection level Script tab and to check 
whether vulnerabilities. 

1. Navigate to the Scripts tab for each request. 
2. Here scripts to check for potential vulnerabilities. Examples include: 

○ SQL Injection: Send payloads like '1 OR '1'='1 in query parameters and 
validate responses for errors or unintended data. 
Pre-request Script tab: 
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Post-response Script tab: 

 
○ Mass Assignment with broken access control: Develop custom scripts here 

in my case in mass assignment I am changing an unauthorized field “isAdmin” 
param which is set to be true, so in the pre-request script I have written code to 
set it to ‘false’. 

 
 
Post-response tab script: To check for responses which will flag for 
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vulnerability detected or not. 

 
○ Broken Object Level Authorization (BOLA):  

Pre-request Script: Here in my case we have manually changed the 
/{objected} present at the last url endpoint. To check whether a user is able to 
see details of another user or not, and as this API call should have 
authorization based upon so we found BOLA vulnerability as well. 
 
 
 
Post-response Script: 
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○ Input Validation Vulnerability Detection: 
Pre-request Script: Here I have tried to change the data type in the body 
which had “lastname” as string, so for testing I changed it ‘4555255’ and 
integer value to check for input validation vulnerability. 

 
Post-Response Script: 

 

○ Security Headers Check: To test whether each and every API call has 
security headers or not, I have written a script that checks for each and every 
security header mentioned in the figure below at the collection level’s post 
response tab. 
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Post – Response script: 
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1.5 Running Tests 

1.5.1 Step 1: Access the Runner tab 

 Click the “triple dot option” beside the chosen collection and click the “run 
collection” button and review the response for anomalies or vulnerabilities. 

 

1.5.2 Step 2: Configure Runner 

1. Select your collection from the list, choose all the APIs which you want to run tests 
on. 

2. Choose your environment file is correct. 
3. Set the number of iterations and delay, if needed. 

4. Check the box of ‘Persists responses for a session’ for checking the API calls in the 
console tab for future debugging or logging. 

1.5.3 Step 3: Run Tests 

 Click the Run button to execute all requests in the collection. 

1.5.4 Reviewing Results Under Postman Runner Tab. 

Inspect the results to identify any issues or vulnerabilities. All the failed test cases will 
flag the vulnerabilities detected  
Pay attention to: 

○ Status codes indicating errors (e.g., 500 Internal Server Error). 
○ Unexpected data in responses- improper error handling cases. 
○ Unauthorized access to restricted endpoints and unauthorized data type 

modification. 

○ Also Check for security headers.  


