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1 reNgine

reNgine is a comprehensive web application reconnaissance suite, developed to enhance the
reconnaissance process for security professionals, penetration testers, and bug bounty
hunters. This is a comprehensive online application reconnaissance suite intended to facilitate
and optimize the reconnaissance process for security experts, penetration testers, and bug
bounty hunters. ReNgine redefines the acquisition of essential information regarding target
web applications with its highly customizable engines, data correlation capabilities,
continuous monitoring, database-supported reconnaissance data, and an intuitive user
interface. Conventional reconnaissance instruments frequently lack configurability and
efficiency. reNgine rectifies these deficiencies and presents itself as a superior alternative to
current commercial technologies. reNgine was developed to overcome the constraints of
conventional reconnaissance tools and give a superior alternative, even exceeding certain
commercial solutions. ReNgine is the optimal option for automating and augmenting
information-gathering endeavours, whether you are a bug bounty hunter, penetration tester, or
part of a corporate security team *.

1.1 Workflow Diagram

Vulnerabilities

Figure 1: Workflow Diagram 2

! reNgine Documentation
2 https://yogeshojha.github.io/rengine/




1.2 Pre-requisites & Installation

reNgine employs several scripts and tools, which necessitate the installation of numerous
dependencies such as Go and Python. To mitigate potential dependency conflicts, we choose
to utilize Docker. Utilizing Docker will not only alleviate dependency complications but will
also simplify the installation process. As a penetration tester, your emphasis should not be on
resolving dependencies or installing necessary tools. After completing a minimal number of
installation procedures, you will be prepared to operate reNgine. Before installing reNgine,
ensure that Docker, Docker Compose, and Make should be installed.

1.2.1 Docker Installation

Update the Linux Operating system and packages

e Sudo apt install update
e Sudo apt install upgrade

kali@Open-VASs: ~

File Actions Edit View Help

libgt5sensors5
libgt5sql5-sglite
libgt5sql5t64
libgt5svg5s
libgt5test5t64
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libgt5webkit5s
libgt5widgets5t64
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libgt5xml5t64
libgt6core5compats
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libgqt6dbus6t64
1libqtbguibt64
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Download s
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python3
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python3-dev
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python3-fonttools
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python3-gdal
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qt5-gtk-platformtheme
qt5ct
qt6-base-dev-tools
qté-gtk-platformtheme
qt6-gpa-plugins
gt6-wayland

qtéct
gtbase5-dev-tools
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517, Installing: 65, Removing: @, Not Upgrading: 175

Figure 2 : Package Installation & Upgradation

Installation of Docker on Kali Linux

e sudo apt install -y docker.io

e sudo systemctl enable docker --now

e docker



Download Latest Stable version of Docker-Compose °

e sudo curl -L "https://github.com/docker/compose/releases/download/1.29.2/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose

e sudo chmod +x /usr/local/bin/docker-compose

e sudo In -s /usr/local/bin/docker-compose /usr/bin/docker-compose

o docker-compose --version

I kali@Open-VASs: ~
File Actions Edit View Help

-—-tlskey string Path to TLS key file (default "/home/kali/.docker/key.pem”)
-—tlsverify Use TLS and verify the remote
-v, ——version Print version information and quit

Run "docker COMMAND —-help' for more information on a command.

For more help on how to use Docker, head to https://docs.docker.com/go/guides/

L ithub.com/do on es/download/1.29.2/do
= ] -0 fusr/local/bin/docker-compose
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
4] (%}
12.1M 100

+x fusr/local/bin/docker-compose

-~

/usr/local/bin/docker-compose /usr/bin/docker-compose
docker-compose version 1.29.2, build Sbecea4c

Figure 3 : Docker-Compose Installation

1.2.2 reNgine Installation
clone the repository

e sudo git clone https://github.com/yogeshojha/rengine
e cdreNgine

Concurrency Values
Edit the dotenv file using nano .envorvi .envorvim .env. Here is the ideal value for
MIN_CONCURRENCY and MAX_CONCURRENCY depending on the number of RAM

your machine has

e sudo nan .env

3 Installing reNgine on Linux/Windows/Mac - reNgine




= 4GB: MAX_CONCURRENCY=18
= 8GB: MAX_CONCURRENCY=38

= 16GB: MAX_CONCURRENCY=58

Figure 4 : Concurrency Values

Generating SSL Certificates

reNgine operates on HTTPS unless utilized for development purposes. Utilizing HTTPS is
advisable. Certificates can be generated using.

e sudo make certs
Build reNgine

Utilize the subsequent command to construct the reNgine. The constructing procedure is
protracted and anticipated to need considerable time.

e sudo make build
Run reNgine

Upon successful completion of the build phase, we are prepared to execute reNgine. This
may be accomplished with the command below, and reNgine can now be viewed via
https://127.0.0.1

e sudo make up
Registering an account
To access reNgine, you must establish a username and password. To register reNgine,
execute the following command. You will then be required to provide some optional personal
data, as well as a username and password. | strongly advise you to establish a robust
password for reNgine.

e sudo make username
Checking logs

To observe the logs, execute the command.

e sudo make logs



Login reNgine
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Figure 5 : reNgine Login Page
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Figure 6 : reNgine Dashboard



1.3 Scanning Results
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Figure 7 : reNgine Login Page
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Figure 8 : reNgine Dashboard
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Figure 10 : Selected reNgine Full Scan Engine
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Figure 12 : Multiple Scanning In Progress
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Figure 14 : Vulnerabilities Breakdown in OWASP-BWA
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Figure 15 : Vulnerabilities Breakdown in WordPress
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Figure 16 : Data Correlation
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2 Nessus

Nessus is recognized for its extensive plugin repository. These plugins are dynamically and
automatically integrated into the program to enhance its scanning efficiency and minimize the
time needed to evaluate, investigate, and rectify vulnerabilities. Plugins can be tailored to
establish evaluations unique to an organization's application environment. Nessus has a
function known as Predictive Prioritization, which use algorithms to classify vulnerabilities
based on their severity, assisting IT teams in identifying the most pressing risks to resolve.
Each vulnerability is assigned a Vulnerability Priority Rating (VPR) on a scale from 0 to 10,
with 10 indicating the highest risk, to assess its severity as critical, high, medium, or low. IT
teams may utilize pre-existing rules and templates to swiftly identify vulnerabilities and
comprehend the threat landscape 4. Several researchers highlighted its characteristics and use
i.e. (Abdullah, 2020) and (Sllame, Tomia and Rahuma, 2024)

A notable feature of Nessus is Live Results, which does intelligent vulnerability assessments
in offline mode with each plugin update. It eliminates the necessity of doing a scan to verify a
vulnerability, hence streamlining the process of assessing, prioritizing, and remediating
security concerns. Nessus has the capability to generate customizable reports in several
forms, including Hypertext Markup Language, comma-separated values, and Nessus
Extensible Markup Language. Reports may be tailored and refined based on the most
pertinent information, including vulnerability kinds, vulnerabilities categorized by host, and
vulnerabilities classified by client, among others. A significant attribute is Grouped View.
Nessus consolidates analogous concerns or categories of vulnerabilities into a single thread,
facilitating more efficient vulnerability examinations and prioritization. Simultaneously, the
Nessus packet capture functionality allows teams to efficiently diagnose and resolve scanning
problems. This approach reduces disruptions and ensures uninterrupted protection for the
company IT environment.

2.1 Vulnerability Priority Rating (VPR)

Vulnerability scores
and categories

0.0 None
0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

Figure 19 : Vulnerability Priority Rating (VPR) °

4 What is the Nessus vulnerability scanning platform? | Definition from TechTarget

® What is the Nessus vulnerability scanning platform? | Definition from TechTarget
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2.2 Workflow Diagram

How a vulnerability scanner works

Local files, databases, applications

()
# Router
=
l Detecting | o] |
vulnerabilitiesin

. = devicoes
server-based scanning

= virtual EENETED] 1 ey
infrastructures -
= moblle devices

= datka in motion _
= suspicious m Laptop Switch P
connections | f‘ﬁ"s
IDS/IPS S L]

Cloud-based scanning Wireless

connection
Smartphone
Firewall Internet

Figure 20 : Workflow Diagram °

2.3 Download and Installation

I downloaded the Nessus vulnerability scanning tool from its official download link 7. |
selected version 10.8.3 for Linux-Debian-amd64. | got registration by email and password
and got the activation code for community version through registered email that will use later
to log in first time to the Nessus web interface.

e sudo dpkg -i Nessus-10.8.3-debian10_amd64.deb

e sudo start nessusd.service
e https://127.0.0.1:8834

After installation, Nessus took 1 hour to update the plugins.

6 What is the Nessus vulnerability scanning platform? | Definition from TechTarget
7 Download Tenable Nessus | Tenable®
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% kali@Open-VASs: ~/Downloads

File Actions Edit View Help

/home/kali/Downloads

~/Downloads
Nessus-10.8.3-debian10_amd64.debl]

Figure 21 : Nessus Installation
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x23218029@student.ncirl.le
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Figure 22 : Login Page
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5 Nessus Essentials / Fol

)
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1
1

Targets

Submit
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Figure 23 : Nessus Dashboard

2.4 Scanning Results

O Nessus Essentials / Sc

)
BNeomp«
(S]
.

C @

KaliLinux 4 KaliTools # Kali Docs Forums o Kali NetHunter % Exploit-DB @ Login reNgine [ OWASP-BWAP-Project @ Nessus Essentials / Lo.
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c
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Description
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ADVANCED.
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Microsoft's November
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Addresses...

@ o k@s @@ #right cu

Q search ,ihmgqfrﬁoégfrﬁgﬁ’,&%ﬁ*ﬁgq A rpm SBM

15 Nov-24 2

Figure 24 : Target configuration
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us Essentials / Fol
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Figure 25 : Scanning in Progress
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Figure 26 : Scanning Complete (OWASP-BWA & WordPress)
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3 OWASP ZAP

OWASP ZAP (ZAP) is among the most widely utilized free security tools globally and is
diligently maintained by several worldwide volunteers. It can assist in identifying security
flaws in online applications. It is an excellent resource for both seasoned penetration testers
and novices. ZAP can analyze the web application and identify vulnerabilities associated with
the OWASP Top 10. Its design accommodates individuals with varying levels of penetration
testing knowledge, making it suitable for our team, who were novices in this field 8. ZAP is a
complimentary open-source program that is simple to configure and utilize. The broader
community provides extensive online assistance through the ZAP blog and several articles to
facilitate the setup and utilization of the program. ZAP is a cross-platform application,
compatible with Windows, Linux, and Mac OS. Many researchers tested this tool which is
still top priority i.e. (Samgir et al., 2024)

3.1 Download and Installation

| downloaded OWASP ZP 2.15.0 from its official download link °. Then I changed its mode
settings for installation. Then | started setup file and completed the installation.

e chmod +x ZAP_2 15 0_unix.sh
JZAP_2 15 0 _unix.sh

zaproxy.org|

iLinux @ KaliTools  Kali Docs X Kali Forums e Kali NetHunter  Exploit-DB @ Login reNgine (3] OWASP-BWAP-Project @ Nessus Essentials / Lo.

Windows (64) Installer 228 M8
Windows (32) Installer 228 MB
Linux Installer 224 1B
Linux Package 221 8
macOS (Intel - amd64) Installer 250 1B
macOS (Apple Silicon - aarch64) Installer 248 1B
Cross Platform Package 261 1B
Core Cross Platform Package 98 MB
» Most of the files contain the default set of functionality, and you can add more functionality at any time via the
« The core package contains the minimal set of functionality you need to get you started
« The Windows and Linux versions require to run.
» The macOS version includes Java 11 - you can use the Linux or Cross Platform versions if you do not want to download this
s The installers are built using a which provides an
s For more information about this release see the
B kdo =@EAE ®right i
< b 3 el = 1:33PM
BR  Q Search Y TG ] (9 @ ‘"_‘ E (o] g@ - % i 9 o ‘f: i g A RDD o O

Figure 27 : Official Downloading Page *°

8 Using OWASP ZAP to find web app security vulnerabilities - Triad article
9 ZAP — Download
10 7AP — Download
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File Actions Edit View Help
e Setup - Zed Attack Proxy 215.0
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)-[~/Dounloads Setup Wizard
5_0_unix.sh il
This willinstall Zed Attack Proxy on your
~/Dountoads computer. The wizard willlead you step by step
+X 2AP_2_15_0_unix. s through the installation.

~/Dounloads
Click Next to continue, or Cancel to exit Setup.

/ — ~/Dounloads

tarting Installer ...
p _JAVA_OPTIONS: -Dawt.useSystemAAFontSetting:
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Next> Cancel
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Q Search e 18

Figure 28 : Installation
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@Sites  + § 4 QuickStart # = Request ¢« Response 'Requester +

egaa an "
5 Gorters Welcome to ZAP [
[® Default Context
@ Sites. ZAP s an easy to use integrated penetration testing tool for finding wulnerabilities in web applications.

If you are new to ZAP then it is best to start with one of the options below.

REARAERN

Automnated Scan | Manual Explore Support Learn More

ZAP has joined forces with Checkmarx | Learn More | *

S History © Search [ Alerts Output 4
© @ T Fiter: OFF & Export &

D Source Regq. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags =)
Alerts 10 {90 [0 [0 Main Proxy: localhost:8080 Current Scans $0 $29 @0 20 ©0 /0 %0 %0

=i«

L LLERET KRR

3 [#] right Crf

Q search Ul e 2O e 19 B O

Figure 29 : OWASP Dashboard
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3.2 Scanning Results

Untitled Session - 20241115-062042 - ZAP 215.0

File Edit View Analyse Report Tools Import Oniine Help
Standard Mode v ||| & B %5 rEEEEE ) XE-meolee

@sStes  + $ & QuickStart # = Request ¢=Response . Reuester 4

[ Welcome to ZAP ZAPy

(%] Defautt Context
@ Sites ZAP is an easy to use integrated penetration testing tool for finding wulnerabilties in web applications

If you are new to ZAP then it Is best to start with one of the options below.

QW

Automated Scan | Manual Explore Learn More

ZAP has joined forces with Checkmarx | Learn More | *

S History © Search [ Alerts Output 4
© @ Y Fiter: OFF & Export &
D Source Req. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags =
Alerts 0 [0 [0 [0 Main Proxy: localhost:8080 Current Scans #0 $12 ®0 20 ©0 /0 %0 %0
@ Edgs S EE ®rignt cul
Q 13c g A - A 8 1120 AM
Q Ssearch Y N TR ] e o o gé S > | 0 o B ﬁ AP ® o B

Cloudy

Figure 30 : OWASP-ZAP Main Page

Untitled Session - 20241115-063610 - ZAP 2.15.0

File Edt View Analyse Report Tools Import Export Oniine Help
Standard Mode v FEEE TR - =11 &8 % @ moe e
@Sites 4 § # QuickStart # = Request <¢=Response 7Requester
enoad
5 comes < Automated Scan il
(@ Default Context
@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack'.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack http://10.0.2.15 v | @select
Use traditional spider:
Use ajax spider. IfModern | with | Firefox Headless
t  Stop
Progress: Using traditional spider to discover the content
S History @ Search Alerts |)Output #Spider & +
# New Scan Progress: 0: http://10.0.2.15 v I © Current Scans: 1 URLs Found: 1582 Nodes Added:389 & Export &
URLs  Added Nodes  Messages
Processed Method URI Flags
® == PR/ 10.0.2.1 P = o
® GET http://10.0.2.1 =
® GET hitp://10.0.2.1 pl = a
® GET http://10.0.2.1 =
® GET hitp://10.0.2.1 pl = a
e GET http://10.0.2.1 =
® GET hitp://10.0.2.1 pl = a
® GET http://10.0.2.1 =
® GET http://10.0.2.1 pl = o
® GET http://10.0.2.1 = o
® GET http://10.0.2.1 Pl =
Alerts 0 4 [ 10 A7 Main Proxy: localhost:8080 Gurrent Scans #0 $0 ®4 ) 0 ©0 /0 %0 w1l
@ r@s EH@EERRnd
Vs < P B £ i 0 o4
Q sesrch S8k @ e L o =+ % 8 o ARID o 8

Figure 31 : Active Scanning to Target System (OWASP-BWA)
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Untitled Session - WordPress-Scanning-Results - ZAP 2.15.0

File Edt View Analyse Report Tools Import Export Onine Help
Standard Mode v |} & ®

EAE e EEeE0EDE &8 Ve % @oe e
@Sites § & Quick Start # = Request ~=Response 7Requester 4
[CRw
< ZAP.,
- Automated Scan e

@ This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack'

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack hitpi/52.1,127.73 | @Select
Use traditional spider.
Use alax spider: IfModem | with | Firefox Headless
ftack | @ Stop
Progress Using ajax spider to discover the content
SHstory @ Search [Alerts® [Output #Spider #AAXSpider
Y YPar] - Full detalls of any selected alert will be displayed here.

Alerts (13)

[ Absence of Anti-CSRF Tokens (2)
[ Content Security Policy (CSP) Header Not Set  voy can also edit existing alerts by double clicking on them
[ Missing Anti-clickjacking Header (9)

{4 Cookie No HetpOrly Flag (8)

[ Cookle without SamesSite Attribute (8)

{4 Server Leaks Version Information via “Server'

{2 X-Content-Type-Options Header Missing (56)

[ Charset Mismatch (2)

{8 Cookie Poisoning (3)

% Information Disclosure - Suspicious Comment

{8 Modern Web Application (7)

{u Session Management Response Identified (8)

You can manually add alerts by right clicking on the relevant line In the history and selecting ‘Add alert’.

Alerts f00 [83 [U4 6 Main Proxy: localhost:8080 Qurrent Scans #0 $0 ®0 20 ©0 /0 %1 #®0
B kg =@EE Rt c

301PM
L APProstivl )

L]

g Q s 2P eLHEOLT +HAOOVEYL ™

Figure 32 : Active Scanning to Target System (WordPress)

[i@ Open-VASs (reNgine-Nessus-Owasp-Zap) [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

© & 000 | @ge

File Edit View Analyse Report Tools Import Export Online Help
Wiy =

Standard Mode v || ] & K] ElEEEEEEIY KD %@ - m Je
@Sites 4 § # Quick Start # = Request ¢ Response (7Requester

egoad

B Contens < Automated Scan ZAPy
(3] Default Context eckmarx
= ter its URL below and press ‘Attack'
Scope  Template Fiter ~ Options ally been given permission to test.
Report Title: ZAP by Checkmarx Scanning Report
Report Name: 2024-11-15-ZAP-Report-WordPress-html v| @ Select..
Report Directory: Thomelkal
Description:
Contexts: Default Context
Sites: http://52.1.127.73
S History & Search [ Alrts & Output  #Spider #AAX Spider 4
Y YWars Full details of any selected alert|
L Alerts (14)
¥ Absence of Anti-CSRF Tokens (2) e paalveddaiensiog
A Content Security Policy (CSP) Header Not Set. | you can also edit existing alerts Conerate IfNo Alerts
[ Missing Anti-clickjacking Header (10) Display Report: @
[FU Cookie No HttpOnly Flag (9)
[ Cookie without SameSite Attribute (9) L) Generate Report | Reset | Cancel
[ Server Leaks Version Information via *Server*
[ Timestamp Disclosure - Unix
[ X-Content-Type-Options Header Missing (60)
[ Charset Mismatch (2)
[ Cookie Poisoning (3)
[ Information Disclosure - Suspicious Comment.
[ Modern Web Application (7)
Alerts 10 U3 {5 86 Main Proxy: localhost;8080 Gurrent Scans @0 $0 @4 ) 0 ©0 )0 %1 %0
@ @y =@EE ERrightc
Q B . 3:04 PM
P
Q search Me@2PODeEOS i ) e

Figure 33 : Report Generation
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4 Wapiti

ERPOF]|1 23 4]¢C ; ! O 6 A B age

- : Kali@Open-VASs:~
File System o

Actions Edit View Help

error-arac

[-t SECONDS]
EL] [-f FORMAT]

Wapiti-3.0.4:

B @ = i & @ [#]right Ctr)

2 B Qs A 2P e @HEOLT GO EBGE A sem 00

Figure 34 : Wapiti Dashboard

While performing the scanning through wapiti, | found that it is not compatible with the latest
Python 3.12 version, and | tried best to downgrade the version but not successful. So, |
installed windows subsystem for Linux (WSL) on the host computer and installed the wapiti.
Then | have performed the scanning of both target systems.

2 windows PowerShell X @ kali@MuzammilHussain: ~ X =1

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 5.15.167.4-microsoft-standard-WSL2 x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Nov 16 00:35:33 GMT 2024

System load: 0.0 Processes: ué6

Usage of /: 0.3% of 1006.85GB Users logged in: 1

Memory usage: 7% IPvl address for eth®: 172.31.145.251
Swap usage: 0%

* Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes-at-the-edge

f This message is shown once a day. To disable it please create the
/home/kali/.hushlogin file.

$ pwd
8 /home/kali

Figure 35 : Home Page of Ubuntu 22.04.5 LTS
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4.1 Scanning Results

8 @ o

S (@

G Google

R perplexity

NewThread  Ctrl

©, Home
 Discover
4 Spaces

A Library
how to add something i
wapiti 3.0.4in kali linux
how can i install x0r3d i
when i update kali linux

how can i install renging

Try Pro
Upgrade for image uploa)
smarter Al, and more Pro|
Searct

2 Learn More

i comsiani874.. v

B Windows PowerShell

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 5.15.167.4-microsoft-standard-WSL2 x86_6u4)

* Documentation:

* Management:
* Support:

@ kali@MuzammilHussain:

https://help.ubuntu.com

https://landscape.canonical.com

https://ubuntu

.com/pro

System information as of Sat Nov 16 00:35:33 GMT 2024

System load:
Usage of /:
Memory usage:

0.0
0.3% of 1006.85GB
7%

Processes:
Users logged in:
IPv4 address for ethe:

u6
4l
172.31.145.251

Swap usage: 0%

* Strictly confined Kubernetes makes edge and IoT secure. Learn how Microk8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes—at-the-edge
This message is shown once a day. To disable it please create the
/home/kali/.hushlogin file.
:$ pwd

H S

/home/kali

@ Ask follow-up

B Download X @
© 1c . & 12:36 AM
Q seach @20 e L e
Figure 36 : Home Page of Ubuntu 22.04.5 LTS
\ B ec-user@ip-172-31-43-142~ X | Command Prompt X @ kali@MuzammilHussain: ~
1 $ wapiti
:$ python —-version
| Command 'python' not found, did you mean:
command 'python3' from deb python3
command 'python' from deb python-is—python3
:$ ping 10.0.2.15
PING 10.0.2.15 (10.0.2.15) 56(84) bytes of data.
8C
-—— 10.0.2.15 ping statistics ———
% 9 packets transmitted, © received, 100% packet loss, time 8320ms
sagAC
:$ wapiti -u https://www.google.com
Break . & - ) 5 1229 AM
R B Qo AL 2P eLHEOLL L GOIOO ™ ~ow EEMG

Figure 37 : Wapiti-Using-WSL

22




F~ Command Prompt X @ kali@MuzammilHussain: ~
:$ AC

“CTraceback (most recent call last
File "/home/kali/.local/bin/wapiti", line 5, in <module>
from wapitiCore.main.wapiti import wapiti_asyncio_wrapper
File "/home/kali/.local/lib/python3.16/site-packages/wapitiCore/main/wapiti.py", line 33, in <module>
from wapitiCore.controller.wapiti import InvalidOptionValue, module_to_class_name, Wapiti

File "/home/kali/.local/lib/python3.10/site-packages/wapitiCore/controller/wapiti.py", line 48, in <module>

from wapitiCore.net.intercepting_explorer import InterceptingExplorer

File "/home/kali/.local/lib/python3.10/site-packages/wapitiCore/net/intercepting_explorer.p line 32, in <

module>
from mitmproxy import addons
File "/home/kali/.local/lib/python3.10/site-packages/mitmproxy/addons/__ini .py", line 6, in <module>
from mitmproxy.addons import clientplayback

File "/home/kali/.local/lib/python3.10/site-packages/mitmproxy/addons/clientplayback.py", line 22, in <modul

from mitmproxy.options import Options

File "/home/kali/.local/lib/python3.10/site-packages/mitmproxy/options.py", line 4, in <module>
from mitmproxy import optmanager

File "/home/kali/.local/lib/python3.10/site-packages/mitmproxy/optmanager.py", line 17, in <module>
import ruamel.yaml

File "/home/kali/.local/lib/python3.10/site-packages/ruamel/yaml/__init__.py", line 51, in <module>
from .cyaml import * # NOQA

File "/home/kali/.local/lib/python3.10/site-packages/ruamel/yaml/cyaml.py", line 4, in <module>
from _ruamel_yaml import CParser, CEmitter # type: ignore

File "_ruamel_yaml.pyx", line 21, in init ruamel.yaml.clib._ruamel_yaml

Break . & < - j ) 5 1230AM
- B Qs AL P2P L HOLL T HIOD @ A som ZiNg
Figure 38 : Wapiti Scanning WordPress (52.1.127.73)
B ec-user@ip-172-31-43-142~ X | Command Prompt X @ wali@MuzammiHussain:~ X+ v
_ o ?LHttpOnly flag is not set in the cookie : comment_author_ca0u4d8913f1d33f2c28d200a2c69ac52
g”ww&“Jq;ngu M Secure flag is not set in the cookie : comment_author_ca®u4d8913f1d33f2c28d200a2c09ac52

Checking cookie : comment_author_email_ca®u4d8913f1d33f2c28d200a2c@9ac52

i HttpOnly flag not set in the cookie : comment_author_email_ca@ud8913f1d33f2c28d200a2c69ac52

il Secure flag is not set in the cookie : comment_author_email_ca@ud8913f1d33f2c28d200a2c09ac52

© Checking cookie : comment_author_url_ca@U4d8913f1d33f2c28d200a2c69ac52
HttpOnly flag is not set in the cookie : comment_author_url_ca®4d8913f1d33f2c28d200a2c09ac52
Secure flag is not set in the cookie : comment_author_url_ca®u4d8913f1d33f2c28d200a2c09ac52

¢ Checking cookie : wordpress_test_cookie

B HttpOnly flag is not set in the cookie : wordpress_test_cookie
Secure flag is not set in the cookie : wordpress_test_cookie

| [*] Launching module http_headers

gF Checking X-Frame-Options:

! X-Frame-Options is not set
Checking X-Content-Type-Options:

Type-Options is not set
[*] Launching module redirect
ort
with a browser to see this report.
© cur/cep 1231 AM
+0.46% - O @ s O

Figure 39 : Wapiti Scanning WordPress (52.1.127.73)-Report Generation
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@ iali@MuzammilHussain: ~ X+ v

:$ wapiti —-version

a

112

AV .

Wapiti 3.2.1 (wapitg—scanner.github.io)
[*] You are lucky! Full moon tonight.

3.2.1
:$ wapiti -u 192.168.56.13

\S——

Wapiti 3.2.1 (wapiti—scannerAgithub.io)
[*] You are lucky! Full moon tonight.
Invalid base URL was specified, please g1ve a complete URL with protocol scheme.

LWAPITIS

Wapiti 3.2.1 (wapiti-scanner.github.io)

[*] You are lucky! Full moon tonight.

/usr/lib/python3.10/html/parser.py:170: XMLParsedAsHTMLWarning: It looks like you're parsing an XML document using an HTML parser. If this reall
y is an HTML document (maybe it's XHTML?), you can ignore or filter this warning. If it's XML, you should know that using an XML parser will be
more reliable. To parse this document as XML, make sure you have the lxml package installed, and pass the keyword argument ‘features="xml"' into

Sy Qs b 2P0 e @HOLL IO GEo A~ ree N0

Figure 40 : Wapiti Scanning OWASP-BWA (192.168.56.13)

|—> >
/AR G A/ P P i o Z—
\/ AV
Wapiti 3.2.1 (wapiti-scanner.github.io)
[*] Vou are lucky! Full moon tonight.
s specified, please

STNNN -
K
I 1=
\/ \__._|
Wapiti 3.2.1 (wapltl scanner.github.io)

[*] You are lucky! Full moon tonight.
[*] Saving scan state, please wait...

[*] Launching module xss

Reflected Cross Site Scripting in http://192.168.56.13/1142014131/snippets.gtl via injection in the parameter uid
Evil request:

GET /1142014131/snippets.gtl?uid=%3CScRiPt%3Ealert%28%27wbireiwpxp%27%29%3C%2FsCrIpT%3E HTTP/1.1

host: 192.168.56.13

connection: keep-alive

user-agent: Mozilla/5.0 (Windows NT 6.1; rv:U5.0) Gecko/20100101 Firefox/u5.0

accept-language: en-US

accept-encoding: gzip, deflate, br

accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

cookie: GRUYERE=61267058|wshjglvwh2||author

Q searcn LA 20 e @A = 520 7%%o@ A e 0

Figure 41 : Wapiti Scanning OWASP-BWA (192.168.56.13)-resume scan
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it View History Bookmarks Jools Hi
& | @ Vetcome toVicnum x | + g

« (e] O 8 192.168.56.13/vicnur B % ® g a =

Welcome to the Vicnum Project

Vienum is an OWASP project consisting of multiple vulnerable web applications based on games commonly used to kill time. These applications demonstrate common web security problems such as cross site scripting, sql injections,
and session management issues.

Being small web applications with no complex framework involved, Vicnum applications can easily be invoked and tailored to meet a specific need. For example if a test ication is needed in eval a web security
scanner or a web application firewall, you might want to control a target web application to see what the scanner can find and what the firewall can protect.

Ultimately the major goal of this project is to strengthen security of web applications by educating different groups (students, management, users, developers, auditors) as to what might go wrong in a web app. And of course it's OK to
have a little fun.

Click here to play Guessnum, a game to guess a number the computer has picked.
Click here to play Jotto, a game to guess a word the computer has picked.
Click here for the Union Challenge.

Vienum ions can be at security and used in "Capture the Flag" type events. Click here to contact us if you would like to discuss customizing Vienum applications for a specific purpose. For general
comments on the project please visit the OWASP project page.

Mordecai Kraushar

B CIPHERTECHS

Cold warning

B Qe M2 POe®BOL
Figure 42 : Random Application Selected (vicnum)

F ST OO G@E o SN0

@ kali@MuzammilHus:

This message is shown once a day. To disable it please create the
/home/kali/ .hushlogin file.
: $ wapit -u http://192.168.56.13/vinum/
Command 'wapit' not found, did you mean:
command 'wapiti' from deb wapiti (3.0.4+dfsg-1)
sudo apt install <deb name>

/ N\ / \

AR VAVARRYAN

\

N\
A/

Wapiti 3.2.1 (wapiti-scanner.github.io)
[*] You are lucky! Full moon tonight
[*] Saving scan state, please wait.

[*] Launching module ssrf
[*] Launching module exec
[*] Launching module upload
[*] Launching module sql

[*] Launching module ssl
sslscan is not installed or not found in PATH, module will be skipped

[*] Launching module http_headers
Checking X-Frame-Options:
X-Frame-Options is not set
Checking X-Content-Type—Options:
X-Content-Type-Options is not set

Q sewe AL P2PeLHEOLL +HTOD @AM -~ -om 2200

Figure 43 : wapiti scanning (vicnum)
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5 Burp Suite

@ s

Noitems to show

© vemory1sv8
@ @ =EEE RRightcul

] B Qs A 2P e LHEOLLTTHIOEABGE A saom 200

Figure 44 : Burp Suite Dashboard

6 Cloud-Base Application

To test the selected tools on cloud-based application, | decided to install WordPress website
on AWS-EC2 instance. type, specifically t2.micro, for its cost-effectiveness, and
subsequently chose the Amazon Machine Image (AMI) of Amazon Linux 2 because to its
stability and support. We established storage and configured security groups to permit HTTP
on port 80, HTTPS on port 443, and SSH on port 22, after the instance information setup,
network verification, and activation of auto-assign Public IP. Consequently, upon obtaining
the SSH key pair following the instance initiation, | established the connection to the instance
utilizing an SSH client. | set the Apache HTTP Server to initiate at startup and deployed it
concurrently with the deployment of this software on the AMI EC2 machine. Subsequently, |
installed MySQL (MariaDB), protected it, initiated it, and configured it for bootability.
Subsequently, | initiated the installation of PHP and configured it for compatibility with
Apache. | generated the PHP info file and accessed it using a web browser to verify
functionality. The last steps in the deployment procedure were building the requisite
databases and transferring the application files to the designated directory inside the LAMP
installation, namely the Apache document root.
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Eile Edit View History Bookmarks Tools Help

Launch AWS AcademyLeame: X [ Launch an instance | EC2 [us-e2 X | + v

O 68

stances: w

s.amazon.com/ec2/home?

voclabs/user329571
@
Q_ Search our full catalog including 1000s of application and OS images v Summary ®
Quick Start Number of instances  Info [}
1
Amazon macos Ubuntu Windows RedHat || SUSELi Q
Linux Software Image (AMI)
— > Browse/morerAlls Amazon Linux 2023 AMI 2023.6.2...read more
aws E ubuntu® " Microsoft || d@ RedHat Including AMIs from ami-06b21ccaeff8cd686
Mac susi AWS, Mar] ce an
the Community Virtual server type (instance type)
t2.micro
Amazon Machine Image (AMI)
Amazon Linux 2023 AMI Free tier eligible Firewall (security group)
ami-06b21ccaeff8cd686 (64-bit (x86), uefi-preferred) / ami-02801556a781a4499 (64-bit (Arm), uefi) v New security group

Virtualization: hvm  ENA enabled: true  Root device type: ebs

Storage (volumes)

Description 1 volume(s) - 8 GiB

Amazon Linux 2023 is a modern, general purpose Linux-based OS that comes with 5 years of long term support. It

is optimized for AWS and designed to provide a secure, stable and high-performance execution environment to

develop and run your cloud applications. @ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
Amazon Linux 2023 AMI 2023.6.20241010.0 x86_64 HVM kernel-6.1 the Raninne in whirh 2 micra ic
Architecture Boot mode AMI ID Username @ Cancel Launch instance
‘ 64-bit (x86) uefi-preferred ami-06b21ccae  ec2-user i
/T f8cd686 Preview code

[ Cloudshell  Feedback ©2024, Amazon Web Services, Inc. or its affiliates.  Privacy ~ Terms  Cookie preferences

g Q s LA 2POeLHEOLT +THEI0PE A GRuw f2Mo

Figure 45 : Selection of Amazon Linux 2023 AMI

Eile Edit View History Bookmarks Tools Help

Launch AWS Academy Leamer | X [ Connectto instance | EC2 |us-e X |+ v

+ O

C O 8 nhitpsy/us-e

console.

vs.amazon.com/ec2/hc

#ConnectTolnstance:ir

Connect to instance . ®

Connect to your instance i-OcTedbfc90e712c70 (website) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
D) i-0c1edbfc90e712¢70 (website)

1. Open an SSH client.
2. Locate your private key file. The key used to launch this instance is PKey.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
IE3 chmod 400 "PKey.pem"”

4. Connect to your instance using its Public DNS:
™ er?-98-82-159-127.compute-1.amazonaws.com

@© Command copied

53 ssh -i "PKey.pem" ec2-user@ec2-98-83-159-127.compute-1.amazonaws.com

@ Note: In most cases, the guessed username is correct. However, read your AMI usage instructions to check
if the AMI owner has changed the default AMI username.

Cancel

loudShell  Feedback ©2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

e MEP2OLEOLZFTHT0ODTE  ~G0e k0

Figure 46 : Connected Through SSH Using Paired Key
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file Edit View History Bookmarks Iools Help

8 @ £ Launch AWS Academy Leamner | X | B Instances | EC2 | us-east-1 x B -

<« [¢] O 8 httpsy/us-east-1.console aws.amazon.com/ec2/home?region=us-east-1#Instances @ L @ H m N B ¥ =

(2] L ® o] N. Virginia ¥ voclabs/user3295710=x23218029@student.ncirl.ie @ 2567-5604-6171 v

EC2 Dashboard x Instances (1/1) info o ‘EH Connect | [ instancestate v || Actions v Launch instances ¥ ]

EC2 Global View Q_ Find Instance by attribute or tag (case-sensitive) | [Austates v | 1 e &

G Name® v | InstanceID Instance state v | Instancetype v | Status check Alarm status Availability Zone v | Public IPva D
v Instances website i-Oc1edbfc90e712c70 @Running @ @ t2.micro @ 2/2 checks passec  View alarms + us-east-1d ec2-98-83-15

Instances

Instance Types

Launch Templates

Spot Requests

Savings Plans

Reserved Instances e

Dedicated Hosts i-0c1edbfc90e712c70 (website) 8 X

Capacity Reservations New
v Inbound rules

v Images
AMIs Q Filter rules 1
AMI Catalog Name | Security group rule ID Port range Protocol Source Security groups

v Elastic Block Store = 5qr-0494341dedbS9aaaf 443 TP 00.0.0/0 launch-wizard-1 [2
Voliiifies = 5r-0332015bf492d9715 80 TP 00.0.0/0 launch-wizard-1 [2
Snapshots - sqr-0567ac235ff277c23 2 TP 00.0.0/0 launch-wizard-1 [2

Lifecycle Manager

©2024, Amazon Web Services, Inc. o its affiliates.  Privacy ~ Terms  Cookie preferences
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Figure 47 : AWS EC2 Dashboard

6.1 WordPress Installation

| deployed the LAMP (Linux, Apache, MySQL, PHP) stack on our EC2 instance and
subsequently installed WordPress on the LAMP stack. This infrastructure is essential for
hosting web applications and is finalized by the installation of the LAMP stack (Linux,
Apache, MySQL, and PHP). After the installation of the LAMP stack, | downloaded
WordPress, extracted it, and proceeded with the installation. This procedure encompassed the
establishment of a database, downloading WordPress, unpacking and configuring it, and
installing security keys in the wp-config.php file.

WordPress necessitates the establishment and configuration of a MySQL database. A distinct
MySQL user for WordPress was established to enhance security. | obtained the most recent
version of WordPress from the official website and downloaded its zip package to my PC
using the wget program. Upon completion of the download, the WordPress zip package was
extracted and relocated to the root/blog directory of the Apache server. Upon completing the
WordPress setup, | initiated the installation process by accessing our EC2 machine's Elastic
IP address via a browser, which was configured to connect just to the WordPress database.
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B ec2-user@ip-172-31-43-141:~ X + v

Installing : libselinux-devel-3.4-5.amzn2023.0.2.x86_6U
Installing : libkadm5-1.21-3.amzn2023.0.4.x86_64
Installing : libcom_err-devel-1.46.5-2.amzn2023.0.2.x86_64
Installing : libbrotli-1.0.9-4.amzn2023.0.2.x86_6U
Installing : keyutils-libs-devel-1.6.3-1.amzn2023.0.1.x86_64
Installing : krb5-devel-1.21-3.amzn2023.0.4.x86_6U
Installing : kernel-headers-6.1.94-99.176.amzn2023.x86_64
Installing : glibc-headers-x86-2.34-52.amzn2023.0.10.noarch
Installing : libxcrypt-devel-U.4.33-7.amzn2023.x86_6U
Installing : glibc-devel-2.3U4-52.amzn2023.0.10.x86_6U
Installing : generic-logos—httpd-18.0.0-12.amzn2023.0.3.noarch
Installing : httpd-2.4.59-2.amzn2023.x86_6U
Running scrlptlet httpd-2.4.59-2.amzn2023.x86_64
Installing : gc—8.0.4-5.amzn2023.0.2.x86_64
Installing : guile22-2.2.7-2.amzn2023.0.3.x86_64
Installing : make-1:4.3-5.amzn2023.0.2.x86_6U4
Installing : gee—11.4.1-2.amzn2023.0.2.x86_64
Running scrlptlet gcc—11.4.1-2.amzn2023.0.2.x86_64
Installing : gcc—c++-11.4.1-2.amzn2023.0.2.x86_64
Installing : emacs—filesystem-1:28.2-3.amzn2023.0.7.noarch
Installing : autoconf-2.69-36.amzn2023.0.3.noarch

| Installing : automake-1.16.5-9.amzn2023.0.3.noarch

Figure 48 : Installation of Apache web server
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It works!

Figure 49 : Testing webserver using DNS

B ec2-user@ip-172-31-43-141:~ X + v

ce.
[ec2-user@ip-172-31-43-141 ~]$ sudo systemctl is—enabled httpd
enabled
[ec2-user@ip-172-31-43-141 ~]$ sudo usermod -a -G apache ec2-user
[ec2-user@ip-172-31-43-141 ~]1$ exit
logout
Connection to ec2-54-221-13-157. compute 1.amazonaws.com closed.
PS C:\Users\Hp\Desktop> ssh "P-key 3 ec2-user@ec2-54-221-13-157. compute-1.amazonaws.com
#_
#idd_ Amazon Linux 2023
\_#####\
\###|
\#/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
Ve! 1>
/
=

7
_/m/?
Last login: Wed Jul 3 12:26:53 2024 from 193.1.245.250
[ec2-user@ip-172-31-43-141 ~]$ groups
ec2-user adm wheel apache systemd-journal
[ec2-user@ip-172-31-43-141 ~1$

Figure 50 : Add EC2 User to Apache Terminal
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Eile Edit View History Bookmarks Tools Help = X
B @ 7% Launch AWS Academy Leamer | X Instances | EC2 | us-east-1 X | PHP83.10 - phpinfo() X | + N
(@] O R 98:83.159.127/phpinfo.php w 9 L 8 ¥ =
[
System Linux ip-172-31-43-142 ec2 internal 6.1.112-122.189.amzn2023 x86_64 #1 SMP PREEMPT_DYNAMIC Tue Oct 8
17:02:11 UTC 2024 x86_64
Build Date Jul 30 2024 13:44:37
Build System Linux
Build Provider ‘Amazon Linux
Compiler gec (GCC) 11.4.1 20230605 (Red Hat 11.4.1-2)
X86_64
Server AP FPM/FastCGl
Support disabled
File (php.ini) Path Jetc
Loaded tion File Jetciphp.ini
Scan this dir for additional .ini files letc/php d
Additional .ini files parsed Jetc/php.d/10-opcache ini, bz2.ini, fetc/php.d/20-calendar.ni, fetc/php.d/20-ctype.ini, fetc/php d
curlini, domini ini, ini, .ini, fetc/php.d/20-
gettextini bstring ini, ssaind.ini, pdo ini, etc/
Y ini, Jetc/php.d/2( ini, fetc/php d/20-shr i hp d/20-
sockets.ini, sqlite3.ini, ini, ini,
etc/php.d/20-¢ shm.ini, Lini, xmiwriter.ini, /etc/php.d/20-
xslini, letc/php.d/30-mysqii.ini, fetc/php.d/30-pdo_mysql.ini, fetc/php. d/30-pdo_slite.in, /etc/php d/30-xmireader.ini
PHP API 20230831
PHP Extension 20230831
Zend Extension 420230831
Zend Extension Build API420230831,NTS
PHP Extension Build API20230831 NTS
Debug Build no
Thread Safety disabled
Zend enabled
Zend Memory Manager enabled
2 Qs b 2P LEOLT IO AR s om0
Figure 51 : Testing of Lamp Server
O B 18473.28.226/phpMyAdmin/ b4 L& ®@8n @

phpMuyAdmin
Welcome to phpMyAdmin

Language
English ~
Login &
Usemame:
Password
Login

Figure 52 : phpMyAdmin Login Page
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B ec2-user@ip-172-31-34-163:~ X + o~

--2024-07-05 11:00:46-- https://wordpress.org/latest.tar.gz

Resolving wordpress.org (wordpress.org)... 198.143.164.252

Connecting to wordpress.org (wordpress.org)|198.143.164.252]:443... connected.
HTTP request sent, awaiting response... 280 OK

Length: 24696391 (24M) [application/octet-stream]

Saving to: ‘latest.tar.gz’

latest.tar.gz =>] 23.55M U6.0MB/s

20204-07-05 11:00:47 (U46.0 MB/s) - ‘latest.tar.gz’ saved [24696391/21696391]

[ec2-user@ip-172-31-34-163 ~]$ tar -xzf latest.tar.gz
[ec2-user@ip-172-31-34-163 ~1$ sudo systemctl start mariadb httpd
[ec2-user@ip-172-31-34-163 ~]$ mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 25

Server version: 10.5.23-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';
Query OK, 0 rows affected (0.004 sec)

MariaDB [(none)]>

Figure 53 : Start Database server

B ec2-user@ip-172-31-34-163:~ X Al

server version for the right syntax to use near 'Allied$$2024' at line 1

MariaDB [(none)]> CREATE USER x23218029 @'localhost' IDENTIFIED BY Allied$$2024;

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MariaDB
server version for the right syntax to use near 'Allied$$2024' at line 1

MariaDB [(none)]> CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';Ctrl-C —- e

X1kl

Aborted

[ec2-user@ip-172-31-34-163 ~]$ sudo systemctl start mariadb httpd

[ec2-user@ip-172-31-34-163 ~]$ mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 26

Server version: 10.5.23-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> CREATE USER 'x23218029'@'localhost' IDENTIFIED BY Allied$$2024;

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MariaDB
server version for the right syntax to use near 'Allied$$2024' at line 1

MariaDB [(none)]> CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'Allied$@2024';

ERROR 1396 (HY000): Operation CREATE USER failed for 'wordpress-user'@'localhost'

MariaDB [(none)]> CREATE USER 'x23218029'@'localhost' IDENTIFIED BY 'Allied$@2@2u';

Query OK, © rows affected (0.001 sec)

MariaDB [(none)]>

Figure 54 : Creating MySQL Username and Password
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B ec2-user@ip-172-31-34-163:~ X e || e

server version for the right syntax to use near 'Allied$$2024' at line 1
MariaDB [(none)]> CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';Ctrl-C —- e
xit!
Aborted
[ec2-user@ip-172-31-34-163 ~]$ sudo systemctl start mariadb httpd
[ec2-user@ip-172-31-34-163 ~1$ mysql -u root —p
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 26
Server version: 10.5.23-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> CREATE USER 'x23218029'@'localhost' IDENTIFIED BY Allied$$252Q;

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MariaDB
server version for the right syntax to use near 'Allied$$2024' at line 1

MariaDB [(none)]> CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'Allied$@2024';

ERROR 1396 (HY@00): Operation CREATE USER failed for 'wordpress-user'@'localhost’

MariaDB [(none)]> CREATE USER 'x23218029'@'localhost' IDENTIFIED BY 'Allied$@202”';

Query OK, @ rows affected (0.001 sec)

MariaDB [(none)]> CREATE DATABASE ‘wordpress—db";
Query OK, 1 row affected (0.000 sec)

MariaDB [(none)]>

Figure 55 : Creating Database "WordPress dB’

B ec2-user@ip-172-31-34-163:~ X 4 s

GNU nano 5.8 wordpress/wp-config.php

define( 'AUTH_KEY', ' In*v2%69#GC,E[gbP, $06?&0gZIWy+;) :38~DM{sp/09=ATe,&0EbD:Nppz-L=x}"' );
define( 'SECURE_AUTH_KEY', 'cBS {*m;zjX dPo!.k'%$=Gd=_.tCxuG=t"7['+ 2uu3-5?xbu! TBZM<Bp~[_EG}' );
define( 'LOGGED_IN_KEY', '27J?0A+— ., —1i UT=xfOUWmMNIcZDMrSJ+3U<2++%)=3pCNEEn=Xn-x~!Zkd*6"&"(N' J;
define( 'NONCE_KEY', 'clk u-7:?1~[p~+xMXADF18mlW}XdIDaeMjIBX-I6rZwxdY-%<w; sC$rrS, B wEC' );
define( 'AUTH_SALT', 'n(=zM3t~X+-Em<KWn5jbgmp| ; (LOS!?UJe5A9p~-qj-16a8P+2a" | OE#ONutl-fb"'
define( 'SECURE_AUTH_SALT', 'MO|[>ff|V#N$+2il]|q"PxHz"|vZ.+iX2H ‘eu#tfMIH7{UsTw+jk-CO~t>BWH|FMy'
define( 'LOGGED_IN_SALT', 'BOdhzr) ; IwIBmeV~RKIp@GHUSWUVSI*pTqdje$=B~I7xVqy7*G*B[ ?mIP‘'n_RZu'
define( 'NONCE_SALT', 'E)-XF wc+tm]]|$9u*@ | #h7n0idGwpvX UTielfny+uu;80U#1giE-N$zI|bO|-L"

Write Out Wl Where Is Cut Bl Execute Me Location Undo
Read File B Replace Paste B Justify Wi Go To Line Redo

Figure 56 : Changing Values of key and salt
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B ec2-user@ip-172-31-34-163:~

GNU nano 5.8 wordpress/wp—-config.php Modified

define( 'DB_NAME', 'wordpress-db' );

define( 'DB_USER', 'x23218029' );

define( 'DB_PASSWORD', 'Allied$@2024" s
define( 'DB_HOST', 'localhost' );
define( 'DB_CHARSET', 'utf8' );

define( 'DB_COLLATE', '' );
B Help Write Out Bl Where Is Cut Bl Execute B8 Location Undo
" X ER Read File B Replace Paste B Justify Wi Go To Line Redo

Figure 57 : Editing the WordPress config file

B ec2-user@ip-172-31-34-163:~

Architecture Version

3.3-gd 8.3.7-1.amzn2823.0.1 amazonlinux
Installing dependencies:

1 1.17.6-2.amzn2023.0.1 amazonlinux
x86_64 2.13.94-2.amzn2623.0.2 amazonlinux
noarch 1:2.0.5-12.amzn2023.0.2 amazonlinux
x86_64 2.13.0-2.amzn2023.0.1 amazonlinux
x86_64 2.3.3-5.amzn2023.0.3 amazonlinux
noarch 20201206-2.amzn2023.0.2 amazonlinux
noarch 20201206-2.amzn2023.0.2 amazonlinux
x86_64 1.3.14-7.amzn2023.0.2 amazonlinux
x86_64 7.0.0-2.amzn2023.0 amazonlinux
x86_64 .1-21.amzn2023.0.2 amazonlinux
noarch .0-21.amzn2023.0.4 amazonlinux
x86_6U .2-3.amzn2023.0.4 amazonlinux
noarch .2-3.amzn2023.0.4 amazonlinux
x86_64 .9-6.amzn2023.0.2 amazonlinux
x86_64 4-6.amzn2023.0.2 amazonlinux
x86_64 15-2.amzn2023.0.3 amazonlinux
x86_64 10-14.amzn2023.0.2 amazonlinux
x86_64 4-2.amzn2023.0.5 amazonlinux
x86_64 .6.37-10.amzn2023.0.6 amazonlinux
x86_64 .0-4.amzn2023.0.18 amazonlinux
x86_64 .4-1.amzn2023.0.6 amazonlinux
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Figure 58 : PHP Graphics Drawing Library
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B ec2-user@ip-172-31-34-163:~ X A |

Jul 05 10:13:17 ip-172-31-34-163.ec2.internal mariadb-prepare-db-dir[2900]: Database MariaDB is probably ik
Jul 05 10:13:17 ip-172-31-34-163.ec2.internal mariadb-prepare-db-dir[2900]: If this is not the case, make g
Jul 85 10:13:18 ip—172-31-34-163.ec2.internal systemd[1]: Started mariadb.service — MariaDB 10.5 database [g
Lines 1-17/17 (END)
[3]1+ Stopped sudo systemctl status mariadb
[ec2-user@ip-172-31-34-163 ~1$ ~C
[ec2-user@ip-172-31-34-163 ~1$ ~C
[ec2-user@ip-172-31-34-163 ~]$% sudo systemctl status mariadb
mariadb.service - MariaDB 10.5 database server
Loaded: loaded (/usr/ /systemd/ m/| rvice; ; preset: disabled)
Active: t L C i :13:18 UTC; 2h 18min ago
Docs: man:mariadbd(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 2935 (mariadbd)
Status: "Taking your SQL requests now..."
Tasks: 8 (limit: 1114)
Memory: 82.7M
CPU: 2.025s
CGroup: {iystem slice/mariadb.service

=

Jul 05 10:13:17 ip-172-31-34-163.ec2.internal systemd[1l]: Starting mariadb.service - MariaDB 10.5 databasejg
Jul 05 10:13:17 ip-172-31-34-163.ec2.internal mariadb-prepare-db-dir[2900]: Database MariaDB is probably ikg
Jul 05 10:13:17 ip-172-31-34-163.ec2.internal mariadb-prepare-db-dir[2900]: If this is not the case, make g
Jul 85 10:13:18 ip—172-31-34-163.ec2.internal systemd[1]: Started mariadb.service - MariaDB 10.5 database [g
Lines 1-17/17 (END)

[ec2-user@ip-172-31-34-163 ~]$

Figure 59 : Verification of Database Server is running
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6.2 Scanning Results
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Figure 63 : Checking localhost and Proxy settings
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Figure 65 : Manual Testing
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Figure 66 : Scan Option is not visible (community edition)

37



References

References should be formatted using APA or Harvard style as detailed in NCI Library
Referencing Guide available at https://libguides.ncirl.ie/referencing

You can use a reference management system such as Zotero or Mendeley to cite in MS
Word.

Beloglazov, A. and Buyya, R. (2015). Openstack neat: a framework for dynamic and energy-
efficient consolidation of virtual machines in openstack clouds, Concurrency and
Computation: Practice and Experience 27(5): 1310-1333.

Feng, G. and Buyya, R. (2016). Maximum revenue-oriented resource allocation in cloud,
IJGUC 7(1): 12-21.

Gomes, D. G., Calheiros, R. N. and Tolosana-Calasanz, R. (2015). Introduction to the special
issue on cloud computing: Recent developments and challenging issues, Computers &
Electrical Engineering 42: 31-32.

Kune, R., Konugurthi, P., Agarwal, A., Rao, C. R. and Buyya, R. (2016). The anatomy of big
data computing, Softw., Pract. Exper. 46(1): 79-105.

38



