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Configuration Manual

Mahesh Gavhane
23111984

1 Introduction

The purpose of this document is to provide the basic information regarding the Logic
App cloud setup which had been taken place, required systems specification for this
project and the tools like Wireshark for testing purpose, PROM and Jupyter Notebook
for visualization. With an aim to increase security and execution of Secure File Transfer
in multi cloud (Azure to AWS) and within cloud (Azure to Azure) with log analysis and
process mining. This configuration manual is created for the one who wants to replicate
the same project as it contains all the steps for setting up the Cloud environment to
implementation steps along with all the snapshots which will assist the user. This manual
has all the information such as from where all the tools downloaded with software versions,
and the URLs are added for reference.

2 System Specification

This Project uses a combination of tools, all are mentioned below:

Tool Version Version
Visual Studio Visual Studio 2022 (64-bit) - Version 17.11.5
Postman Version -11.21.0
PROM Tool PROM 6.14 with 64 bit IRE8
Jupyter Notebook |v7.2.3 version
Wireshark Version 4.4.2
WINSCP Version 6.3.5

Figure 1: List of tools used

3 Environment Setups and Installation Steps Along
with Scenario-based results

To execute the proposed solution, commence with Azure Environment Setup, AWS cloud
setup, and install the tool required for executing the process, testing, and visualization.

e Step 1: Create an Azure Resource Group with details like subscriptions name and
the name of the Resource Group with Azure Region, for this project, North Europe
has been selected as Azure Region.



= Microsoft Azure

Home > Resource groups >

|Create a resource group | -

Basics Tags  Review + create

O Search resources, services, and docs (G+/)

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more ('

Project details

| Subscription * @O

‘ Azure for Students

I

| Resource group * (O ‘ ‘ |
Resource details

| Region * O | (us) East Us v |

e Step 2: After Resource Group, create an Integration Account with the details like
Subscription and select the resource group that is already created in Step 1. Give
the name of the Integration Account select the pricing tier and Azure Region and
enable the Log Analytics Workspace for further analysis.

= Microsoft Azure

Home > Integration accounts >

Create an integration account

£ Search resources, services, and docs (G+/) I

Build enterprise integration and B2B/EDI solutions with logic apps. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription * | Azure for Students Y% ‘

Resource group * | rg_x23111984 v ‘
Createn

Instance details

Integration account name * | Enter name... ‘

Pricing Tier * | v ‘

Region * | North Europe Y% ‘

Associate with integration service \:‘

environment @

Integration service environment | v

| Enable log analytics © - |

‘ < Previous : Basics | ‘ Next : Tags > ‘

Download a template for automation O

e Step 3: Create a Storage Account for hosting SFTP and setting up a Container for
storing files, set up a Storage Account with a Subscription and existing Resource
Group and give the proper Storage Account name.



Microsoft Azure O Search resources, services, and docs

Home » Storage accounts >

Create a storage account

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure

Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts of

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | Azure for Students w |
Resource group * | DefaultResourceGroup-NEU v |
Create new

Instance details

Storage account name * (O | |

Region * (© | (Europe) Morth Europe v |
Deploy to an Azure Bxtended Zone

Primary service () | Select a primary service W) |

*
Performance * © @ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Previous Next Review + create

e Step 4: Set up SFTP server in Storage Account, Add 2 “Local User” and their
“Authentication Method” and “Home Landing Directory”. One is for the source
directory and the second is for the destination Directory.

= Microsoft Azure £ Search resources, senvices, and docs (G+/) I o Copilot ] Q0 & @ & @1%@sudentnd.. §
NATIONAL COLLEGE OF RELAND..

Home > Storage accounts > x23111984

[Storage accounts « g x23111984[SFTP » | x
o o e
+ Creste ) Restore - [ searcn o« [ - Addlocaluser| v EnableSFTP X Disable local users () Refresh

A Dlagiose ana sowe proviens
Fiter for any el 5 Access Contol (AM) © Local usrs and/or SETP i csabied forthis sccount To connect o storage account via SFTP encpaint. enable Loca sers and SFTP.
Name & Data migration Create or edit local users below in order to utilize SSH File Transfer Protocol (SFTP). Learn more
= 19:2311198483¢5

o Events (2 Fitter local users by prefix (case-sensitive)

= rg:231119849dcc "t By Storage browser
= 3111984 | 8 partner solutions Connection string Authentication method Permissions Home (landing) directory

v Favorites | 2 984.maheshserr 984b.. [  SSHPassword (Regenerate) Set x23111984container/outgoing W |

|
23111984 maheshserver1@x23111984bl.. [  SSH Password (Regenerate) Set x23111984container/incoming o
W Containers

‘ »
v Data storage

e Step 5: Setup Azure Container using a storage account for storing and processing
purposes. After creating the container, create different directories for dropping
and uploading the file in the source and destination directories. For this project, 3
directories have been created Incoming, Outgoing, and Logs for dropping, uploading
and storing the generated logs.



e o e e e e

l % Copilo

Home >
== x23111984container
Container

a

Add Directory () Refresh

Search | x « T Upload

Authentication method: Access key (Switch to Microsoft Entra user account)

Loca 23111984container

| 1 Overview

J’ Diagnose and solve problems

,”{j Give feedback

| Search blobs by prefix (case-sensitive)

% Access Control (IAM)

v Settings
Name Modified

Access tier

@ Shared access tokens

[l incoming 10/15/2024, 1:27:32 PM

D logs

[J = outgoing 10/15/2024, 1:34:06 PM

A9 Manage ACL
11/8/2024, 7:49:39 PM
Access policy

il} Properties

O Metadata

Archive status

e Step 6: Install WinSCP to login to SF'TP local user created in step 4 using credential
and check if credentials are working properly and are able to login to WinSCP. E

C @ % winscp.net/eng/do

» YouTube 1“1 Gmail € Catalog|Qwikiabs [) NCI-CyberSec [ PartTime [ Study [ Thesis Process mini.. [ Job Application [ Cybersecurity [ BIM [ Thesis Report

[ AllBookmarks

WinSCP 6.3 is a major application update. New features and ennancements include:

« single large fle can be.

wnloaded using multiple SFTP connections.

ificates for host verification.

« Support for Ope
« File nash can b criterion for synchronization.

« Improve

vior when duplicating and moving remote files,
« Support for HMAC-SHA'512

+ TLS/SSL core upgraded to OpensSL 3.

L

ENAS
Properties ~ | M New ~

: &, Login

I ew st Workspace
My Workspace Nome: My Workspace
123111984 maheshserver2@x2311184.blob.co

5 3111984 maheshservert @xa3111964 bab.cor| 20110308 = Documents

Todls ¥ Manage v

8 show Login dialog on startup and when the fast session is closed

e Step 7: Create Azure Log Analytics Workspace and check Enable Log Analytics
checkbox is ticked while creating the integration account. Give your workspace a
proper name and select the same Resource Group, which is used while creating the

Storage Account and Integration Account.

thttps:/ /winscp.net /eng/download.php



Microsoft Azui £ Search resources, services, and dc

Home > Log Analytics workspaces >

|Create Log Analytics workspace | -

Basics Tags  Review + Create

@ A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

‘With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ ‘ Azure for Students N |

L |

Resource group * (O v |
Create new
Instance details
Name* © \ |
Region* @ ‘ North Furope v |

[ Revew  crete [T ) Rrevepe

e Step 8: Search for Logic App in the Azure portal, and click on the Add option
to create the New Logic App. While creating the LA, select a Hosting Option —
Consumption. Use Subscription, Resource Group and give proper name to Logic

App.

Microsoft Azure £ Search resources, services,

Home > Logic apps » Create Logic App >

Create Logic App (Multi-tenant)

Basics  Tags  Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * (O ‘ Azure for Students s |
L Resource Group * (O ‘ (New) Resource group ~ |
Create new

Instance Details

Logic App name * | Logic App name |
Region * ‘ North Central US R |
Enable log analytics * O Yes @ No

o Looking for the classic consumption create experience? Click here

‘ < Previous H Next : Tags >




e Step 9: For this project two Logic Apps is created one is “x23111984 sftp” for
Secure File Process within the cloud (AWS) and multi cloud (AWS). And another
one is “x23111984 logcapture” for capturing the logs.

— A. Logic App — “x23111984 sftp” is created by using designer and codeview.
In the designer view click on add action to add action as shown below. For
this project, the below flow has been created, if want to replicate the flow the
same workflow. Designer View

ces, and cocs (G+)

—
-]
£ ®
* Get il content sing [ Pa—
®
[
@ @
@& BN | [ sevvarisve
)
Upload Flein [ AaurtoRwsieTanst
+ ™ 2 er-Uploa 1
:
m | [ Sencian emat 22
Code View
. /> X23111984 sftp | Logic app code view # x
° a

iy log B

i Access control (1AM)

ommections ) [*sftpuithssh’ ][ connectiontd' ]

Jincontng")))

— B. Logic App: “x23111984 _logcapture” is created by using designer and codeview.
Click on Logic App Designer and select an action to create a flow as shown
below. For this project, the below flow has been created, if want to replicate
the flow of the same workflow. This flow helps in capturing all logs and saving
the generated logs in JSON and CSV format and uses the director created in
the storage account to the logs in the “Logs Folder”.



Logic App Designer View

Home > Logic apps > x23111984_logcapture

o x23111984_logcapture | Logic app designer s

Logic app

£ Search o« DR B save X Discard (€] Parameters {} Code view E

2, Ovenview

@ Info {} Fileabug

Recurrene Tiggerin «
every2Min

B Actvtylog
. Access control (IAM) @
@ Tags |

£ Diagnose and solve problems

GetLogs From Log
Aolytics Workspace

 Development Tools p
@
24 Logic app designer

</> Logic app code view

Parse JSON Using
SpocificSchama

D Run history

© Versions
@ APl connections Y Comert e 50N
& Quick start guides csv

v Settings @

& Workflow settings

A
Authorization ®
© Access keys . Create CSV file Create JSON file

Identity o °
1} Propertes o @ @

Q Locks -

. .
Logic App CodeView

Home > Logic apps > x23111984 logcapture

<> x23111984_logcapture | Logic app code view x
Logic app
£ Search o« Bsne X 0
5 Overview - 1
2 “definition”
B Actiitylog 3 “Sschema: “https://sch t.azure..con/p ; Logi 1 /workfloudefinition. Jsont”,
S5 Access control (IAM) N X ersion”: "1.0.0.0%,
5 triggers™: {
@ Tags 6 “Recurrence_Trigger_in_every_2_Min": {
7 "recurrence”: {
2 Diagnose and solve problems. 8 interval
9 Frequen
* Development Tools 10 "timeZone 'GMT Standard Time"
o L 4 n s
i%s Logic app designer 12 “evaluatedRecurrence™: {
. . 13 “interval":
</> Logic app code view ’
JECED 14 “frequency” nth*”,
D Runhistory 15 “tineZone": "GAT Standard Tine"
16 b
T Versions 17 "type": "Recurrence”
18 3
& API connections 19 5
20 "actions™: {
& Quick start guides 21 “Get_Logs_From_Log_Analytics_Workspace”: {
V Settings 2
23
£ Workflow settings 2
25 ytics.io/v1/workspaces/@21: -,
Authorization 2%
27 “headers”: {
© Accesskeys 28 "Content-Type": "application/json™
dentity 2 b
30 “body": {
11} properties 31 “query": "AzureDiagnostics | project TimeGenerated, resource_runld_s, status_s, resource actionllame_s | order by TineGenerated asc”
2 )
O Locks - 31 “authentication™s { -

e Step 10: Search for Function App in Azure Portal, create Function App, give proper
function name, select Runtime Stack, and make sure was to select the same resource
group that created while setting up the Integration Account.

Upload the created function in Azure Function App under the name of the created
function.



0g rie E P Buid D Test A x in ' FunctionApp1 2 =

e Debug - AnyCPU & 0 - B FunctionApp 5 s — 1 & GitHub Copilot

S 'Functiont.cs # X
% FunctionApp1 ~ 9gUploadToS3Function
& y

Solution FunctionApp1®
# FunctionApp1

@) localsettingsjson

c# Program.c

FunctionApp2
nnected Services

&6 Dey

S Properti

Function2.

= executionc Solution Explorer  Git Change:

log
1og.LogInfornation

requestso
ex(req.Body))

reader. ReadToEndAsync();

equestBody);
IuT0rEmpty (FileUploadRequest . Content))

Add Function App Action in Azure Logic App, select the created Function App, add
the request body to execute, and call the function from the logic app only.

Copilot X23111984@student.ng

m SIS SN l

Home > Logic apps > x23111984 sftp

NATIONAL COLLEGE OF IRELAN

o x23111984 _sftp | Logic app designer X

[@] Parameters {} Code view @ info £ Fileabug

2, Overview

» AzureToAWSFileTransfer-UploadTos3 1
Activity log

-]

8a. Access control (AM) Upload File in AzureToAWSFileTransf { 5

fa maheshserver 2 er-UploadTos3 1 Parameters  Settings  Codeview  About
¢ _

2 p

Tags

Diagnose and solve problems Request Body

' Development Tools

e — “FileName": *[Z] Name x *,

ogic app designer . . .

Send an email (v2) 2 ‘Content": " [ base64Tostring(.) <
</> Logic app code view }
9 Run history
B Versions
Advanced parameters
APl connections Showing 0 of 4 MIEST]

Quick start guides.

Setup AWS environment for storing processed file, create AWS S8 bucket with proper
S8 bucket name. In this project, AWS 83 bucket is created to store the transmitted
file which shows Azure to AWS workflow.

B £ @ @ sodhmv | MaheshGavhane v

e Amazon$3 > Buckets > my-filetransfer-bucket © @ o

Amazon $3 < | my-filetransfer-bucket i

General purpose buckets

Directory buckets Objects  Properties | Permissions ~ Metrics =~ Management | Access Points

Table buckets New
Access Grants
Access Points Objects (4) it

Object Lambda Access Points @ I8 Copy S3 URI 10 Copy URL ¥ Download Open [2 Delete Create folder F Upload

Multi-Region Access Points Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7 to get a list of all objects in your bucket. For others to access your objects, you'll

i 2
Batch Operations need to explicitly grant them permissions. Learn more [
1AM Access Analyzer for S3 [ Q. Find objects by prefix 1 @
| Name a | Type v | Last modified v | Size v | Storage class v
Block Public Access settings for B Azure December 3, 2024, 12:25:14
this account O ploadedtestit it (UTCr00:00) 10208 Standard
December 4, 2024, 00:46:04
9 O D tetfie (UTC+00:00) Standar

Dashboards

December 3, 2024, 12:47:37
Storage Lens groups O [ testlemahesh - o, 1108 Standard
AWS Organizations settings s
O [ testfilex23111984 - :ﬁi’:}?{]g 2024, 12:46:42 1208 Standard

Foatura cnntlinht TR -



e Step 11: Using Logic App — “x23111984logcapture”, generate the logs and once
created, download them from Storage Account for further analysis. Below is the
CSV structure generated by Logic App. To capture the logs from Log Analytics
Workspace and to convert the required JSON format into CVS format KQL query,
Schema, and JavaScript code have been used as shown below.

— Use Action called “Log Analytics Workspace” with their URI and KQL query
to capture the log from the workspace.

» MEN  Get Logs From Log Analytics Workspace
Recurrence Trigger in

every 2 Min
Parameters  Settings  Codeview  Testing  About
rjr\ o
o URI*
: Get Logs From Log g;t(;)as:g/gggg%%?nzgtics.io/ﬂ/workspaces/ﬂz12621c—bef4—41f6—8846—
Analytics Workspace query
Method *
a0 | POST e |
&
Headers
l| Parse JSON Using ‘ | e ‘
Content-Type application/json 7]
Specific Schema P il 4 ‘D
Queries
N ‘ Enter key | Enter value ‘
Convert the JSON in Body
csv {
"query": "AzureDiagnostics | project TimeGenerated, resource_runld_s, status_s,
@;\ resource_actionName_s | order by TimeGenerated asc”
A
T }
Cookie
oy .
\'i‘_/' Enter HTTP cookie

— Use the action “Parse JSON” with the given schema to convert the JSON into
format JSON format.



Rec " ) B new 7 E|Enew 8 3| Enew E3| B new 10 E3| B new 11 E3| Bl new 15 E3| B e
) urrence Trigger in -
every 2 Min 1 t .
2 "properties": {
1 3 "value™: |
u»j 4 lltypell . "array",
5 "items"™: {
- [ "properties": {
“N Get L F L .
Anal Og:j \:::I'( ofce 7 "TimeGenerated": {
Ytl sp Ei "tYpe" : "String—"
9 I
g_; 10 "resource runIld s": {
L 11 "type": "string"
. 12 by
Parse JSON Using 13 "status s": {
Specific Schema 14 "tyﬁe ": "string"
15 b
) 16 "resource actionName s": {
M - -
T 17 "type": "string™
13 }
1633 Convert the JSON in 19 1,
v 20 "required™: [
| 21 "TimeGenerated",
{:.P, 22 "resource runld s",
23 "status_s",
i 24 "resource_actionName s"
Py [~
F 3 ]
N 26 }
7 }
Create CSV file Create JSO| 8 }
. | 25 |h]
:
'/:l-\J @llength 1821 lines:29 Ln:29 Col:2 Pos:822 Window
\

— For converting JSON to CSV format, use the “JavaScript” action with the
code shown below.

const headers = table.columns.map(col => col.name);
const rows = table.rows;

E Recurrence Trigger in > Convert the JSON in CSV
every 2 Min
(+) Parameters  Settings  Codeview  About
[ -
E Get Logs From Log Code ™
Analytics Workspace 1 // Access the JSON data passed as an input parameter
2 const jsonOutput = workflowContext.actions
@ ["Parse_JSON_Using Specific_Schema™].outputs.body ;
3
4 // Function to convert JSON to CSV
Parse JSON Using 5 function jsonToCSV(jsenOutput) {
Specific Schema 6 const table = jsonOutput.tables[@];
7
8
9

@

19 // Convert headers and rows to CSV format
m Convert the JSON in 11 let csv = headers.join(",") + "\n";
csv 12 rows . forEach(row => {
13 csv += row.map(value => ~"${value}"” ).join(",") + "\n";
&) 14 s
15
16 return csv;
o\ ) 17
® @ e
19 // Convert JSON to CSV
Create CSV file Create JSON file 28 const csvContent = jsonToCSV(jsonOutput);
. | 21
22 Jf/ Return the CSV content
(—j—:\ (—Q‘—\} 23 return csvContent;

— After converting JSON to CSV, Logic App stores both "logs.json” and "logs.csv’
in the storage account as shown below.

Result: Logic App generates Logs.csv

10



SRSl

Home > x23111984_logcapture >

x23111984@student.n
E OF IRELAY

NATIONAL CO

Inputs
Create_CSV_fe_
f
“method"
Tqueries"s {
“folderPath": "/logs/"
log-2024-11-14-15-50-33.csv",
G T

"ReadFileMetadataFromServer”: "True"

HS
+ “/subscriptions/Gacedsas-419e-4727-b279-861d9d3£8269/ resourceGroups/rg_x23111984/providers/Microsoft.Web/comnections/sftpuithssh-1"

["body”: "TimeGenerated, resource_runld_s,status_s,resource_actionName_s\n\"2024-10-25T00:30:48.71306577\" , \"08584717906367962677905454645CU14\ ", \"Running\", \"\"\n\"2024-10-25T00: 30: 48 . 71843857\" ,
5547179ae}s795257790§454545(u14\“ \"Succeeded\",\"\"\n\"2024-10-25T00:30:48. 72762867\ " | "08584717906367962677905454645CU14\ "\ "Succeeded\",\"\"\n\"2024-10-25T00:30:48.77765237\" ,
584717906367962677905454645CU14\ ", \"Running\",\"List_files_in_folder\"\n\"2024-10-25T00:30:48.97285657\" , \"08584717906367962677905454645CU14\", \"Succeeded\", \"List_files_in_folder\"\n\"2024-10-25T00:30:4
5567\",\"08584717966367962677905454645CU14\ " ,\"Running\", \"For_each\"\n\"2024-10-25T00:30:49.05366017\" , \"08584717906367962677905454645CU14\"  \"Succeeded\"

s

g

584717906367962677905454645CU14\ "\ "Running\ ", \"Azure ToAWSFi leTransfer-UploadTos 3\ "\n\"
‘AzureToAWSFileTransfer-UploadToS3\"\n
\"\"\n\"2024-10-25T00: 33: 31..25120727\" .\ "08584717904742655981884071564CU35\'

\"Running\".\"\"\n!

Result: Logic App generates Logs.json

024-10-25T00: 30:49.16156227\",\ "08584717906367962677905454645CU14\ "
2024-10-25T00:30:49. 17554337\ ", \ "08584717906367962677905454645CU14\ ", \"Failed\",\"\"\n\"2024-10-25100:33:31. 21205372\ ", \”05:847]7964742655951554971;GA(U3:\" \"Running\",
"\"\n\"2024-10-25760: 33: 31.26659367\" .\ "68584717904742655981884071564CU35\ " . \"Succeeded\" . \"\ "\n\"2024-10-25760: 33: 31

\”;o.—,each\"\n\”zau 10-25T00:30:49.06142227\"
iled\",

PSSRl

111984@student.

I 0 Copilot

X
NATIONAL COLLEGE OF IRELAND,

Home > x23111984_logcapture >

Inputs

{

“name”: "log-2024-11-14-15-50-33.json",

“queryParameterssingleEncoded

headers
"ReadFileMetadataFronServer”: "True"
b
"path”: "/datasets/default/files",
“host": {
"connection": {
“name": " P 727-b2 ps/rg_x23111984/providers/Microsoft.Web/connections/sftpuithssh-1"
"body™: {
“tables": [
{

“name”: "PrimaryResult”,

"columns”: [

: "TimeGenerated”,

“type": “datetime"
b
{
"resource_runld_s",
“string”
b
{

"status_s",
“string”

e Step 12: Install PROM tool (version 6.14) for process mining, from

the official

website. PROM lite 1.4 also works for executing the workflows [

C A =

promtools.org

> YouTube 11 Gmail €) Catalog|Quikiabs [ NCI-CyberSec [ PariTime [ Study [ Thesis Process mini.. [ Job Application

[ Cybersecurity

[3 BIM [ Thesis Report [ All Bookmarks

ProM Tools

ProM 6.14 has been released

- -
process mining workbench

ProM Lite 1.4 ProM 6.14

ProM 6 nightly builds RapidProM ProMs.2

ProM Tools

Processes are an integral part of today’s world, driving services and internal functionalities in
businesses, governmental bodies, and organizations around the globe. While there are plenty of
systems available for supporting the execution of such processes, the current practices for moni-
toring and analyzing this execution in the organizational reality still leaves a lot to be desired.
Process Mining is able to fill that gap, providing revolutionary means for the analysis and moni-
toring of real-life processes.

Process Mining research is concerned with the extraction of knowledge about a (business)
process from its process execution logs. Process Mining strives to gain insight into various per-
spectives, such as the process (or control flow) perspective, the performance, data, and organiza-
tional perspective (The processmining.org web site has more in-depth information and scientific
publications available).

ProM is an extenslble framework that supports a vmde vanety of process mmmg techmques in the

Zhttps://promtools.org/

11

Search.

Documentation

Search

Search

Windows
Download ProM Lite 1.4 with 64-bit JRE8

Download ProM Li

1.4 with 32-bit JRES

Download ProM Lite 1.4 without JRE

Download ProM 6.14 with 64-bit JRES

Download ProM 6.14 with 32-bit JRES
Download ProM 6.14 without JRE

Download ProM 5.2



— a) Installing PROM tool, Open the Process Minig PROM tool package man-
ager to import packages like CSV import and required packages based on
Process Mining methods.

13 ProM UTopia Package Manager

— b) By using generated logs.CSV from log capture Logic App, import that CSV
file in the PROM tool and create Labelled Event Logs by using the action —
“Infer Case ID”, select the attribute and click on continue. The structure of
Labeled Event Logs are shown below.

12 ProM UlTopia

— ¢)Export log to workspace with name starts “XESLog” and using that created
Event Log in input, apply the method which can create a graph for analyzing
the workflow. For this project, we use the “Petri Net Flow method” and
“Direct Follow method” as shown below.

12



13 ProM UrTopia - o X

ProM

Actions

Actions

Click to add output object

Click to add input object

Direct Follow Graph :

Directly follows + minimum self-distance graph of test1.csv

st_files_in_folder [>19

For_each_1[ 1 | AzureToAWSFileTr 16

132

b

d

AzureToAWSFileTransfer-UploadToS3_1[16 | Execute_JavaScript_Code [>18

Get_file_content_using_path [2>6
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Petri Net Flow Graph:

midde 5

monam s

/ o5
[

Gut_fie_content_using_path_1

AzneToAWSFiTransfer-UploadToS3_1

\ a0

e Step 13: For visualization, install Jupyter Notebook from the official website, and
use Python libraries for visualizing the graphs. E|

G @ % jupyterorg % 0

> YouTube

1 Gmail € Catalog | Qwiklabs [ NCI- CyberSec [ PartTime [ Study [ Thesis Processmini.. [ Job Application [) Cybersecurity [ BIM [ Thesis Report [ Al Bookmarks

JUPYEer  Loronz Diferrtial Euations weswss

s ‘ Jupyter Notebook: The Classic Notebook Interface

B+ xoB e e o
ece

= JUpyter weicometoR Exploring the Lorenz Syste

The Jupyter Notebook is the original web application for creating and sharing computational
documents. It offers a simple, streamlined, document-centric experience.

Install the Notebook
Jupyter P s mo

Welcome to the

B |

— a) Import Python libraries like “Pandas” and “Numpy” as shown below.

3https://jupyter.org/

14



-[210]: | import pandas as pd + N
import numpy as np

from sklearn.preprocessing import LabelEncoder

import matplotlib.pyplot as plt 6

data = pd.read_csv("C:\\Users\\Lenovo\\Desktop\\Thesis Part 2\\implementation\\log-2024-11-14-15-35-35.csv")
print(data.head())

TimeGenerated resource_runld_s status_s \
2024-10-25T00:30:48.7130657Z  @8584717906367962677905454645CU14  Running
2024-10-25T00:30:48.71843857  08584717906367962677905454645CU14  Succeeded
2024-10-25T00:30:48.72762867 08584717906367962677905454645CU14  Succeeded
2024-10-25T00:30:48.7776523Z @8584717906367962677905454645CU14  Running
2024-10-25T00:30:48.97285657  ©8584717906367962677905454645CU14  Succeeded

W R

resource_actionName_s
] NaN
1 NaN
2 NaN
3 List_files_in_folder
4 List_files_in folder

— b) After installing the jupyter and importing libraries, generate various graph
which helps in analyzing the overall workflow and any irregularities and de-

viation in the graphs. For this project, various graphs has been generated as
shown below.

# Calculate the duration for each "“resource runld s~

data[ 'duration’'] = data.groupby('resource_runId_s')['TimeGenerated'].transform(lambda x: x.max({) - x.min())

# Count action occurrences per run ID

action_counts = data.groupby('resource_runld_s')['resource_actionName_s'].value_counts().unstack(fill value=@)

# Merge counts back to the dataset
data = data.merge(action_counts, on='resource_runId_s', how='left")

# Time-series analysis: Plet activity over time
data.set_index('TimeGenerated®)['status_encoded'].plot(title="Status over Time')
plt.show()

[ Status over Time

3.0 1

2.5 1

2.0 1

1.5 A

1.0 1

0.5 4
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# Action freguency distribution

5'].value_counts().plot(kind="bar', title="Action Freguency"')

'resource_actionMName

datal

plt.show()

| Action Frequency |

60

20 ~

10 1

yled Buisn juajuod 3|y 329
a|qeuenazijeniu|

(ZA) 1ewa"ue puss

1 £soLpeojdn-1a)suel] 3|4SMYaLINZY
173y 21820

T yied Buisn juajuod 3|y 199
uoiyipuo)
£50Lpeo|dn-Ja)sueiL3|IdSMYOLINZY
yoea Jody

T yoea 104

apoa 1dulsene[ ajnaaxg
13p|oy Ul s3ajy 1sn

NOS[ asied

3|y ajeal)

dlIH

| resource_actionName s |
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# Extract hour and doy from the ~Timeseneroted™ column
data[ "hour'] = data['TimeGenerated'].dt.hour
data['day'] = data['Timecenerated"].dt.date

# aroup by hour to detect hourly patterns
hourly_activity = data.groupby('hour").size()

# Plot hourly patterns
import matplotlib.pyplot as plt

hourly_activity.plot{kind="bar", title="Hourly Log Activity')

plt.xlabel( "Hour of Day')
plt.ylabel("Number of Logs')
plt.show()

# aGroup by day to detect daoily activity potterns
daily activity = data.groupby( 'day"').size()

# Plot daily patterns

daily activity.plot{title="Daily Loz Activity')
plt.xlabel("Date")

plt.ylabel("Number of Logs')

plt.show()
Hourly Log Activity

140 A

120 4

1100
v
=]
5

EHELE
7]
]

E| 6o -
=

40

20 1

D B

=] m -+ [F5] =] o (=] = ™~ m
— — — — — ('] ™~ ™ m
Hour of Day
| Daily Log Activity
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import plotly.graph_objects as go

# Prepare data for Sankey diagram

sankey_data = data.groupby(['resource_actionhame_s', 'status_s']).size().reset_index(name='count')

# Create mappings for source and target nodes
all nodes = list(set(sankey_data['resource_actionMame_s']).union(set(sankey data['status_s'])})

node map = {node: i for i, node in enumerate(all nodes)} # Map node names to indices

# Map source and target columns to their indices
sankey_data[ 'source'] = sankey_datal 'resource_actionName_s'].map(node_map)

sankey_data[ 'target'] = sankey_data['status_s'].map(node_map)

# Build the Sankey diagram
fig = go.Figure(go.Sankey(
node=dict(
pad=15,
thickness=20,
line=dict(color="black", width=8.5),
label=all_nodes # Use all unique nodes as Labels
)
link=dict(
source=sankey_data[ 'source'], # Map sources
target=sankey_data[ 'target'], # Map targets
value=sankey_data[ "count’] # Use count as the weight

))

# Set title and display the figure
fig.update_layout(title_ text="Sankey Diagram: Actions to Statuses", font_size=10)
fig.show()

Sankey Diagram: Actions to Statuses

== List-fileszin=folder.
! o

—Inil

ent=using=path.
e==.Get=file=content=using—path-1.
== Create=file=1.
[1ParsezJSON
EELHTTR

[ Createfile

== For=e

== For=each=1
== Execute-JavaScript=Code

==Sendzanzemail=(V2)
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import plotly.graph_objects as go

# Step 1: Prepare Nodes and Edges
unique_nodes = list(set(data[ 'resource_actionName_s']).union(set(datal'status_s'])))

node_indices = {node: i for i, node in enumerate(unique_ nodes)}

edge_x = []
edge_y = []
for action, status in edges:
edge x.append(node_indices[action])

edge y.append(node_indices[status])

# Step 2: Create Network Graph
fig = go.Figure()

# Add edges
for action, status in edges:
fig.add_trace(go.Scatter(
x=[node_indices[action], node_indices|[status]],
y=[e, 11,
mode="lines",
line=dict(width=8.5, colorz'gray'),

hoverinfo="none"’

Interactive Network Graph: Actions and Statuses |

0.5

0

acure lavaScFmtTe@idbze variSiwP L adifnshath 1 Condition  Gear fdachodte mIndiis fikfiransfer-lnloadEaSerse 1SON
0 10 15

e Step 14: Install Wireshark, after installing, start the WireShark application and
start capturing the packet and simultaneously start file transmission from WinSCP
to hosted Azure to an azure hosted SFTP and by using tcp.port==22 filter in
Wireshark to capture the SFTP’s traffic only. This step verify that the packet
during the transmission is encrypted.
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Capturing from Wi-Fi

Edit Vi pture Analyze Statistics Telephony Wi

BR Res=EF IR

Source
Encrypted packet (len=176)

: Encrypted packet (len=48)
Encrypted packet (lan-64)
Encrypted packet (len=64)
Encrypted packet (len-30)
Encrypted packet (len=96)
Encrypted packet (len-30)
: Encrypted packet (len=96)
22 [ACK] Seq=2655 Ack=1697 Win=4194043 Le
Encrypted packet (len-86)
Encrypted packet (len=112)
Encrypted packet (len-112)
Encrypted packet (len=208)
Encrypted packet (len-112)

.60.145.164
13.87.152
.60.145.164
.13.87.152
.60.145.164

62275 >

[Next Sequence Number: 3671  (relative sequence number)]
Acknowledgment Number: (relative ack number)
Acknowledgnent number (raw): 2960179710
0101 Header Length: 20 bytes (5)
Flag: 18 (PSH, ACK)
Window: 32762
[Calculated window
[Window size scaling factor: 128]
m: 0x0810 [unverified]
[Checksun Status: Unverified]
Urgent Pointer:
[Timestamps]
[SEQ/ACK analysis]
TCP payload (112 bytes)
SSH Protocol
~ SSH Version 2 (encryption:aes
Length ( ed): 7d77ascf
9F6ccdaa2e81911F0d1109b86aF3c78b265123e410dbacda52e2F2100598bBFF

6-ctr mac:hmac-sha2-256 compression:none)

Encrypted Packet
C: ce319bada6868 2 915c758b8d84294Fe0226bdaco398F8

Displayed: 8 Profile: Defautt|

et), 76 bytes

4 Senario Based Results

4.1 Senario 1

~Within Azure: From the SFTP server to designated storage folders.

Runld - 08584688499449355123761745814CU47
File Name - testfile drops in maheshserverl (Home Directory x23111984container/incoming)

e e ]

B My documents - aS A S B FindFiles
Properties ~ M New~

% Upload - I Edit ~ X uk B Properties ~ B Neu

Type Changed Changed
Parent directory 11/14/2024 355:14 PM
4 1:40:11 AM

CAT_NSPT Report.pdf KB Adobe Acrobat Do. 1KB | 11/20/2024 7:01:53 PM
Final CA1_NSPT 10,323 KB Adobe Acrobat Do.
W cestiile 1KB File 11/20/2024 7:01:53 PM

0Bof 102Bin0of 1

0B0f20.1 MBin0of 3

—Logic App successfully triggered and after processing the file content is
encoded during transit. Initially, the file Content of test file shown below:

20



I ZEElil L CA\Users\Lenovo\Downloads\Documents\Downloads\testfile — Editor - WinSCP
E My docum’

& Encoding - [] Color~ £ @

h:esting - sending file from maheshserverl to maheshserver2 and simultaneously in AWS S3 bucket server.

Encoded Content:
"$content”: ?dGVzdGluZyAtITHNIbmRpbmegZmlsZSBmem9tIGlhaGVzaHNlenZlcj
EgdG8gbWFoZXNoc2VydmVyMiBhbmQgc2ltd Wx0YW51b3VzbHkgaW4gQVdITIF
MzIGJ1Y2t1dCBzZXJ2ZXTu”

Decode Content:
Testing - Sending file from maheshserverl to maheshserver2 and simultaneously in AWS
S3 bucket server.

Home > x23111984 sftp > Runs history > x23111984 sftp >

Outputs X

Get_file_content_using_path_1

{

"statusCode”: 200,

“headers”: {
"Cache-Control”: "no-store, no-cache”,

no-cache”,

MTEVMjAVMjAYNCAXOTOWMTOIM3wXMDI=\"",

https://logic-apis-northeurope.azure-apim. net/apin/sftpwithssh/c2c1896Fab3446419d3481212e483b0a/datasets/default/GetFileContentByPath?path=42fincoming%2ftest file&infercor

"Set-Cookie": "ARRAFfinity=18ffbbebca2e6asoa7719bageacdb240aa79c70cd565eCf ce265809dd3032f9a; Path=/;HELpONly; Secure; Domain=sftpuithssh-ne.azconn-ne-003.p. azurewebs ites .net, ARRAFFinitys

"Strict-Transport-Security”: "max-age=31536000; includesubDomains”,

“x-ms-request-id": "f8: b-1954-49b7-80e8-f121f337b8aa",

“X-Content-Type- "nosniff",

"X-Frame-options

“Timing-Allow-Origin": "=",
“x-ms-apihub-cached-response”: "true”,
"x-ms-apihub-obo”: "false",

"Date”: "Thu, 28 Nov 2024 @1:22:20 GMT",
"Content-Length": "102",

“Content-Ty) application/octet-stream",
“Expires”
L
"body": {
“$content-type": "application/octet-stream",
“$content”: "dGvzdGluzyAtTHn1bnRpbncgzm] s76BnemtT61haGVzaki] cnZl cEgdG8gbiiE dnvyMi Bhbmogc2] tduixovws] TFNZ1GI1v2t)dCBZZXg22XTu"
}
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—After processing, the file is in the destination (Outgoing) folder.

resour rvic ) L] x23111984@student.n
p e l —re, NADONALCOL EGE OF; BELAND:

Home > X23111984'| Containers >

== x23111984container

Container

0 Search X T Upload + Add Directory () Refresh & Give feedback

7 Overview

Authentication method: Access key (Switch to Microsoft Entra user account)

Location: x23111984container / outgoing
2 Diagnose and solve problems

Search blobs by prefix (case-sensitive) ( ) W
8 Access Control (IAM) J (® ) Show deleted objects
V' Settings
Name Modified Access tier Archive status Blob type size Lease state
@ Shared access tokens
Omu
82 Manage ACL
[ 12 testfile: 11/28/2024,1:22:22 .. Hot (Inferred) Block blob 1028 Available
Access policy

1If properties

O Metadata

4.2 Senario 11

Across Clouds: From Azure to AWS S3 using Azure Functions and the AWS S3 client.

—Same test file has been dropped in an incoming folder.

523111984 X

FEEIIIE e ]
A S B rindF
Properties ~ | Bl New~ [l

Changed

11/14/2024 355:14 PM
NSPT Report pdf 324 KB a 024 1:40:11 A
1.NSPT Repor.

.1 MBin0of3

0Bof 102Bin0of 1

00028
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—Azure Logic App, Action - Azure Function App is triggered and invoked
function — UploadToS3 as shown below.

Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > Function App > /AzureToAWSFileTransfer > UploadToS3

NATIONAL COLLEGE OF IRE!

I',ic(:pnot @ & 3111984@student

UploadToS3 | Invocations X

AzureToAWSFileTransfer
Code +Test Integration ~ FunctionKeys  Invocations ~ Logs ~ Metrics

A Open in Application Insights () Refresh &7 Send us your feedback

Query
Up to 20 of the most recent function invocation traces. For more advanced analysis, run the query in Application Insights.

Success count Error count
022 Q0
Last 30 days Last 30 days

Date status Result Code Duration (ms) ~ Operation ID

11/28/2024, 1:22:23 AM © Success 200 1518 6dlfad49d32e830bd2580d6dffda47c8

—After successfully processing the logic app, testfile uploaded to AWS S3 Bucket and
Logic App sent confirmation email as shown below.

B £ ® @ Sstockhimv | MaheshGavhane ¥

e AmazonS3 > Buckets > my-filetransfer-bucket © # °®
Amazon $3 < my-filetransfer-bucket i
Buckets

Access Grants Objects Properties Permissions Metrics Management Access Points

Access Points

Obiject Lambda Access Points

Multi-Region Access Points
Batch Operations
1AM Access Analyzer for 53

Block Public Access settings for
this account

v Storage Lens
Dashboards
Storage Lens groups.

AWS Organizations settings

Feature spotlight ()

(3 Cloudshell  Feedback

Objects (1) info
@ I8 Copy 53 URI 18 Copy URL ¥ Download Open [2

Delete Create folder 7T Upload

Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7 to get a list of all objects in your bucket. For others to access your objects, you'll need
to explicitly grant them permissions. Learn more [

[q Find objects by prefix J 1 @
[ Name a | Type v | Lastmodified v | Ssize v | Storage class v
Azure-To-AWS-file- November 28, 2024, 01:22:25
O D =rmneawsi xt SIS A DT 10208 Standard

uploaded-test.txt
e

c oritsaffiliates.  Privacy  Terms  Cookie preferences

‘ CONFIRMATION!! FILE SUCCESSFULLY UPLOADED TO YOUR AWS S3 BUCKET |+ inbox x @ B

outlook_78AE45A299654011@outlook.com 624374amahesh@gmail.com via outlook.com

1215PM (6 hoursago) v @ €

to x23111984@student.ncirl.ie, me v

Hi Mahesh (X23111984)

‘We are pleased to inform you that your encrypted file - "Azure-To-AWS-file-uploaded-test txt" with 1d - "L2IuY29taW5nL3RIc3RmaWxILmRIcg=="has been successfully uploaded to your AWS S3

bucket.

Thanks
Azure Logic App

—If Logic App terminates, send alert mail with subject line “Alert File Not Found”.
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ALERT !l FILE NOT FOUND Inbox x a8 @

outlook_78AE45A29965401 k.com 6243 Dgmail.com via outlook.com 1222PM (dhoursago) ¢y @ &«
tome =

Hi Mahesh,

Thanks

Logic App

After processing the file successfully and capturing the log, generate the graphs for
Visualization using PROM Tool and Jupyter Notebook as mentioned in Step

24



	Introduction
	System Specification
	Environment Setups and Installation Steps Along with Scenario-based results
	Senario Based Results
	Senario I
	Senario II


