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1 Introduction

Configuration Manual

lvan Dsouza

Student ID: X22189386

This document is a configuration manual that comprises of the steps undertaken for
successful execution of the project along with screenshots. In addition, details pertaining to
system configurations, hardware/software requirements and other technicalities will also be

addressed.

2 System Configuration

This section details information about the device used for the entire research project

Specifications

Description and Versions

Operating System

Windows 10 Home Version 22H2

Processor 11th Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz 2.42 GHz
System Type 64-bit operating system, x64-based processor
Memory 8 GB

3 Tools and Software Configuration and Requirements

This Section Highlights the external tools and software utilised for this project.

Software Version Use case
VMWare Workstation Version 17.0 Player Virtual environment creation
for hosting Kali Linux
Kali Linux Version 6.6.9 64 bit Conduct Vulnerability

Analysis and Penetration
Testing on the Baby Monitor

Nmap

7.94 SVN

Scanning the IOT Device

Binwalk

Firmware analysis of 10T
Device

JohnTheRipper

Open source

Brut forcing the password

FTK Imager 4.7.1.2 Creating Forensic Image for
Digital Forensics
Autopsy 4.21.0 Analysis of Forensic Image

to generate artefacts




4 Implementation

Static Analysis via USB

To execute static analysis via USB, connect the Baby Monitor to the laptop as shown in the
Figure 1:

Figure 1: Connection of 10T Device to Laptop via USB

However, after connecting the baby monitor to the laptop through the USB port there is a
possibility that the laptop might not detect the IOT Device. In this scenario, go to Control
Panel => Device Manager => Cameras. If the device is not detected then reset your Drivers
and repeat the process. The same error was faced in this research after which the drivers were
reset resulting in detection of the Baby Monitor. Figure 2
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Figure 2: Device Driver



Digital Forensic Analysis

To carry out Digital Forensic Analysis FTK Imager is used to create a forensic image while
Autopsy is used to analyse the forensic image. The steps taken can be given as follows

Creation of Forensic Image

Goto File => Create Disk Image
ﬂ AccessData FTK Imager 4.7.1.2

File | View Mode Help
6y Add Evidence ltem... I ?E% w7
31 Add All Attached Devices List
g Image Mounting... 1

ne Size
Remove Evidence Item

Remove All Evidence ltems

& Create Disk Image...

Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...
Verify Drive/Image...
wm Capture Memory...
B Obtain Protected Files...
Detect EFS Encryption

Export Eiles...

Export File Hash List...
Export Directory Listing...
Exit

|

As the forensic image created is a logical image select Logical File

Size Type Date Modified

Select Source X

Please Selectthe Source Evidence Type
() Physical Drive
(@ Logical Drive

() Image File

() Contents of a Folder

(logical file-level analysis only: excludes deleted, unallocated, etc.)

(O Fermico Device (multiple CD/DVD)

< Back Cancel Help




Select C Drive as the source drive to create the forensic image and then select E drive as the
destination drive to store the forensic image. The source and the destination drive cannot be

same. Select and press Finish
st

Size Type

Date Modified

Select Drive

Source Drive Selection

C:\- 0S [NTFS]

Automate multiple removable media

Please selectfrom the following available drives:

Cancel Help

The Forensic Image has been created and verified successfully

Image Source: ‘ c:\ |

Destination: ‘ E:\Forensic Image\abm600 |

Status: ‘ Image created successfully |

Progress

Elapsed time: 0:47:26

Estimated time left:

Image Summary... Close

B Drive/Image Verify Results - O X

= A
Name
Sector count
B MD5 Hash
Computed hash | -
Report Hash
Verify result
B SHA1 Hash
Computed hash
Report Hash
Verify result v

Close

Once the forensic image is created Autopsy is used to analyze and investigate the forensic

image

Analysis of Forensic Image

Open Autopsy and Create a New Case. Then enter the Case Information selecting E drive as
the base directory, as that is the destination of the Forensic Image. Then enter the optional

information as well



Welcome

X
New Case
Open Recent Case
-
~ . Open Case
OPEN | EXTENSIBLE | FAST Close
M New Case Information
Steps Case Information
1. Case Information
2. Optional Information Case Name: 10T Forensics
Base Directory:  E\Forensic Image
Case Type: @ Single-User Multi-User
Case data will be stored in the following directory:
E\Forensic Image\|IOT Forensics
< Back Next > Finish Cancel Help
M New Case Information x
Steps Optional Information
1. Case Information

2. Optional Information Case

Number: 001

Examiner

Name: Ivan

Phone: 9987559237

Email: ivandsouza31@gmail.com
Notes:

Organization

Organization analysis is being done for: Not Specified ~ Manage Organizations

< Back Next =

Cancel Help



Now Select and Add the Data Source which is the forensic image in E Drive

M Add Data Source

Steps Select Data Source

1. Select Host Local files and folders v

2. Select Data Source Type

3. Select Data Source E:\Forensic Image Add

4. Configure Ingest

5. Add Data Source Delete
Clear

Logical File Set Display Name: Default

Timestamps To Include:
Modified Time - Often not changed when a file is copied
Creation Time - Often changed when a file is copied

Access Time - Can be changed when the file is opened

NOTE: Time stamps may have changed when the files were copied to the current location.

M Add Data Source

Steps

1. Select Host

2. Select Data Source Type
3. Select Data Source

4. Configure Ingest

5. Add Data Source

< Back Finish Cancel Help

Add Data Source

Processing data source and adding it to a local database. File analysis will start when this finishes.

Status

*This process may take some time for large data sources.

< Back Next > Finish Help




The following Image Files and Video Files are retrieved upon forensic analysis

M. 10T Forensics Case 1 - Autopsy 421.0 - o x
Case View Tools Window Help
2 — { 5 8
Add Data Source Il Images/videos (i G 9 I . Timeline 44, Discovery | Generate Report | g Close Case -] @ * Keyword Lists Qs Keyword Search
73 & [ stng -
’ > Images 3 Results
5 B keywordsearch (1) Table Thumbnail
= 0 data())
5 [ solB_schema23 3) Save Table as CSV.
index (2
S C O  Modified Time rhanoeré Access Time Created Time
snapshot_metadata (0 ’ e L " 2 ks B
tiog (0)
Reports (0 -1
S @ File Views B img8562024-11-23 at 153128 PMpeg v
= & File Types < >
= & By Extension
. f’“’g“ @ Hex Text Application File Metadata Annotations
: ::;:; “‘ e DC| 7% O B Reset Tags Menu
& Archives (0)
& Databases 2
= & Documents
K HIMLO
& Office 0)
K PoF (D)
& PainText (1)
& RichText @
= & Executable
)
K aiE
K bat(©
k md
b om@
By MIME Type
Sy Deleted Files
X File System (0)
X Al©
= MB File Size
MB 50 - 200M8 (0
MB 200M8 - 1GB (2
MB 168+ (150
B Data Artifacts
Q Analysis Resuits
=5 05 Accounts v T
i0S Analvzer GLEAPP) for LoaicalFileSet1 - I8 3more.y W2
M. 10T Forensics Case 1 - Autopsy 4.21.0 — o X
Case View Tools Window Help
Add Data Source [l images/Videos g Communications Q Geclocation 3=, Timeline 44, Discovery k.| Generate Report | g Close Case B o - kewordliss Qg Keyword Search
€ & | using -
. \Videos 1 Results
2 W keywordsearch (1) Table  Thumbnail
= B daa()
= 1 solB_schema23 (3) Save Table as CSV
index (2
Name O Modified Time Change Time Access Time Created Time Size Flags(Dir)  Flags(Met

snapshot_metadata (0)
tiog (©) D ViD_20241123 232153.mpd - 2024-12-09 23:3341 GMT | 0000-00-00 00:00:00 |2024-12-10 17:07:31 GMT |2024-12-10 17:07:31 GMT 224826926

Reports (0)
= @ File Views
= & File Types <
= & ByExtension
& Images3) Hex Text Application File Metadata Annotations
Videos (1)
Audio (1)
Archives (0
Databases (2
= # Documents
HTML (0
Office (0)
PDF (0)
Plain Text (1)
Rich Text (0
vecutable
exe (0)

-

-

&
By MIME Type

'y Deleted Files
% File System (0)

% Al
= MB File Size
MB 50 - 200M8B (0)
MB 200MB - 1GB (2 . 00:00:00/00:01:28
MB 1GB+ (150]
,-. Data Artifacts “ » » Volume @ Spee_ 1x
4 Analysis Results
g 05 Accounts v

Vulnerability Analysis and Penetration Testing

Scanning Phase using Nmap ports 22/ tcp ssh and 80/tcp are open

fhumefkall

Nmap scan

Host 1s up

Not shown:

PORT STATE
tcp open
tcp open




Fuzzing using FFUF Fuzzer and wordlist

/home/kali
http://192.168.155.131/~FUZZ -w fusr/share/wordlists/dirb/common.txt

A
AN
5\

- NN
AT T VIV Y W VA W O VU WO W WO O 4
AT TR T VL U T £ AL

AV NN AT

v2.l.@-dev

:: Method GET

it URL http://192.168.155.131/~FUzZzZ

:: Wordlist FUZZ: fusr/share/wordlists/dirb/common.txt

:: Follow redirects false

:: Calibration false

:: Timeout 1@

:: Threads 4@

it Matcher Response status: 200-299,301,302,307,401,483,485,500

Base 58 encoded file decoded using CyberChef

CGXDBKNZ0ddY61Cs5ugPzUdgSx4F5ohDYnArU3kwsdmyTURgeaT rncHCINLKBgFM2ywrNoRTW3eTpUvEz9qFuBnyhAKBTWUI cFxLoschUrcdrLcRafiVvxPRpP692BwSbshu6ZZpixz IWvNZhPE0QoIRx 7] UnupsEhcCgjuXD7BN1TM
Z6L2nUxcDQwahUC1uBNLSKB1YhILkNDE7WDBTUd2pdUnjMossSeHEbY] CEYBNKRPpDhSqLTjmTzxmt ZxS9uXGDNLMQBSNTI36L6ViYdEPKuLeYBwuyYmf fQYZEVXhDtKGpokmA3J02083cVok6x74MDA1Td jKvESVGLYRMKKDpsh
zt1GCaDuducelw3iL YvVZK75k9zKIE2qcdwPTyWugahCnSHyoaooLeBD1CAoj j4JUxafQUcmfocvugznB16AIBLAX0] 0sS1tHnriYtwpBpGTaNTqSF]qGAdvAZZPHUAVWVHgkeSVENoOKTBSXGU FZxgnHATERAONZnz 1Y gcF kRT3 r
WPSNwERSCgeCYSYh3XeF3dUgBBp oxMInSTumZadoWZVd8Rxs 1z rXawVKSLxardUEfRLh6usnUMMMANSITyuvMTnK2vzTBhd5d jvhIKaY2szXFet ZdwBsRFhUwReUk70khmCPb2mQNoT SuRpn fUGBCWaD3L2Q9UHepy rs67YGZIW
wk54rmT6v1pHHLORBGBCIZTfdDt zBaZo8sesPQVbUKAIVEYs gwlxVvRyRZzBIHBDEZqrEneoihQUdIxLVNTHAYXG168RA4V 1 pasya] 2U06xRpFGot riTer jwALNGTp reSWWHAvY3MBYICuA358KNeYC1YZAXvBROZPX tqUYIELFLE
13KXFe3Y7WAL17 ] FBYFrKGwoYGyBsol JYEDXQp2NigaINcCOXBumk iGTNFNIRoTQmz29wBZF IPtPI98UKOWK] fSWIXKvDIJwduMRWey2] 61yaHdi] 5uZ0XDs37 FAVTTB] 716GGFGERBYSKP2qg5nLcAChkzF4z jqdikPITFNNGN 1] 5az
3AxveN3EUFnuDt fB4ADRES7UokLMD11V73P5P0eByBSL juvENYpoBAGyC3ZTHSIPadFQgobo rCXEM]z 6npX60hgXqpbhs8yVRhpW2 INz4xFKDLBQFCVH2 bel 1PZxEghndVdYIN3pV rHBUS TMZNYasC ruXghVESSRPUSF rHECRLoCa
1XbY£65JxqfbEg2awBBdMirL Luhuxbm3hx rraZizx00yu311PLkpHgQw3zHAGTK2mbS fxuudWenGi24w] GhxHWEaTnel weh74] Fikz fSLgEVycTRyAS70kwkuddozyBxxsV4VEd TBm5g3nTDYKEGIPI4SkpOgDVNKIVD T JvZbLEok
BfPjEP1125edVaIbCyNRFKKpTxpq705 ruk7L5LEXGBH4rsLyvEd jUTInIGWQKRP13Bugawd71xMUYoRMhagBmGYNaTid]BapacTMwGI5wPyZTaMz 6gALGSVr8tkkary4Ph4U2ErihvNIFQUSTUIXBWQHCEThrDHz20b jdeDGyuVHzP
qqMeRMZtjzal BZ2uDLeJUKE] aJAHNFLxs 1xWXUTV4q1qRAT IMFB5D j FTcTouzKHeqP8nd riouBYIqFQDMD3RIcL dErZGUSToauaa3xhyxBAr3Ayganyw] jwZ8uokiQbmk85x7 1x4NyhHZUzHp1iBvkEKDKKK L rVLNBWHH175HixZANT
XBpnEJC3t7EPkbouDC20d916K3CnpZHY3mL 72 cq2PHesRS j 6e70ZBoM2pSWTwtXRFBPTyFmlavtitoABkFZbADhYMcxNyLf7r8HIBIDtCshaEBaY7bSCntvgFFEuCFanfbzewBcDyXInkzeWl fz19N1916h4BgoBBREFkdSdheHSTG
z47VFHBhmY3algUvPBAL2F2jKFKg413H fCIHGY LCXkt ugznVuc]WndZnuACA2gce2 rpiBTEGxmMr fSxDC1Y32axw2QPTnzEBVC 158 Ve8I tdESt 2zHGs Uga2iySmus ] YngkfmqThY4qAK13vNMRISQhXVAVY pIg f FG5YWY163W
JV5urYKMGBB1uKIQkswCzgPt j s TFBBUCGYT thgCNbzQnANMOmxm28hDMDUBGY dwlm190j No 15 cUMzZG TN rLxTbs359wYaVLOL 1NeZdL LU1DaKOhZ5cFZ71ymIHXUZFFgpbYZYFigLa7SokXis 1LY fbHeXMve feuApmAaGOk6xmaj Ebp
cbn1H50010pYMX3BRp41WIRVRULGZ 1yL KxP3T0gcppStCyDMGT 1uVHUSSRIME LXIBznzRSqBYwhin f4MSEB57xp56 VkemaGCsq] buAhLyCwfGn1LwLoIDQLk] LmnVrkTFKUUESqIK] pScuX1EUpF ] sfUlHaibABz3feYY2cZT8gx2i
aq57ePo5Bkwyv5Xmt cLELXbOZK cHowxkbC5PREPGEUZRb3ngmShMDUUE912ha5kMRE4aVG8bXFUBaNn5P1kaedHBRVRCygkpQjnBLhe1cABX2] tQiljwveFSbUNPMRGK1h] uPSBaWEgNyX2ZkKVPDW] 7MQ03kATqZBhkKD1Vg08pmga
yiajhFHorfgtRkBZpuEPpHH2520] TNMEY4SMIYHMVSYnvGIe3PHrGurks 1eLORX] jRmGtWUIcKT2b] y2huY5h7xUSAXZ fuRsbkT3eFOnGkAHMMZ5nATmeGhshC tNjAU41iduBoTHMMuc3 tpK6res9HTCo35u jK3UK2LYMFEK BNC
XbigDWSM3dmXSKHALMAMF 7dPewyvQsAkvxRTCmeWwRWz 6DKZv2MY LezWd TmLywGodt19SMTX rkrxHQBDShulor j CzNCuxLNGIThpPgWJoFb1sJL11c90VTvDHCInD1AKAC ] tNHrG973BYZNUF6DwhFqSd4CTLNG xtCFs3XmoKquzEY7
MiCzRaq3kBNAFYNCoVXRBU3d3aXfLX4 rZXEDBTAgtumkRRmiNowkN] s210ZnzS4HBnawmMalPYmrr7aNDPEW2wdbj ZurKAZhheoEYCvPIdfqdbL 9o PriitNBIyVBXRDBEZWF ZNKb 1eWPh15Y 2UbPPhg ruxWANCH5 200p fATNgmt TIZF i 5
p1XLQjdBxdzfz7phvKe] ivhnQziajW3pwtdcZxwMferrIkel4vNgXbyqd razLFjZD]7nLdnuXTwxPuDBSeoq2hYERRI70nK fMY2LhoWGaHoFqycPCaXSFCPNTICFtAndnYGLauT c15uCTZnss1T1HT Ky79a4q614GFDdZUL Tkw8
Pmh92fuTdK7Z6 fweY4hZyGdUXGtPXveXwGNES36ecCpYAPSPWBptYbIRXCBLAZFPGNt5B5PYS6aD2eUnge6KGzFopH j YLma85X55Pud t CxyF2FRIEIC2zxt ryGoNZ 0V TnyZt23Y rEhEeIke CX59RANrOr71Z32q0kAs8UPMMLIPYMNg
dyNzpgEGGYjIczgBaNSPWrpPBTtgdftedxYyv] 1BFNSWDVTY fhUtcnloRTDow67wS5z23ad jLOnKLOc6MaowZ ) 22yh4PAclvpstCREKOt35]EdwfulledwzNr3sidChNBVuMULLz LeAjveVHEp1Sabo8FpriwlgRs5ZPATVe6LOWThFa
ngK8YwZmRCmXxArBFvAwj V251 yhT]hdgswIESnPEpVnshbV8ZgG2L8d1cwhxpxggmul]ByELXVHF1CIT36gLDvgUv8nc7PE]YoXpCoyCs55r35haYz fkaj cakvFTd fPHWWBTS] CVBUUTKSEAVKRI61L]BHALE ]Bg256G4DHHgpWTgYF
tej cBnLX77LUoVmACLyfC439] tVdxCtYABY2v] 72DeX7zp2VYRBIGNSCEW] 3dogdahv1DktvtOcRBI1zMgNY s MIRMABRS cnnd2ncLD1Bw510BBNyZICHKMNk4RT 7UgaTvCTgwdVIvvS) EGPRFNGDS rgdavGlUqeMUnngcSmNEWEa3p
xHpkhGBZngCaKvVhegBAV17nDBTwukqEDeCS46UczhXMFbAgnOWhExas547vCXhoT 1gemVqu2xSEAPFgJayvinRScOx1KrYoK3p279KLAySMAvNcRx rRrR2DY(whe8YNs fBMzqjX54mhblic 23] eXokonVk77P9g9y69DVzJeYUv X
VICjPili7aDDATHdQd2UpCghEGEWS fETtDgPxurPq8qJQh3NT5YFBKeQz1s77Tpwedv2Wuyi1L5ZZ tpphymsgZckiinkgSNBIPpS1zVXCiFhobaF2vd2 jhgdrcpLZnGdmmEotL7CFRAVWUNpYpPHRZZq7FEQQFXKRLT1ZGoLBRBWQG LY
BNKPBbVNC7GyJqFujvCLt6yMUEYXKOTipmEhx4rX1ZK3aKdbucKhGgMYMHnVbtpLrQUaPZHs INGUCEd64KWS kZ7 svohTCS14LATUEZRZE yWy6v26G1Ep4M f20EHMUwg toNXbsGpBshIbZATFLXVDP3PqBwB rgAakzT0BFAGryQ3tnx
ythNuHWkPohMMKU1DFeRyL18HGUdocwZFzdkbf fvo8HaewPYFNsPDCn1PugSBwA9agCKSkZbKWBmU2zpCs tFAxXeQdBLiwZzPdsbF2YZEKZNY tckWSRrFa5z0gkm2qSRNEgHz3NgS

Retrieved P@55wO0rd!

/home/kali
=how hash
ssh_key.rsa:Pa55wlrd!

1 password hash cracked, @ left




