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1 Introduction 
This manual gives a step-by-step guide to configure and set up the OWASP Juice Shop web-
application and use the secure CI/CD pipeline framework developed for integrating security 
testing into the CI/CD process. The project uses the following tools to ensure a secure 
development lifecycle: 

• GitHub Actions -- https://github.com/features/actions 
• CodeQL -- https://codeql.github.com/ 
• Snyk -- https://snyk.io/ 
• OWASP ZAP  -- https://www.zaproxy.org/ 
• Docker -- https://www.docker.com/ 

 
2 System Configuration 
• Operating System: macOS Sequoia 
• Hardware Configuration: 

• Chip: M3 
• Memory: 16 GB  
• Storage: 500 GB  

• Software Configuration: 
• Docker: Version 27.2.0, build 3ab4256 
• GitHub: git version 2.44.0 
• Node.js: Version v23.1.0 
• OWASP ZAP: Version 2.15.0 

3 Installation and Setup 
OWASP Juice shop Setup:  
To install and configure the OWASP Juice shop application on the local machine, the 
following are the requirements. 
Prerequisites: 

1. Install node.js1 in your machine from the official website. 
Installations: 
The following are the steps for ease installation and deployment on localhost. 
Step 1: Clone the git repository2 into your machine from 1994dsp OWASP repository. 
Step 2: Go into the cloned folder with cd juice-shop. 
Step 3: Run npm install (must be done before first start or when you change the source code) 
Step 4: Run npm start 
Step 5: Browse to http://localhost:3000 

 
 
1 https://nodejs.org/en/download/package-manager 
2 https://github.com/1994dsp/Owasp 
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Installing Dependencies 
 Docker Installation: 
Download Docker3 desktop from Official Website and follow the installation instructions for 
your OS. 

 

Figure 1:Docker Desktop for mac 

4 Framework Configuration 
 GitHub Repository Configuration 
1. Create a GitHub Repository and clone it to your local machine , here in this project I 

am using Visual Studio Code for the local development work. 
2. Go to your project and Add a .github/workflows/ directory to store CI/CD pipeline 

YAML files as shown in the below figure. 

 

Figure 2:YML files under .github/workflows 

  

 
 
3 https://www.docker.com/ 



 

3 
 

 

GitHub Actions Workflow 

1. Create a ci.yml file in .github/workflows/. 
2. Add configurations for: 

o Code Linting: Using ESLint 
o Static Analysis: Using CodeQL 
o Dependency Scanning: Using Snyk 

 

Figure 3:Lint config file 

Security Tools Integration 

Static Code Analysis (CodeQL): 
• Enable CodeQL in your repository’s Security Settings. 
• Add CodeQL to your ci.yml 

 

Figure 4:CodeQl.yml file 
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Dependency Scanning (Snyk):  
Add Snyk extension into your Visual studio Code  

 
Figure 5:Snyk extension 

 
Dynamic Security Testing (OWASP ZAP): 

Add OWASP ZAP to your ci.yml: 

 

5 Usage Instructions 
 

1. Push Changes: 
o Commit and push code to the repository: 

git add . 
git commit -m "Initial CI/CD pipeline setup" 
git push origin main 

2. Monitor Workflow: 
o Navigate to the Actions tab in GitHub to view pipeline progress. 
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Figure 6: CICD workflow 

3. Generate Reports: 
o Review logs and reports generated by tools like CodeQL, Snyk, and OWASP 

ZAP. 

6 Validation and Testing 

1. Validate Static Analysis: 
o Push insecure code (e.g., with SQL injection) and ensure CodeQL flags it. 

 

Figure 7:CodeQl report 

2. Run Dependency Scans: 
o Use outdated libraries in package.json to validate Snyk scans. 
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Figure 8:Snyk report 

3. Test Runtime Security: 
o Deploy OWASP Juice Shop and run OWASP ZAP against it. 

 

Figure 9: ZAP report. 

 
7 Conclusion 

This manual equips developers with the knowledge to configure a secure CI/CD pipeline. By 
automating testing and integrating robust tools, this framework ensures efficient and secure 
software delivery. 
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