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1 Introduction
This manual gives a step-by-step guide to configure and set up the OWASP Juice Shop web-
application and use the secure CI/CD pipeline framework developed for integrating security
testing into the CI/CD process. The project uses the following tools to ensure a secure
development lifecycle:

e GitHub Actions -- https://github.com/features/actions
CodeQL -- https://codeql.github.com/
Snyk -- https://snyk.io/
OWASP ZAP -- https://www.zaproxy.org/
Docker -- https://www.docker.com/

2 System Configuration
¢ Operating System: macOS Sequoia
e Hardware Configuration:

e Chip: M3

e Memory: 16 GB

e Storage: 500 GB

¢ Software Configuration:
e Docker: Version 27.2.0, build 3ab4256
e GitHub: git version 2.44.0
e Node.js: Version v23.1.0
e OWASP ZAP: Version 2.15.0

3 Installation and Setup
OWASP Juice shop Setup:
To install and configure the OWASP Juice shop application on the local machine, the
following are the requirements.
Prerequisites:
1. Install node.js' in your machine from the official website.
Installations:
The following are the steps for ease installation and deployment on localhost.
Step 1: Clone the git repository? into your machine from 1994dsp OWASP repository.
Step 2: Go into the cloned folder with cd juice-shop.
Step 3: Run npm install (must be done before first start or when you change the source code)
Step 4: Run npm start
Step 5: Browse to http://localhost:3000

! https://nodejs.org/en/download/package-manager
2 https://github.com/1994dsp/Owasp
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Installing Dependencies

Docker Installation:

Download Docker® desktop from Official Website and follow the installation instructions for
your OS.

Q Search for images, containers, volumes, extensions a... (3K S 8 & i

Containers

CPU (%) Last started

p: 3000:3000 ¢F

Figure 1:Docker Desktop for mac

4 Framework Configuration
GitHub Repository Configuration
1. Create a GitHub Repository and clone it to your local machine , here in this project I
am using Visual Studio Code for the local development work.
2. Go to your project and Add a . github/workflows/ directory to store CI/CD pipeline
YAML files as shown in the below figure.

~ .github
> ISSUE_TEMPLATE
~ workflows
ci.yml ~/Practicu
codeqgl-analysis.yml
lint—-fixer.yml
lock.yml
pipeline_A.yml
rebase.yml
release.yml
stale.yml

update-challenges-www.yml

I
]
u
J
u
]
U
]
U
J
U
]
i
J
It
J
It
J
It

update-news-www.yml

=

zap_scan.yml

'

Figure 2:YML files under .github/workflows

3 https://www.docker.com/



GitHub Actions Workflow

1. Createaci.yml filein .github/workflows/.
2. Add configurations for:
o Code Linting: Using ESLint
o Static Analysis: Using CodeQL
o Dependency Scanning: Using Snyk
.github > workflows > lint—fixer.yml

on: [push]l

ubuntu—latest

""Check out Git repository"
actions/checkout@3df4ablleba7bda6032a0b82a6bb43bl1571feac

Use Node.js 18"
actions/setup—node@5e21ff4d9bcla8cf6de233a3057d20ec6b3fb69d

ersion: 18
Install CLI tools"
npm install —g @angular/cli
“Install application®
run: |
npm install ——ignore—scripts
cd frontend
npm install ——ignore—scripts ——legacy—peer—deps
"“Fix everything which can be fixed"
npm run lint:fix"®
stefanzweifel/git—auto—commit—action@3ea6ael90baf489ba®@7f7c92608f33ce20ef04a

message: "Auto—fix linting issues™
${{ github.head_ref }}
S ‘*——signoff"
JuiceShopBot
61591748+JuiceShopBot@users.noreply.github.com
JuiceShopBot <61591748+JuiceShopBot@users.noreply.github.com=

Figure 3:Lint config file

Security Tools Integration

Static Code Analysis (CodeQL):
e Enable CodeQL in your repository’s Security Settings.
e Add CodeQL to your ci.yml

.github > workflows > ! codegql-analy
ak name: ""CodeqQl Scan"'

Analyze
1a} ubuntu Late

read
read

vents:

'javascript—typescript’

Checkout repository
actions/checkout@3dfd4ablleba7bda6032a0b82a6bb43bl11571fe
Initializ =eQl
github/codeqgl—action/init@v2

th

languages: ${{ matrix.language }J}

a scurity—extended

config |

paths—ignore:
‘da atic/codefix

Autobuild

github/codeql—action/autobuild@v2

Perform CodeqQl Analysi

agithub/codeal action/analvze@v2

am

Figure 4:CodeQl.yml file



Dependency Scanning (Snyk):
Add Snyk extension into your Visual studio Code

Snyk Security vz.19.2
Snyk < 244,759 % % % % ¥ (30)
Easily find and fix issues in your code, open source dependencies, infrastructure as code configurations with fast and ...

Disable |\ Uninstall |~ ./ Auto Update
DETAILS FEATURES

Categories

Visual Studio Code extension

Programming Languages

Scan early, fix as you develop: elevate your security posture Ctesiiotey

Integrating security checks early in your development lifecycle helps you pass security reviews seamlessly and

avoid expensive fixes down the line. Resources

N N N . Marketplace
The Snyk Visual Studio Code extension allows you to analyze your code, open-source dependencies, and

Infrastructure as Code (laC) configurations. With actionable insights directly in your IDE, you can address issues
as they arise.

Key features:

« In-line issue highlighting: Security issues are flagged directly within your code, categorized by type and More Info
severity for quick identification and resolution. )
. . N . e . . Published 2021-04-26,
« Comprehensive scanning: The extension scans for a wide range of security issues, including: 16:26:22
Open Source Security: Detects vulnerabilities and license issues in both direct and transitive Last released 2024-11-05,
open-source dependencies. Automated fix suggestions simplify remediation. Explore more in the 13:24:26

Figure 5:Snyk extension

Dynamic Security Testing (OWASP ZAP):

Add OWASP ZAP to your ci.yml:
1 "Run Juice Shop Application"

docker run -d --name juice-shop-container -p 3000:3000 dsp1994/owasp:snapshot

5 Usage Instructions

1. Push Changes:

o Commit and push code to the repository:
git add .
git commit -m "Initial CI/CD pipeline setup"
git push origin main

2. Monitor Workflow:
o Navigate to the Actions tab in GitHub to view pipeline progress.



Owasp

Issues ) Pullrequests 5 ») Actions Projects 0 wiki Security 119 Insights Settings

® updated #44

) Summary

@ 1994dsp pushed o ca2dsab In progress

Jok

@ lint

test (ubuntu-latest, .
° ( ci.yml
@ test (ubuntu-latest,

test (ubuntu-latest,
° ¢ Matrix: test
@ test (ubuntu-latest,

@ 4 jobs completed @ coverage-report 4 ) n Juice Shop

© smoke-test

@ docker-test

@ coverage-report

® docker @ docker
@ docker-test

Run details

9 Usage

59 Workflow file
@ lint

@ smoke-test

Figure 6: CICD workflow

3. Generate Reports:
o Review logs and reports generated by tools like CodeQL, Snyk, and OWASP
ZAP.

6 Validation and Testing

1. Validate Static Analysis:
o Push insecure code (e.g., with SQL injection) and ensure CodeQL flags it.

Hard-coded credentials i

#78 opened 2 months ago - Detected by CodeQL in lib/in

Hard-coded credentials i

#77 opened 2 months ago - Detected by CodeQL in lib/i

Hard-coded credentials i

# ypened 2 months ago - Detected by CodeQL in lib/insecurity.ts :22

Server-side request forgery ti

#29 opened 2 months ago - Detected by CodeQL in routes/profileimageUriUpload.ts

Type confusion through parameter tampering

opened 2 months ago - Detected by CodeQL in routes/search.ts

Type confusion through parameter tampering

#23 opened 2 months ago - Detected by CodeQL in lib/in

Code injection

#10 opened 2 months ago - De i by CodeQL in rou howProductReview:

Code injection

#9 opened 2 months ago - Detected by CodeQL in routes/trackOrder

Template Object Injection riti

#3 opened 2 months ago - Detected by CodeQL in routes/dataErasure.

Template Object Injection riti

#2 opened 2 months ago - Detected by CodeQL in routes/dataErasure.ts

Polynomial regular expression used on uncontrolled data (High

>pened 2 months ago - Detected by CodeQL in routes/profileimageUriUpload.ts :19

Database query built from user-controlled sources ( Higl

#72 opened 2 months - Detected by CodeQL in routes/search.t

Figure 7:CodeQl report

2. Run Dependency Scans:
o Use outdated libraries in package. json to validate Snyk scans.
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v~ ©a4 1994dsp/Owasp 8 51 m ss [ 2

Project Imported Tested Issues
4 rackage json an hour ago an hour ago 5 20 2@ 3
4] frontend/package json an hour ago an hour ago 3 «s 3 2@ o
@ code analysis an hour ago an hour ago 0 s @ 2 [@ 28
& Dockerfile an hour ago an hour ago 0 0 0 0
Figure 8:Snyk report

3. Test Runtime Security:
o Deploy OWASP Juice Shop and run OWASP ZAP against it.

ZAP.,
Checkmaxx ZAP Scanning Report

http://pr i p-juice.shop ¥ =//pr i X p-juice.shop

Generated on Fri, 29 Nov 2024 00:39:35
ZAP Version: 2.15.0
ZAP by Checkmarx

Summary of Alerts

Risk Level

r
]
3
oNNBdO

Informational
False Positives:

Alerts

Risk Level Number of Instances
CORS Misconfiguration

Content Security Policy (CSP) Header Not Set 3
< =D in Miscor i

Proxy Disclosure

Cross-Domain JavaScript Source File Inclusion Low

Low
Deprecated Feature Policy Header Set Low

Low
Permissions Policy Header Not Set Low
Strict-Transport-Security Header Not Set Low
Low 11

Figure 9: ZAP report.

7 Conclusion

This manual equips developers with the knowledge to configure a secure CI/CD pipeline. By
automating testing and integrating robust tools, this framework ensures efficient and secure
software delivery.
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