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System Overview 
 

Objective: Propose the use of two-tier Intrusion Detection System (IDS), based on AI models, 

for protection of financial cloud infrastructures. 

 

Models Used: 

• K-Nearest Neighbours (KNN) technique for classification of the dataset as benign 

traffic or the malicious traffic. 

• Proposed Multiclass Deep Neural Network (DNN) for seven specific types of attack 

classification. 

Dataset: CICIDS2018 is chosen because it includes many aspects of scenarios, which can well 

represent the network traffic distribution. 

 

Data Configuration 

 

Data Preprocessing:  

we select features using correlation matrices 

For normalization we choose Min – Max scaling 

Class balancing ensures that both benign and malicious traffic are represented evenly. 

 

Model Training 

 

• KNN Model: It is used for binary classification and achieved accuracy of 92.79% for 

training configurations selected 11 neighbours 

 

• DNN Model: It is used for multiclass classification, and it has an accuracy of 94.19%. 

It has a multilayer hidden layer structure and features ReLU activation functions – 

Adam optimizer, categorical cross-entropy loss to address the classifier challenge of 

handling the extensive range of attack types present in the dataset. 

 

System Design 
 

The System architecture is intended to provide robust intrusion detection and response methods 

that interface smoothly with financial transaction procedures. The layered detection technique 

serves as security barrier between users and payment gateway, monitoring for threats in real 

time. When possible, risks are recognized, and automatic reaction procedures are activated to 

prevent malicious transactions and its immediate warn users and administrators. 

Front-End Features 
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The front-end, or GUI presented to the user, seems simple and is intended to display the current 

and instant threat level. It consists of one more secure way of login to the user account, the 

great visualization of transactions and the threats found. The interface enables users to be 

informed when undergoing transactions by providing them with probabilities of threats and 

types of attacks if any making users develops trust and engage more on the application. 

Backend Implementation 

 

The backend is coded in Python with Flask with stable features for model integration and API 

creation. Jupyter Notebook is employed for experiment, this is due to the flexibility of data 

analysis and continuous enhancement of the created models. The inference system includes 

binary (KNN) and multiclass (DNN) classification models to distinguish traffic as normal and 

malign and determine the attacks. The findings of all threats detected, and the classification 

results are documented with extreme detail for reference in the improvement of the current 

system and future threats analysis. 

 

Installation and Connection Steps 
 

Hardware: 

• Processor: AMD Ryzen 7 7735U with Radeon Graphics 2.70 GHz 

• RAM: 16 GB 

• Storage: 1TB 

Software:  

• Operating System: Windows 11 

• Python Version: Python 3.13.0 

• Libraries: TensorFlow, Scikit-learn, Pandas, Matplotlib, Flask 

 

1 Step 1: Install Python 

1. Download Python 3.13.0 from the official Python website. 

2. During installation: 

• Ensure that you check the option to add Python to your system PATH. 

• Verify the installation by running python --version in the terminal. 

3. Download the latest version of Anaconda from the official website. 

 

4. Activate the Environment 

 

 
 

5. Install the required Python libraries for the project: 

Cmd: pip install tensorflow scikit-learn pandas matplotlib flask 

6.  Download CICIDS2018 dataset from URl: https://www.unb.ca/cic/datasets/ids-2018.html 

7. Run preprocessing scripts to prepare dataset  

cmd : python preprocess_data .py 

 

8. Train the KNN model & DNN model for binary classification and multiclass 

classification 

Cmd : python train_binary_model.py 

Cmd : train_multiclass_model.py 

https://www.python.org/downloads/
https://www.anaconda.com/
https://www.unb.ca/cic/datasets/ids-2018.html
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9. The ytrained models (binary_model.pk1 and multiclass_model.pk1) are saved in 

models directory 

10.  Setup the backend file and run  

Cmd : python app.py 

 

 
 

11. Open a web browser and paste : httpp://127.0.0.1:2003 

12. It will display a admin credentials login page 

13. After login it will redirect to payment gateway  

 
14. On the attack and it will denied the transaction  

15. It view live updates on detected threats, transaction history and logs. 

16. Cloud Storage Service: AWS S3. 

17. API Key: Enter your cloud service API key. 

18. Access Credentials: Add necessary credentials to enable seamless data integration 

19. I use twillio for SMS alerts . If a transaction is denied by a attack it will directly send 

an alert to the user  
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Performance Metrics 

• The KNN model demonstrates strong precision and recall for both benign and 

malicious traffic classification. 

• While highly accurate, the model has highlighted areas requiring improvement, 

particularly in reducing false negatives, which are critical for ensuring no threats are 

missed. 

• Analyzing the results of the DNN model assessment of the attacks, it can be noted that 

the DNN model has successfully identified all types of attacks even the most complex 

ones including DoS, DDoS and SSH Brute Force attacks. 

• There are some discrepancies that are infrequent and these result from boundary 

conditions where certain class imbalances or less training samples for certain attack 

types could have caused the problem. Such problems are solved with the help of 

methods, such as oversampling and adjusting architecture of the model. 
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