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node --version
npm –version

npm install -g --unsafe-perm node-red

node-red
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1. Setting Up and Running the Node-RED Simulation

Option 1: Running Locally

Prerequisites Installation on Windows

1. Install Node.js and npm:
o Download and install Node.js (version 18 or above) from the official website:

https://nodejs.org/.
o Verify installation:

 Open the Command Prompt and run

2. Install Node-RED:
o Install Node-RED globally using npm:

3. Install Mosquitto MQTT Broker:
o Download and install theMosquitto MQTT Broker from:

https://mosquitto.org/download/.
o Add the Mosquitto installation directory to the system PATH for easy access.

4. Start Node-RED:
o Open a Command Prompt or PowerShell terminal and run:

o Access the Node-RED editor in your browser at http://localhost:1880.

Importing the Simulation Flow

1. Access the Node-RED editor in your browser.
2. Click the menu icon (top-right corner), select Import, and upload the flows.json file

provided in the project.

https://nodejs.org/


ssh -i <key> ec2-user@13.49.66.216

sudo systemctl start nodered.service

sudo systemctl stop nodered.service

sudo systemctl status nodered.service

sudo systemctl restart nodered.service

sudo systemctl start mosquito

sudo systemctl status mosquito

Option 2: Using Pre-Deployed Node-RED Instance (Preferred)

 Access the Hosted Simulation:
o Node-RED simulation has been pre-configured and running as a service on an

AWS EC2 instance. You can access it using the link:
http://13.49.66.216:1880/#flow/1d8af67fc7ea6b91.

 Managing the Node-RED Service on AWS Instance:
o To manage the Node-RED service running on the AWS instance, follow these

steps:
1. Obtain Access:

 Ensure you have the my_key.pem file (key pair) for the AWS
instance.

2. Connect to the Instance:
 Open a terminal and run, replace <key> with the actual path of

key:

3. Start, Stop, or Check the Status of Node-RED:
 Start the service:

 Stop the service:

 Check the service status:

4. Restart the Service:
 If any issues occur, restart Node-RED:

 Managing Mosquitto MQTT Broker:
o The Mosquitto service is also running on the AWS instance. Use similar

commands to manage it:
 Start the service:

 Check the service status:

mailto:ec2-user@13.49.66.216


python –version

cd path_to_artefact_folder

pip install -r requirements.txt

streamlit run dashboard.py

2. Python Environment Configuration

Opening and Configuring the Artefact

1. Open the project folder (containing the Python scripts and requirements.txt) in
Visual Studio Code (VS Code).

o If you don’t have VS Code installed, download it from:
https://code.visualstudio.com/.

2. Open the VS Code terminal:
o Go to the Terminal menu and select New Terminal.

Setting Up Python and Dependencies

1. Ensure Python 3.12.6 is installed:
o Download Python from https://www.python.org/.
o During installation, check Add Python to PATH.
o Verify installation in the terminal:

2. Install required Python libraries:
o In the terminal, navigate to the artefact folder (if not already there):

o Install dependencies from requirements.txt:

3. Running the Application

Streamlit Dashboard

1. Run Locally in VS Code:
o Start the Streamlit dashboard by running:

o Access the dashboard in your browser at: http://localhost:8501.
2. Pre-Deployed Dashboard:

o Alternatively, access the deployed dashboard at:
https://homesecurity.streamlit.app/.

https://code.visualstudio.com/
https://www.python.org/
https://homesecurity.streamlit.app/


python model.py

python evaluate.py

cls

pip install library_name

Model Training and Evaluation

 Training the Model:
o To retrain the model, run the model.py script:

o This will save a trained model for future use.
 Evaluating the Model:

o Use evaluate.py to test the model's performance:

Additional Tips for Using VS Code

1. Working with the Terminal:
o Use integrated terminal commands for smooth workflow.
o Clear terminal history when necessary:

2. Debugging:
o Launch Python scripts with debugging enabled via VS Code's Run and

Debug tab.
3. Managing Dependencies:

o If you need to add a library, install it directly from the terminal:
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