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Step 1: Setting up required resource within the Amazon Web Service Cloud

1.1 Launch an Elastic Compute Cloud instance to function as the internet firewall [1]

@ o~
© Camne) Cinsancesine +) Coaions +) (B

Instances (1/1) wro

[Q Fi ribute or tog (cose-sensitive) | [ All states ¥
all | )(] ( Clear filters ) 1 @
Name ¥ | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck Alarmstatus | Availability Zone @ | Public IPvd DNS “ | PubliclPvd.. ¥ | ElasticIlP
[ Intemet_Firewall  i-0d16b4421d89f6b46 Ruming @ @  t2.medium @2/2checkspassec  Viewalarms +  us-east-2b €c2-3-125-106-156.ws-...  3.129.106.156 3.129.106.
< v
i-0d16b4421d89f6b46 (Internet_Firewall) 8 v
Details Status and alarms Monitoring Security Networking Storage Tags
¥ Instance summary info
Instance ID Public IPv4 address Private IPvé addresses
[0 i-0d16b4421d8of6b46 IT] 3.129.106.156 | open address [ 0 17231.25.230
1Pv6 address Instance state Public IPv4 DNS
- @ Running I ec2-3-129-106-156.us-east-2.compute.amazonaws.com |
open address [2
Hostname type Private IP DNS name (IPv4 only)
1P name: ip-172-31-25-230.us-east-2.compute.internal 10 ip-172-31-25-230.us-east-2 compute internal
Answer private resource DNS name Instance type Elastic IP addresses
1Pva (A) t2medivm I3 3.129.106.156 (intemet_FW) [Public IP]
Auto-assigned IP address vPCID AWS Compute Optimizer finding

- I vpe-0d285d3789640¢789 [

1.2 Make security groups for allowing inbound rules and for creating outbound traffic

Instances (1/1) o

© Coommer) Cirsonce e ) (o +) (IR

| @ Find instance by attribute or tag ( el All states ¥ ]
[ x] C Clear filters ) 1 )
Name & @ | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck Alarmstatus | Availability Zone ¥ | Public IPv4 DNS @ | PubliclPva... ¥ | ElasticlP
[ Intemet Firewall ~ i-0d16b44218676b46 @rumning @ @ t2medium @ 2/2 checks passec  View alarms +  us-east-2b c2-3-129-106-156.1s-... 3.129.106.156 3.129.106.
i-0d16b4421d89f6b46 (Internet_Firewall) - B v :
¥ Inbound rules
| Q Fitter rutes | 1
Name | Security group rule ID Port range | Protocol Source Security groups Description
- sgr-0296c326202751542 2 T 0.000/0 launch-wizard-1 [2 -
- 21Ds 443 T 0.000/0 leunch-wizard-1 [Bproxy security gr... [2 -
- 21Ds 80 T 0.000/0 launch-wizard-1 [Bproxy security gr... [2 -
‘ »
¥ Outbound rules
| @ Fitter rutes | 1
Name Security group rule ID Port range | Protocol Destination Security groups | Description

- 21Ds Al Al 0.000/0 launch-wizard-1 [Aproxy security gr... [7 -



1.3 Allocate the Elastic IP - 3.129.106.156 for the Internet Firewall

i-0d16b4421d89f6bd6 (Internet_Firewall) ® v
{ Q Filter network interfaces ]
Interface ID Device index Card index | Description | Public IPv4 address Private IPvd address Private IPv4 DNS IPv6 addresses | Primary IPv6 a
[
0 - 3.129.106.156 1723125230 ip-172:31-25-2300s.. - -
eni-029329362d9be0565
’

¥ Elastic IP addresses (1) info

Q Filter Elastic IP addresses ]

Name | Allocated IPv4 address | Type | Address pool | Allocation 1D
internet_FW 3129106156 Public [P amazon eipalloc-0a950bff383b 14888

1.4 Using Firewall service enable the Firewalld feature on EC2 Instance (Internet Firewall) [2]

Nov 27 13:11:18 2-31- 5 55 1 Starting firews service - firewalld - dy
Nov 27 13:11:19 1ip -25-230 < 2. internal sys ; Sta Lrewa ervice - firewalld - dynami
[ec2-user@ip-172-

1.5 Enable proxy server (NGINX) on EC2 internet Firewall (3.23.7.155) for installing NGINX
package

@ip-172-31-25-230 ~]§ sudo yum install nginy -y

ta expiration check: 21:02:09 ago on Tue Nov 26 16:
Package nginx-1:1.26.2-1,am2n2023.8.1.x86 64 is already installed.
Dependencies resolved.

Nothing to do.
Complete!
[ec2-user@ip-172-31-25-230 ~J$ ||




1.6 To check the status of NGINX execute the command and ensure it is running

[ecz-userléw_p-172-31-25-23@ ~]% sudo systemctl status nginx

v 27 31-25-2 2.compute. internal systemd[1]: S ng nginx.service - The nginx HTTP and reverse pro
y 27 ip- 31- 0. 2.compute. internal nginx tion file fetc/nginx/nginx.conf
Nov 27 -25-2 ompute. U E 1> ginx: configuration file /etc/nginx/nginx.conf test
Nov 27 13: - - 2.compute. U al sys 3 btarted nginx.service - The nginx HTTP and reverse prox

LISTEN

1.8 Check to ensure that NGINX is set to listen on port 80 and the server name is bind to current
EC2 (Internet Firewall) IP address, 3.129.106.156. Moreover, verify that the Apache Proxy
Configuration contains the right configuration of the ProxyPass directives for the billing
website

http version 1. l
et_header Upgrade $http_
et_header Connection '
et_header H




1.9 Test the proxy server by accessing http://3.129.106.156, through which the traffic should
be directed to the billing website located at the IP address 3.23.7.155.

€ C A Notsecure | 3129106156 = - 0
M Gmeil @8 YouTuoe BF Maps [ Ter2Spomorlst—. @B dance! @ dance2 B (30)TopSumversti (B Jobe-Balysintersc. @ TotsConsutancySe.. ] Stefenancsige schal.. Mg tForm - Network En. (] DAEAM ssx - Micro
W Lorem ipsum dolor sit amet, consectetur adipiscing el

Billing Application HOME PAGES SERVICES BLOGS ContactUs o

BOOST YOUR BUSINESS

It Is The App That Will Save
You Money In The Long Run

u sit amet, consectetur 560 G0 eausmod Tempor
incidiount ut labore et dolore magna akqua. Ut enim ad minim veniam, quis nostnud
exercitation usameo.

Management

Software

Call Us Herel S— o B
+1123 456 7890 98 $1,28,093

A i :

Step 2: Enhancing Website Security with a Dedicated VPC

2.1 Create a VPC (Virtual private cloud) website with CIDR 13.0.0.0/16 for the Billing website
wlc] e

Your VPCs (1/1) info

‘Q Search
‘Ni@s;ﬂehsﬁ:!i?ﬁ‘x‘ Clear filters ‘ 1 )
Name v | wecip v | State ¥ | Bloc.. ¥ | IPvaCl.. ¥ | IPv6... ¥ | DHCPo.. ¥ | Mainroutetable ¥ | Main network ACL 9 | Tena.. v | Defa.. v | OwnerD

‘ Website_VPC voc0aTBI75C0fa... @ Available. @) OFf 1300016 - dopt02c)...  rth-0ae6718b822c2ded7  acl-02e26753bata5a0lf Default No 250738637992

vpc-0a78175¢3f07fabc1 / Website_VPC

Details = Resourcemap | CIDRs  Flowlogs | Tags | Integrations
Details

VPCID State Black Public Access DNS hostnames

0 vpc0a78175c3f07fa6c1 @ Available @ort Disabled

DNS resolution Tenancy DHCP option set Main route table
Enabled Default dopt-02c993eascebd3bee rth-02¢6718b822c2deg7
Main network ACL Default VPC 1Pv4 CIDR 1Pv6 pool
2d-02¢26753ba125201f No 13.00.0/16 -

1Pv6 CIDR Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID

- Disabled ® Failed to load rule groups I3 250738637992


http://3.129.106.156/

2.2 Develop Internet Gateway (IGW) for the Website VPC and connect it to the VPC

Internet gateways (1/1) info

‘ Q Search

[ Itemet gateway I:

| Clear filters

Name v ‘ Internet gateway ID » ‘ State v ‘ VPCID v | Owner v
1GW_Website iqw-02c7820df1c87285d @ Attached vpc-0a78175¢3f07f36¢1 | Website VPC 250738637992
- B

igw-02¢78e0df1c87289d / IGW_Website

Details Tags

Details

Internet gateway ID State VPCID Owner

10 iqw-02c78¢0df1c87289d @ Attached vpc-0a78175¢3#07f26¢1 | Website VPC 0 250738637992

2.3 Create public subnet name Public Website Subnet with 13.0.1.0/24 CIDR

Subnets (1/1) e

[ i resmurees by avtibutzor o

e L2 ] | Cromtesubner 2
(]

[ Mame : Pubtic website Subnet [ X | [ clear fitters a e =
Name v | subneti v | state v | wee v | Black Public.. ¥ | IPvacIDR v | ips cion v | me
| Public_Wabsite_Subnet net-0137¢ al @ Available vpc-0a768175c3f07fabe | Webs... © off 15.0.1.0/24 - -
= H ==

subnet-013706dd316c3e556 / Public_Website_Subnet

s Flow logs Routs table

Details
SubnetiD
TE) subnet-013706dd316c3e556

1Pv4 CIDR
@ 13010724

Availability Zone
0 us-east2a

Network ACL
acl-02026753ba1a5301f

Auto-assign eustomer-owned IPvd address
No

IPvE CIDR reservations

Resource name DNS AAAA record

Network ACL CIDR reservations Sharing Tags

Subnet ARN
D amawseczus-east-
225075863799 Zsubnet /subnet-015706dd316c3556

Available IPu4 addresses
G 250

Availability Zone 1D
B usez-az
Defautt subnet

No

Customer-owned [Pva pool

IPvG-anly
No

swate
@ hvaitable

1Pv6 CIDR

wpC
vpe-0a78175c3071a6e 1 | Website_VPC

Auto-assign public IPv4 address
No.

Outpost ID
Hostname type
1P name

Owner

Block Public Access

O o

IPv6 CIDR association ID

Route table
rtb-095155534164ddfa | RT_Public_Website subnet

Auto-assign IPv6 address
No
IPvd CIDR reservations

Resource name DNS A record
Disabled

2.4 Create a private subnet name Private Website Subnet with 13.0.3.0/24

Subnets (1/1) o R (O]« | i ©
[ Find resources by attribute o tag ] @
[ e bt | X | [ o e i e ©®
Name v | Subnetin v | State v | wpc % | Block Public... ¥ | IPva CIDR v | IPvs ciOR v | e
Private_website_Subnet subnet-09b2e5f0dbas21810 @ Available vpc-0a78175¢5f07fa6c | webs... © off 13.0.3.0/24 - -

= =] =

subnet-09b2e5f0dba521810 / Private_Website_Subnet

Details Flow logs Route table

Details
Subnet 1D
0 subnet-09b2e5f0dba521810

IPua CIDR
& 13.03.0/24

Availability Zone
B us-esst2a

Metwork ACL
acl-D2e26753bataba01f

Auto-assign customer-owned IPvd address
No

IPYE CIDR reservations

Resource name DNS AAAA record

Network ACL CIDR reservations Sharing Tags
Subnet ARN
M amawseczus-east-
2:250 1810

Available IPv4 addresses
b 251

Availability Zone 1D
B useZ-azl

Default subnet
o

Customer-awned IPv4 poal

1Pve-anly
Ho

State
@ available

IPVE CIDR

vpe
vpe-0a78175¢3071a6c1 | Website VPC

Auto-assign public IPv4 address
No

Outpast ID

Hostname type
IP name

Owmer

Block Public Accass

ot

IPvE CIDR association ID

Route table
rth-0ae6718bE22c2de97

Auto-assign |Pvé address
Mo
IPv4 CIDR reservations

Resource name DNS A record
Disabled



2.5 Create a route table RT Public_ Website Subnet using the Website VPC

Route tables (1/1) info

QU Find resources by attribute or to
Y g

Last updated
23 minutes ago c

Name: RT_Public_Website subnet | X ‘ Clear filters - @

Name v | Route table ID v | Explicit subnetassoci... ¥ | Edgeassociations ¥ | Main ¥ | VPC v | OwneriD v

RT_Public_Website subnet rth-099f55534164ddf6a 2 subnets - No wpc-0a78175c3f07fa6cl | Webs... 250738637992
= B =

rtb-099f55534164ddf6a / RT_Public_Website subnet

Details | Routes | Subnetassociations | Edge associations Route propagation Tags
Details
Route table ID Main Explicit subnet assodiations Edge assodiations
IO rtb-095f55534164ddf6a @ No 2 subnets -
VPC Owner ID
wpc-0a78175c3f07fabcl | Website_VPC r|:| 250738637992

2.6 Edit routes to add 0.0.0.0/0 as a destination targeting IGW website

= E B @

rth-099f55534164ddf6a / RT_Public_Website subnet

Details Routes Subnet associations Edge associations Route propagation Tags
Routes (2)
‘ Q Filter routes 1 e}
Destination v | Target v | Status v | Propagated v
0.0.00/0 igw-02c78e0df1c87289d @ Active No
13.000/16 local @ Active No
2.7 Allow Public Website Subnet in explicit subnet associations
= =l
rtb-099f55534164ddf6a / RT_Public_Website subnet
Details Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (2)
Q Find subnet association 1 ]
Name v Subnet ID v IPv4 CIDR ¥ | IPv6CIDR v
Public_Website_Subnet subnet-013706dd316¢3e556 13.0.1.0/24 -
Intermet_Public_Subnet subnet-OdcdB55d42a3731ha 13.0.20/24 -

2.8 Launch an instance for the Billing website in the Public subnet with website VPC [5]

Instances (1/1) e

((QFind nstance by attribute or tag (case-sensitivel ) (Ausaes v )

¢ @ Commeer ) Cinstance seare » ) Cactioms + ) (isinchinstancssl] (59 |

("Clear fiteers ) 1 @
Name 2 % | Instance ID | instancestate @ | instanc.. ¥ | Statuscheck | Alarmstatus | Availabi.. ¥ | Publicl.. ¥ | PubliciPvé... ¥ | Elasticip | wpven
[ Billing_Website Application  i-05b38435d15cd6adl @ Running @ @ tzmedium @ 2/2 checks passec  View alarms +  us-east-2a - 3.23.7.155 3237155 -
i-05b38433d15cd6adf (Billing_Website Application ) @ v
Details Status and alarms Monitoring Security Networking Storage Tags
¥ Instance summary info
Instance 1D Public IPvd address Private 1Pvd addresses.
T 1-05638433d1 ScdlBadf IT1 3.23.7.155 | open address (2 15 13.0.1.6%
1Pv6 address Instance state Public IPv4 DNS
- @ Running -
Hostname type Private IP DNS name (IPv4 only)
IP name: ip-13-0-1-63 us-east-2 compute internal 1T ip-13-0-1-63 us-east-2 compute internal
Answer privats resource DNS name Instance typa Elastic IP addresses
- t2medium 10 5.25.7.155 [Public IP)
Auto-assigned IP address veCID AWS Compute Optimizer finding
- I) vpe-0a78175¢3707fabc (Website_vPC ) [2
User: armaws:sts: 0_MSCCYB_a

16922c332982¢59/23195 304@student.ncirlle is not authorized to perform:
compute-optimizer:GetEnrollmentStatus on resource: * because no identity-ba
sed policy allows the compute-optimizer-GetEnrollmentStatus action



2.9 Create Security group for Inbound Rules and Outbound traffic

i-05b38433d15cdbadf (Billing_Website Application )
Security groups

I sg-0e 180

¥ Inbound rules

| Q Filter

Name | Security group rule ID Port range Protocol
- sgr-0f10a83327c3bala7? 80 TP

- sgr-075a2214de2847a7e 2 T

- sgr-Ofeb1a362d480ad 14 443 TP

¥ Outhound rules

| Q Filter

Name | Security group rule ID Port range Protocol
- sgr-00f20285f7c2e27d All All

2.10 Allocate the Elastic IP which is 3.23.7.155 for Billing Website Application

i-05b38433d15cd6adf (Billing_Website Application )

Availability zone Carrier IP addresses (ephemeral)

0 us-east-2a -

Use RBN as guest OS hostname Answer RBN DNS hostname [Pv4

0 Disabled 10 Disabled

¥ Network Interfaces (1) info

(Q re ]

Interface ID Deavice index Card index Description ‘ Public IPvd address
0 0 - 3237155

¥ Elastic IP addresses (1) info

(a )

Name Allocated IPv4 address Type Address pool

- Public IP amazon

2.11

e of "Amazon

2 &.202 2
sr/bin/dnf check-release-update” for full rele

#_
#itw_
\_#HEHEN
\#H |
\#/

Vs

Amazon

htt

17:01:

3 ~]$% ping google.com
7.0.174) ) by

in-f14.
2-in-f14.
-in-f14.
-in-f14.
in-f14.

--- google.com pi
6 packe t
rtt miny

L inux"

available.

Linux 2

2024 from

) byt
J.net
.net
.net
.net
.net

8 v
1
Source Security groups Description
0.0.0.0/0 -
0.000/0 -
0.0.00/0 -
,
1
Destination Security groups Description
0.0.00/0 aunch- [ -
,
8 v

Qutpost ID

‘ Private IPv4 address Private IPvd DNS IPv6 addresses

13.0.1.63 - -

Allocation ID

eipalloc-03bbft0afd74b3e24

Ping the connection from billing website

se and version update info

Primary IPv6 addi




2.12 Check hostname

[ec2-user@ip-13-8-1-63 ~]% hostnamectl
Static hostname: 1p-13-8-1-63.us-east-2.compute.internal
Icon name: computer-vm
Chassis: vm
Machine ID: ec22cb4985b56T927002fd3fec178650
Boot ID: b69ac29cfopdddefabafed37hbbclabh
Virtualization: xen
Operating System: Amazon Linux 20823.6.282410831
CPE 0S Name: cpe:2.3:0:amazon:amazon_linux:202:
Kernel: Linux 6.1.112- 1&4.190.3m;n£0£3.x?n_04
Architecture: x86-64
Hardware Vendor: Xen
Hardware Model: HVM domU
Firmware Version: 4.11.amazon
[ec2-user@ip-13-9-1-63 ~]%

2.13 Check the OS version

[ec?2-user@ip-13-0-1-63 ~]% cat /etc/os-release
NAME="Amazon Linux"
VERSION="2023"
ID="amzn"
ID_LIKE="fedora"
VERSION TID="2023"
PLATFORM_ID="platform:al2e23"
PRETTY_NAME="Amazon Linux 20623.6.20241631"
ANST COLOR="0

:0:amazon:amazon_ Linux:2023"

zon. com/1inux/amazon- anux 2023/

SUPPORT_END="2028-03-15
[ec2-user@ip-13-0-1-63 ~]%

Dependencies resolved.
Nothing to do.

Complete!
[ec2-user@ip-13-0-1-63 ~]$ ||




ugin-gec-16.93-1.amzn2623.6.1. x8

6
93-1.amzn2023.0. L.noarch. rpm

noarch
noarch
noarch
noarch
noarch
noarch

1:3.0.8-1.am;
10.40-1.amzn2023

amazonlinux
amazoniinux

amazoniLinux

13 MB/s |
1.1 M/ |

287 kB
92 ke




Transaction Summary

Install 89 Packages

Total download size: 106 M
Installed size: 400 M
Downloading Packages:
annobin-plugtin-gcc-10.93-1.amzn2023.0. 1. x86_64.rpm
: annobin-docs-10.93-1.amzn2023.0.1.noarch. rpm
: apr-1.7.2-2.amzn2023.0.2.x86_64.rpm
apr-util-1.6.3-1.amzn2023.0.1.x86_64.rpm
apr-util-openssl-1.6.3-1.amzn2623.0.1.x86_64.rpm
cmake-filesystem-3.22.2-1.amzn2023.0.4.x86_64.rpm
automake-1.16.5-9.amzn2823.0.3.noarch. rpm
emacs-filesystem-28.2-3.amzn2023.6.8.noarch. rpm
: autoconf-2.69-36.amzn2023.0.3.noarch. rpm
: gc-8.0.4-5.amzn2023.0.2.x86_64.rpm
: cpp-11.4.1-2.amzn2023.0.2.x86_64.rpm
: generic-logos-httpd-18.0.0-12 amzn2023.0.3.noarch. rpm
: glibc-devel-2.34-52.amzn2623.0.11.x86_64.rpm
: glibc-headers-x86-2.34-52.amzn2023.0. 11.noarch.rpm
: guile22-2.2.7-2.amzn2023.0.3.x86_64.rpm
: httpd-2.4.62-1.amzn2023.x86_64.rpm
: httpd-core-2.4.62-1.amzn2023.x86_64. rpm
: httpd-filesystem-2.4.62-1.amzn2023.noarch. rpm
: httpd-tools-2.4.62-1.amzn2023.x86_64. rpm
: kernel-headers-6.1.112-124.190.amzn2023.x86_64.rpm
: keyutils-libs-devel-1.6.3-1.amzn2023.0.1.x86_64.rpm
i gee-11.4.1-2.amzn2023.0.2.x86_64.rpm
: krb5-devel-1.21.3-1.amzn2023.0.1.x86_64.rpm
© gec-c++-11.4.1-2.amzn2823.0.2.x86_64. rpm
: libbrotli-1.0.9-4.amzn2023.0.2.x86_64.rpm
: libcom_err-devel-1.46.5-2.amzn2023.0.2.x86_64.rpm
: libkadm5-1.21.3-1.amzn2023.0.1.x86_64.rpm
: libmpc-1.2.1-2.amzn2023.0.2.x86_64.rpm
libselinux-devel-3.4-5.amzn2023.0.2.x86_64.rpm
libsepol-devel-3.4-3.amzn2023.0.3.x86_64.rpm
libtool-2.4.7-1.amzn2023.0.3.x86_64.rpm
libsodium-1.0.19-4.amzn2023.x86_64.rpm
libtool-1tdl-2.4.7-1.amzn2023.0.3.x86_64.rpm
: libstdc++-devel-11.4.1-2.amzn2023.0.2.x86_64.rpm
: libverto-devel-8.3.2-1.amzn2023.6.2.x86_64.rpm
: libxcrypt-devel-4.4.33-7.amzn2023.x86_64. rpm
: libxslt-1.1.34-5.amzn2023.0.2.x86_64.rpm
: m4-1.4.19-2,amzn2023.0.2.x86_64.rpm
: mailcap-2.1.49-3.amzn2023.0.3.noarch. rpm
: mariadb-connector-c-3.1.13-1.amzn2023.0.3.x86_64.rpm
: make-4.3-5.amzn2023.0.2.x86_64.rpm
: mariadb-connector-c-config-3.1.13-1.amzn2023.0.3.noarch.rpm
: libxml2-devel-2.18.4-1.amzn2023.6.6.%86_64.rpm
: mariadb105-common-10.5.25-1.amzn2023.0. 1. x86_64.rpm
: mariadb105-cracklib-password-check-10.5.25-1.amzn2023.0.1.x86_64.rpm
: mariadb105-errmsg-10.5.25-1.amzn2023.0. 1, x86_64.rpm
: mariadb105-gssapi-server-10.5.25-1.amzn2023.0.1.x86_64.rpm
: mariadb105-10.5.25-1.amzn2023.6.1.x86_64.rpm
: mariadbl05-server-utils-10.5.25-1.amzn2023.0.1.x86_64.rpm
: mariadbl05-backup-10.5.25-1.amzn2023.0.1.x86_64.rpm

: mar 1adb105-backup-10.5.25-1.amzn2023.0. 1. x86_64.rpm
: mod_http2-2.6.27-1.amzn2023.6.3.x86_64.rpm
: mod_lua-2.4.62-1,amzn2023.x86_64.rpm
: mysql-selinux-1.0.4-2.amzn2023.0.3.noarch. rpm
: nginx-filesystem-1.26.2-1.amzn2023.0.1.noarch. rpm
: mariadbl05-server-10.5.25-1.amzn2023.0. 1. x86_64.rpm
: pere2-devel-10.40-1.amzn2023.0.3.x86_64.rpm
: pere2-utf16-10.48-1.amzn2023.0.3.x86_64.rpm
: perl-B-1.80-477.an2n2023.0.6.x86_64. rpn
: pere2-utf32-10.48-1.anzn2023.0.3.x86_64.rpm
; openssl-devel-3.0.8-1.amzn2023.0.16.x86_64.rpm
: perl-DBD-MariaDB-1.22-1.amzn2023.0.4.x86_64.rpn
: perl-DBI-1.643-7.amzn2023.0.3.x86_64.rpm
: perl-Data-Dumper -2, 174-460, anzn2023.0.2. xB6_64. rpm
: perl-File-Compare-1.100.600-477.anzn2623.8.6.noarch. rpm
: perl-File-Copy-2.34-477.amzn2823.0.6.noarch. rpm
: perl-FileHandle-2.03-477.amzn2023.0.6.noarch. rpm
: perl-File-Find-1.37-477.amzn2623.0.6.noarch. rpm
; perl-Math-BigInt-1.9998.39-2.amzn2023.0.2.noarch. rpm
: perl-Math-Complex-1.59-477.amzn2023.0.6.noarch. rpm
: perl-Math-BigRat-0.2614-458.amzn2023.6.2.noarch.rpm
: perl-Sys-Hostname-1.23-477.amzn2023.0.6.x86_64.rpn
: perl-Thread-Queue-3.14-458.amzn2023.8.2.noarch. rpm
: perl-base-2.27-477.amzn2623.8.6.noarch. rpm
: perl-threads-2.25-458.amzn2023.0.3.x86_64.rpn
: perl-threads-shared-1.61-458.anzn2623.0.2.x86_64.rpm
: php8 .3.10-1.amzn2023.0.1.x86_64.rpm
: phps.3-commen-8.3.10-1.amzn2023.0.1.x86_64.rpm
: phpg.3-devel-8.3.16-1.amzn2023.0. 1. x86_64.rpn
; php8.3-mbstring-8.3.10-1.amzn2023.0.1.x86_64.rpm
10-1.amzn2023.0.1.x86_64.rpm
18-1.amzn2623.08.1.x86_64.rpm
10-1.amzn2023.0.1.x86_64. rpm
18-1.amzn2023.0.1.x86_64. rpm
10-1.amzn2823.0.1.x86_64.rpm
: phps.3-pdo-8.3.10-1.amzn2023.0.1.x86_64. rpm
: phpg.3-sodium-8.3.10-1.amzn2623.0.1.x86_64.rpm
; xz-devel - amzn2623.0.2.x86_64.rpm
php8.3-xml-8.3.10-1.anzn2023.0.1.x86_64. rpm
: zlib-devel-1.2.11-33.amzn2023.0.5.x86_64.rpm

Running transaction check

Transaction check su

Running transaction test

Transaction test succe

Running transaction
Preparing H
Installing ; php8.3-common-8.3.10-1,amzn2023.0. 1.x86_64
Installing : mariadb-connector-c-config-3.1.13-1.amzn2023.0.3.noarch
Installing mariadb165-common-3:16.5.25-1.amzn2623.0.1. x86_64
Installing ibmpe-1.2.1-2.amzn2023.0.2. x86_64
Installing : apr-1.7.2-2.anzn2623.0.2.x86_64
Installing : apr-util-openssl-1.6.3-1.anzn2023.0.1.x86_64
Installing : apr-util-1.6.3-1.amzn2023.0.1.x86_64

MB/s
MB/s
MB/s
kB/s

MB/s
kB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s

MB/s

26 kB

47 ke
39 kB
18 kB
2 ke
17 kB
58 kB
44 ke
10 kB
737 kB
718 kB
528 kB
3.7 18
1.918
147 kB
379 kB
45 ke
29 kB
41 kB
53 kB
154 kB

| 106 18




Installing : perl-Sys-Hostname-1.23-477.amzn2023.0.6.x86_64
Installing : perl-File-Copy-2.34-477.amzn2023.0.6.noarch
Installing : mailcap-2.1.49-3.amzn2023.0.3.noarch

Running scriptlet: httpd-filesystem-2.4.62-1.amzn2023.noarch
Installing : httpd-filesystem-2.4.62-1.amzn2023.noarch
Installing : perl-threads-shared-1.61-458.amzn2023.0.2.x86_64
Installing : perl-Thread-Queue-3.14-458.amzn2023.0.2.noarch
Installing : httpd-tools-2.4.62-1.amzn2023.x86_64

Installing : httpd-core-2.4.62-1,amen2023.x86_64

Installing : mod_http2-2.0.27-1.amzn2023.0.3.x86_64
Installing : mod_lua-2.4.62-1.amzn2023. x86_64

Installing : cpp-11.4.1-2,amzn2023.0.2.x86_64

Installing : mariadbl05-errmsg-3:10.5.25-1.amzn2023.0.1.x86_64
Installing : php8.3-nbstring-8.3.10-1.anzn2023.0. 1. x86_64
Installing : php8.3-opcache-8.3.16-1.amzn2023.0.1.x86_64
Installing : php8.3-process-8.3.16-1.amzn2023.0.1.x86_64
Installing : perl-Data-Dumper-2.174-460.anzn2023.0.2.x86_64
Installing : perl-B-1.80-477.amzn2023.0.6.x86_64

Installing : xz-devel-5.2.5-9.amzn2023.0.2.x86_64

Installing : perl-base-2.27-477.amzn2023.0.6.noarch
Installing : perl-Math-Complex-1.59-477.amzn2623.0.6.noarch
Installing : perl-Math-BigRat-8.2614-458.amzn2023.0.2.noarch
Installing : perl-Math-BigInt-1:1.9998.39-2.amzn2023.0.2.noarch
Installing : perl-Filedandle-2.63-477.anzn2023.0.6.noarch
Installing : perl-DBI-1.643-7.amzn2023.0.3.x86_64

Installing : perl-DBD-MariaDB-1.22-1.amzn2023.0.4.x86_64
Installing : perl-File-Find-1.37-477.amzn2023.0.6.ncarch
Installing : perl-File-Compare-1.100.600-477.amzn2623.0.6.noarch
Installing : pere2-utf32-10.40-1.amen2023.0.3.x86_64
Installing : pere2-utf16-10.40-1.amen2023.0.3.x86_64
Installing : pere2-devel-10.40-1.amen2023.0.3.x86_64
Installing : openssl-devel-1:3.0.8-1.amzn2023.0.16. x86_64
Running scriptlet: nginx-filesystem-1:1.26.2-1.amzn2023.0.1.noarch
Installing : nginx-filesystem-1:1.26.2-1.amzn2623.0.1.noarch
Installing : php8.3-fpm-8.3.10-1.amzn2623.6.1.x86_64

Running scriptlet: php8.3-fpm-8.3.10-1.amzn2623.6.1.x86_64

Running scriptlet: mysql-selinux-1.8.4-2.amzn2623.6.3.noarch
Installing : mysql-selinux-1.0.4-2.amzn2023.6.3.noarch
Running scriptlet: mysql-selinux-1.8.4-2.amzn2623.6.3.noarch

1ibsemanage.semanage_direct_install_info: Overriding mysql module at lower priority 100 with module at priority 266.

Installing : mariadb185-3:16.5.25-1.amzn2023.0. 1. x86_64
Installing : mariadb185-backup-3:10.5.25-1.amzn2623.0.1.x86_64

Installing : mariadb185-cracklib-password-check-3:18.5.25-1.amzn2023.6.1.x86_64

Installing : mariadb105-gssapi-server-3:10.5.25-1.amzn2023.0.1.x86_64
Running scriptlet: mariadb185-server-3:10.5.25-1.amzn2023.0.1.x86_64
Installing : mariadb105-server-3:10.5.25-1.amzn2023.0.1.x86_64
Running scriptlet: mariadb185-server-3:10.5.25-1.amzn2023.0.1.x86_64
Installing : mariadb105-server-utils-3:18.5.25-1.amzn2023.0.1.x86_64
Installing : md-1.4.19-2.amzn2023.0.2. xB6_64

Installing : libxslt-1.1.34-5.amzn2023.0.2.x86_64

Installing : php8.3-xml-8.3.10-1.amzn2623.0.1.x86_64

Installing : Libverto-devel-0.3.2-1.amzn2023.0.2.x86_64

Installing : libtool-1tdl-2.4.7-1.amzn2023.0.3.x86_64

Installing : libstdc++-devel-11.4.1-2.amzn2023.0.2.x86_64
Installing : libsodtum-1.0.19-4.amzn2023.%86_64

Installing : php8.3-sodtum-8.3.10-1.amzn2023.0. 1. x86_64

Installing : libsepol-devel-3.4-3.amzn2023.0.3.%86_64

2.15 WordPress has been installed successfully

Installed:
annobin-docs-10.93-1.amzn2023.0.1.noarch
apr-1.7.2-2.amzn2023.0.2.x86_64
apr-util-openssl-1.6.3-1.amzn2623.0.1.x86_64
automake-1.16.5-9.amzn2823.6.3.noarch
cpp-11.4.1-2.amzn2023.0.2.x86_64
gc-8.0.4-5.amzn2023.0.2.x86_64
gec-c++-11.4.1-2.amzn2023.0.2.x86_64
glibc-devel-2.34-52.amzn2023.0.11. x86_64
guile22-2.2.7-2.amzn2623.6.3.x86_64
httpd-core-2.4.62-1.amzn2023. x86_64
httpd-tools-2.4.62-1.amzn2023.x86_64
keyutils-libs-devel-1.6.3-1.amzn2023.0.1.%86_64
libbrotli-1.0.9-4.amzn2023.0.2.x86_64
1ibkadms-1.21.3-1.amzn2023.0. 1. x86_64
libselnux-devel-3.4-5.amzn2023.0.2.x86_64
Libsodtum-1.6.19-4.amzn2623. x86_64
libtool-2.4.7-1.amzn2023.0.3. x86_64
libverto-devel-8.3.2-1.amzn2023.0.2.x86_64
1ibxml2-devel-2.10.4-1.amzn2023.0.6.x86_64
m4-1.4.19-2.amzn2023.0.2.x86_64
make-1:4.3-5.amzn2023.0.2.x86_64
mariadb-connector-c-config-3.1.13-1.amzn2623.6.3.noarch
mar iadb105-backup-3:10.5.25-1.amzn2023.6. 1. x86_64
mariadb105-cracklib-password-check-3:10.5.25-1.amzn2023.0.1.x86_64
mariadb105-gssapi-server-3:10.5.25-1.amzn2023.0.1.x86_64
mariadb105-server-utils-3:10.5.25-1.amzn2023.0.1.x86_64
mod_lua-2.4.62-1.amzn2023.x86_64
nginx-filesystem-1:1.26.2-1.amzn2623.6.1.noarch
pere2-devel-16.40-1.amzn2023.6.3. x86_64
pere2-utf32-10.46-1.amzn2023.6.3.x86 64
perl-DBD-MariaDB-1.22-1.amzn2623.0.4.x86_64
perl-Data-Dumper-2.174-468.,anzn2623.0.2, x36_64
perl-File-Copy-2.34-477.amzn2023.0.6.noarch
perl-FileHandle-2.03-477.amzn2623.0.6.noarch
perl-Math-BigRat-0.2614-458. anzn2023.0.2.noarch
perl-Sys-Hostname-1.23-477.amzn2023.0.6. x86_64
perl-base-2.27-477.amzn2023.0.6.noarch
perl-threads-shared-1.61-458 . amzn2023.0.2.x86_64
php8.3-cli-8.3.10-1.amzn2023.0.1.x86_64
php8.3-devel-8.3.10-1.amzn2023.0.1.x86_64
php8.3-mbstring-8.3.16-1.amzn2623.0.1.x86_64
php8.3-opcache-8.3.10-1.amzn2023.6. 1. x86_64
php8. 3-process-8.3.10-1.anzn2023.0. 1,x86_64
phpg.3-xml-8.3.10-1.amzn2023.0.1.x86_64
zlib-devel-1.2.11-33.amzn2023.0.5.x86_64

Complete!

annobin-plugin-gee-10.93-1.amzn2023.0. 1.x86_64
apr-util-1.6.3-1.amzn2023.0.1.x86_64
autoconf-2.69-36.amzn2623.6.3.noarch
cmake-filesystem-3.22.2-1.amzn2623.0.4.x86_64
emacs-filesystem-1:28.2-3.amzn2823.8.8.noarch
gce-11.4.1-2.amzn2023.0.2.x86_64
generic-logos-httpd-18.0.0-12.amzn2023.0.3.noarch
glibc-headers-x86-2.34-52.amzn2023.0. 11.noarch
httpd-2.4.62-1.amzn2023.x86_64
httpd-filesystem-2.4.62-1.amzn2023.noarch
kernel-headers-6.1.112-124.198. anzn2023. x86_64
krbs-devel-1.21.3-1.amzn2023.0.1.x86_64
Libcom_err-devel-1.46.5-2.amzn2023.0.2.x86_64
Libmpc-1.2.1-2.amzn2023.0.2.x86_64
L1ibsepol-devel-3.4-3.amzn2023.0.3.x86_64
Libstdc++-devel-11.4.1-2.amzn2023.0.2. x86_64
Libtool-1tdl-2.4.7-1.amzn2023.0.3.x86_64
Libxcrypt-devel-4.4.33-7.amzn2023.x86_64
Libxslt-1.1.34-5.amzn2023.0.2.x86_64
mailcap-2.1.49-3.amzn2023.0.3.noarch
mariadb-connector-c-3.1.13-1.amzn2023.0.3. x86_64
mariadb165-3:16.5.25-1.amzn2623.0. 1. x86_64
mariadb165-common-3:18.5.25-1.amzn2023.6.1. x86_64
mariadb165-errmsg-3:18.5.25-1.amzn2023.0.1.x86_64
mariadb165-server-3:10.5.25-1.amzn2023.0.1. x86_64
mod_http2-2.6.27-1.amzn2023.0.3.x86_64
mysql-selinux-1.0.4-2.amzn2023.0.3.noarch
openssl-devel-1:3.0.8-1.amzn2623.0.16. x86_64
pcre2-utf16-16.40-1.amzn2623.6.3. x86_64
perl-B-1.80-477.amzn2023.0.6.x86_64
perl-DBI-1,643-7.amzn2023.0.3.x86_64
perl-File-Compare-1.180.600-477.amzn2023.0.6.noarch
perl-File-Find-1.37-477.amzn2023.0.6.noarch
perl-Math-BigInt-1:1.9998.39-2.amzn2023.6.2.noarch
perl-Math-Complex-1.58-477.amzn2023.0.6.noarch
perl-Thread-Queue-3.14-458 . amzn2023.0.2.noarch
perl-threads-1:2.25-458.amzn2023.0.3.x86_64
phpd.3-8.3,10-1,amzn2023.0, 1. x86_64

phpd. 3-conmon-8. 3., 10-1.anzn2023.0. 1. x86_64
php8.3-fpm-8.3.10-1.amzn2023.0.1.x86_64
php8.3-mysqlnd-8.3.16-1.amzn2623.0. 1. x86_64
php8.3-pdo-8.3.10-1.amzn2023.0. 1. x86_64
php8.3-sodium-8.3.10-1.amzn2023.0.1.x86_64
xz-devel-5.2.5-9.amzn2023.0.2.x86_64




2.16 Make a user in the database for installing WordPress installation

[ecz—uqeréip 13-0-1-63 ~]$ sudo mysql -u root -p

lelcome to the MariaDB monitor. Commands end with :or \g.
four MariaDB connection id is 93
erver version: 10.5.25-MariaDB MariaDB Server

Copyright (c) 2008, 2018, Oracle, MariaDB Corporation Ab and others.

‘help;' or '\h' for help. Type '\c¢' to clear the current input statement.

lariaDB [(none)]> |}

2.17 As aroot user login to database server create the user & password for MYSQL database

[ec2-user@ip-12-8-1-191 ~]% sudo mysql -u root -p

Enter pa ord:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connecti &

Server wve on: 18.5.25-MariaDB MariaDB Server

Copyright (c) 2008, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(no - CREATE USER 'wordpress'@' localh ' IDENTIFIED BY 'wordpress
Query 0K, @ ffected (9.002 sec)

MariaDB [(no REATE DATABASE
Query 0K, 1 row affected (0.000 sec)

MariaDB [ GRANT ALL PRIVILEGES ON
Query 0K, affected (8.001 sec)

MariaDB [(non FLUSH PRIVILEGES;
Query 0K, © affected (8.000 sec)

MariaDB [(nc
Bye

r@ip-12-8-1-191 ~1% cp wordpres p-config- aamp]e php wordpress/wp-config.php
P 1-191 ~ E p-conftig.
p-12-8-1-191 ~]% cat p-config. php

The base configuration for WordPress

The wp-config.php cr ation acr1pt : this file during the installation.
You don't have to he :bsite, you can copy this file to "wp-config.php"
and fill in the v 5

This file contains the following configurations:

* ABSPATH
@Llink https://
ackage WordPreyss ** ase setti You can get this info from your web host ** s/
me of the data !
DB_NAME', ‘'wordpr

se username */

def1nel

/** Dat e charset to use in ating database tables. */
def1nel CHARSET', ‘'utfg' )

se co11ate type. Don't change this if in doubt. #/
AT




2.19  Generate authentication Unique Keys and Salts from WordPress API

“H#EH
Authentication unique k

Change these to different unique phrases! ing
the {@link | i dpress. cre 1t/ 55.0rg secret- service}.

ting cooki
This will force a

"AUTH_KEY ', r unigue
'S E_ 4 . r unique
unigue
unigue

unique 3
unique phrase

[ec2-user@ip-1
[ec2-user@ip-12-
Last me ]
Dependencies resol

amazonlinux

zonl inux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
onlinux
azonlinux

25 Packages

00:00
00

freetype:

google-noto-s

harfhu

graphite2-1.3.14-7

: jbigkit-1ibs-2.1-21.amzn2023.0.2.
gpe -core-font-en-3.0-21.amzn2

11bX11-1.8.10




langpacks-core-font-en-3.0-21.amzn2623.0.4.noarch.rpm
11bX11-1.8.10-2.amzn2023.0.1.x86_64.rpm
1ibX11-common-1.8.10-2.amzn2023.0.1.noarch.rpm
libXau-1.0.11-6.amzn2023.0.1.x86_64.rpm
libXext-1.3.6-1.amzn2623.6.1.x86_64.rpm
libXrender-6.9.11-6.amzn2023.0.1.x86_64.rpm

libpng-1.6.37-16.amzn2623.0.6.x86_64.rpm
libwebp-1.2.4-1.amzn2623.0.6.x86_64.rpm
libxcb-1.17.0-1.amzn2023.0.1.x86_64.rpm
pixman-0.43.4-1.amzn2023.0.4.x86_64.rpm
xml-common-6.6.3-56.amzn2023.0.2-nearch. rpm
: php8.3-gd-8.3.10-1.amzn2023.0.1. x86_64.rpm

Running transaction check
[Transaction check succee
Running transaction test

Running transaction
Preparing :
Installing : libpng-2:1.6.37-16.amzn2023.0.6. x86_64
Installing : libwebp-1.2.4-1.amzn2023.0.6.x%86_64
Installing : libjpeg-turbo-2.1.4-2.amzn2023.0.5.x86_64
Installing : fonts-filesystem-1:2.0.5-12.amzn2023.0.2.noarch
Running scriptlet: xml-common-0.6.3-56.amzn2023.0.2.noarch
Installing : xml-common-8.6.3-56.amzn2623.0.2 .noarch
Installing : pixman-0.43.4-1.amzn2023.0.4.x%86_64
Installing : libXau-1.0.11-6.amzn2023.0.1.x86_64
Installing : 1ibxch-1.17.0-1.amzn2023.0.1.x86_64
Installing : 11ibX11-common-1.8.10-2.amzn2023.0.1.noarch
Installing : 1ibX11-1.8.16-2.anzn2023.6. 1. x86_64
Installing : libXext-1.3.6-1.amzn2023.0.1.x%86_64
Installing : 1ibXpm-3.5.17-3.amzn2023.0.1.x86_64
Installing : libxrender-0.9.11-6.amzn2023.0.1.x86_64
Installing : jbigkit-libs-2.1-21.amzn2023.0.2.x86_64
Installing : 1ibtiff-4.4.0-4.amzn2023.6.19.x86_64
Installing : graphitez2-1.3.14-7.amzn2023.0.2.x86_64
Installing : google-noto-fonts-common-20201206-2.amzn2023.0.2.noarch
Installing : google-noto-sans-vf-fonts-20201206-2.amzn2023.0.2.noarch
Installing : Tangpacks-core-font-en-3.0-21.anzn2623.6.4.noarch
Installing : cairo-1.17.6-2.amzn2023.0.1.x86_64
Installing : harfbuzz-7.0.0-2.amzn2023.0.1.x86_64
Installing : freetype-2.13.2-5.amzn2023.0.1.x86_64
Installing : fontconfig-2.13.94-2.amzn2023.0.2.x86_64
Running scriptlet: fontconfig-2.13.94-2.amzn2623.0.2.x86_64
Installing : gd-2.3.3-5.amzn2623.0.3.x86_64
Installing : php8.3-gd-8.3.10-1.amzn2023.0.1.x86_64
Running scriptlet: fontcenfig-2.13.94-2.amzn2023.0.2.x86_64
Running scriptlet: php8.3-gd-8.3.10-1.amzn2023.0.1.x86_64
verifying : catro-1.17.6-2.amzn2023.6.1.x86_64
verifying : fontconfig-2.13.94-2.amzn2023.0.2.x86_64
Verifying : fonts-filesystem-1:2.0.5-12.amzn2023.6.2.noarch
verifying : freetype-2.13.2-5.amzn2023.0.1.x86_64

Yoy 5 oe-2-a
Verifying : graphite2-1.3.14-7.amzn2023.0.2.x86_64

Verifying : harfbuzz-7.0.0-2.amzn2023.0.1.x86_64

Verifying : jbigkit-11bs-2.1-21.amzn2023.0.2.x86_64
Verifying : langpacks-core-font-en-3.0-21.amzn2023.0.4.noarch
Verifying : 11bX11-1.8.10-2.amzn2623.0.1.x86_64

Verifying : libX11-common-1.8.10-2.amzn2023.0.1.nearch
Verifying : libXau-1.0.11-6.amzn2623.0.1.x86_64

Verifying : LibXext-1.3.6-1.amzn2023.0.1.x36_64

Verifying : LibXpm-3.5.17-3.amzn2623.0.1.x86_64

Verifying : libXrender-6.9.11-6.amzn2023.0.1.x86_64
verifying : libjpeg-turbo-2.1.4-2.amzn2023.0.5.x86_64
Verifying : libpng-2:1.6.37-10.amzn2023.0.6.x86_64

Verifying : libtiff-4.4.0-4.amzn2023.0.19.x86_64

Verifying : Libwebp-1.2.4-1.amzn2023.0.6.x86_64

Verifying : libxcb-1.17.8-1.amzn2623.0.1.%86_64

Verifying : php8.3-gd-8.3.10-1.amzn2023.0.1.x86_64

Verifying : pixman-0.43.4-1.amzn2023.0.4.x86_64

Verifying : xml-common-0.6.3-56.amzn2023.0.2.noarch

Installed:
cairo-1.17.6-2.amzn2623.0.1.x86_64 fontconfig-2.13.94-2.amzn2623.0.2.x86_64
fonts-filesystem-1:2.0.5-12.amzn2023.0.2.noarch freetype-2.13.2-5.amzn2023.0.1.x86_64
gd-2.3.3-5.amzn2023.0.3.x86_64 google-noto-fonts-commen-20201206-2, amzn2023.0.2.noarch
google-noto-sans-vf-fonts-20201206-2.amzn2623.0.2.noarch graphite2-1.3.14-7.amzn2023.0.2.x86_64
harfbuzz-7.0.8-2.amzn2023.0.1.x86_64 jbigkit-1ibs-2.1-21.amzn2023.0.2.x86_64
langpacks -core-font-en-3.0-21.amzn2623.0.4.noarch 11bX11-1.8.16-2.amzn2623.0.1.x86_64
11bX11-common-1.8.10-2.amzn2023.0.1.noarch libXau-1.6.11-6.amzn2023.0.1.x86_64
libXext-1.3.6-1.amzn2023.0.1.x86_64 libXpm-3.5.17-3.amzn2623.0.1.x86_64
libXrender-0.9.11-6.amzn2023.0. 1. x86_64 libjpeg-turbo-2.1.4-2.amzn2023.0.5.%86_64
1ibpng-2:1.6.37-10.amzn2023.0.6.x86_64 libtiff-4.4.0-4.amzn2023.0.19.x86_64
11bwebp-1.2.4-1.amzn2023.0.6.x86_64 libxcb-1.17.0-1.amzn2023.0.1.x86_64
php8.3-gd-8.3.18-1.amzn2823.0.1.x86_64 pixman-0.43.4-1.amzn2023.0.4.x86_64
xml-common-8.6.3-56.amzn2023.0.2.noarch

Complete!

2.21 Download and install the PHP graphics package

1p-13-0-1- H
ec2-userfip-13-6-1-63 =4
ecd-userfip-13-8-1-63 ~ 3
ec2-user@ip-13-0-1-63 « 4 sudo yun tnstall php-go
Anezon Linux 2823 repostitory 1 kefs

[
[

16 k8

Anazon Linux 2823 Kernel Livepatch repository Bkeys | 2918

Package phpd.3-gd-8.3.18-1.2mn2623.0.1.%86 64 1s already install
5 resolved.

ec2-User@ip-13-0-1-
ec2-Usergip-13-6-1-63 »




2.22  Check the status of the httpd service

sudo systemctl status httpd
he HTTP Server
pres

.conf
= (running) since Wed 2024-11-27 13:11:19 UTC; 7h ago
man:httpd.service(8)
2168 (httpd)

CGroup:

rting httpd.service - The Apache HTTP Server...
rted httpd.service - The Apache HTTP Server.
: Server configured, listening on: port 280

riag 16.5

MariaDB 1s probab ysql already, nothing is done.
not the case, 5 / sql 1s empty before runntng mariadb-prepare-db-dir.

ecd-user@p-13-
ec2-user@p-13-

2.24 Login to http 3.23.7.155/wordpress/ mention username and password after that install
the WordPress



Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Do not worry, you can always change these settings later.

Site Title | Billing Website |

Username ‘ |

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol.

Password [l ]I & Hide I

Important: You will need this password to log in. Please store it in a secure location.

Your Email

Double-check your email address before continuing.

Search engine (

R O Discourage search engines from indexing this site
visibility

It is up to search engines to honor this request.

2.25 Billing website is created through WordPress

v @ Biling Appication x + -
« C A Notsecwe 3237.155Awordpross/ o
W Lorem ipsum dolor sit amet, consectatur adipiscing elit,
Billing App]ication HOME PAGES SERVICES BLOGS ContactUs o

“' Teresa Potter

80OST YOUR BUSINESS

It Is The App That Will Save
You Money In The Long Run

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed da eiusmod tempor
incidigunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation UkaMCo.

= management

Software
Call Us Harel Tranascror rosm satance
+1123 456 7890 o8 $1,28,093




Step 3: Monitoring tool in AWS

3.1 Using the AWS CLI deploy the CloudWatch service to collect logs. To do so, first execute
the command: pip install awscli

[ec2-user@ip-172-

Defaulting to user in

Requirement already satisfied:

Requirement al readv

Requirement al

Reguirement al

Requirement al

Requirement al

Requirement al

Reguirement al

Requirement al

Requirement already

Requirement already 3
Reguirement already satisfied: A2 in fus /pythen: i rom crvptogra hy<
Requirement already sa led: L 1 .9/ s ( prompt tooll
Requirement already lib/python3.9/s1 3 rom python- dateutw
Requirement already satisfi 5 Kages :
Reqmrement

[ec2

3.2 Download the CloudWatch agent package, for this execute the command:
“sudo yum install -y amazon-cloudwatch-agent”

Available Versions:

version 2023.6.20241111:
Run the following command to upgrade to 2023.6.20241111:

dnf upgrade --rele =2023.6.20241111

6.20241111.html

Version 2023.6.20241121:
Run the following command to upgrade to 2023.6.20241121:

dnf upgrade --

5.20241121.html

ed:
n-cloudwatch-agent-1.300044.08-1.amzn20

Complete!
[ec2-user@ip-172-31-25-230 ~1% 11




3.3 Deploy CloudWatch Agent setting by below command:

“sudo vi /opt/aws/amazon-cloudwatch-agent/etc/amazon-cloudwatch-agent.json”

"sopt/saws samazon-cloudwatch-agent/setc/s/amazon-cloudwatch-agent.jijson™ 18L.,

3.4 Start Cloudwatch Agent on boot by deploying the command:
“sudo amazon-cloudwatch-agent-ctl -a start”

dipy-17

[ecz-user@ip-l?z-Bl
[ec2-user@ip-172-31-
[ec2-user@ip-172-31

sudo systemctl enable amazon-cloudwatch-agent




3.6 Verified that the agent is running by executing the with command:
“sudo systemctl status amazon-cloudwatch-agent”

Step 4: Launching the DDoS Attack on the EC2 (internet firewall)

4.1 Using Kali machine and MHDDOS to Lauch attack using code:
python3 start.py get http://3.129.106.156 1000 proxylist.txt 10 200 debug [7]

The name of the DDoS attack script to execute is ‘start.py’ The ‘start.py’ should be in the same
directory with the script or in a directory well identified by the system.

The script employs HTTP GET DoS attack method which encompass sending an immense
number of GET requests to the intended website or IP address with the intention of freezing or
overloading the target with the intention of freezing or overloading it.

The script can be configured with the following parameters:

1000 (Number of Threads): This specifies the number of threads at once that will mimic
the HTTP requests so as to produce a more distributed traffic.

proxylist.txt (Proxy List File): If proxies are going to be set then this file should contain
proxy address on one line at least.

10 (Requests per Connection): It will make ten requests at a time and move on to
another connection, and that, too, ten requests, and move to the next one, that is, to help
keep the connections active and put more load on the target server.

1000 (Duration of the Attack): The attack will take 1000 seconds to execute and will
pause automatically after that ensuring that the total time of attack does not exceed 16
minutes and 40 seconds. This duration can be as short or long as is necessary to meet
the demands of relevant legislation, the organization, and customers.

debug (Optional Debug Mode): If the debug mode is enabled, then more log
information will be provided to control and investigate the advancement of the attack.



0.12) doesn't match

DEBUG.
- DEBUG)
- DEBUG

- DEBUG,
3 - DEBUG
- DEBUG

File Actions Edit View Help
- DEBUG] Targ
DEBUG] Tar
DEBUG
DEBUG] T
DEBUG

DEBUG
DEBUG] T

DEBUG]
DEBUG

DEBUG] T
DEBUG] T
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DEBUG]
DEBUG] T
DEBUG
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4.2 The successful execution of DDoS attack brings down the billing website and makes it

inaccessible
v @ Bsilling Application x 4 o
<« c A Notsecure  3.129.106.156 9«
Billing Application HOME PAGES SERVICES BLOGS ContactUs o

* Teresa Potter

BOOST YOUR BUSINESS

It Is The App That Will Save
You Money In The Long Run

Lorem Ipsum dolor sit amet, consectetur adipiscing ellt, sed do elusmod tempor
incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco.

Management
Software
Call Us Here! Transactons Total Bolance
+1 123 456 7890 98 $1,28,093
C A Notseare | 3129106156 &
M Gmal € YouTuve Y Maps Tiet 2Spomsor Lot -.. @B dasce ! @B dance? @B (00} Top Sushersi.. O Jobs - Baysinterac.. (@ Tota Consultarcy Se.  § Steferarceige schal.. Mg Womm - Network in.. () DREAM.alax - Micro.

504 Gateway Time-out

nginv/1.262

Step 5: Post-DDoS Attack Evaluation

After simulating DDoS attack we will run three different Algorithm separately to mitigate
external attacks on web application and improvise CPU utilization and network traffic. The
Algorithm which we are using are mentioned below

e Decision tree Algorithm
e Random Forest Algorithm
e Support Vector Machine (SVC)



5.1 Update the EC2 instance (internet firewall) and install Python 3 Package
python 3-3.9.16-1.amzn2023.0.9.x86 64 using the command:

“sudo yum update -y”

“sudo yum install python3 -y”

Version

Run the following command to upgrade to 2823.6.28241121:

dnf upgrade --rel er=2023.6.20241121

Dependenc

Mothing to

Complete!

E metadata e i iy k= 1 =1 ago om Thu Dec > 11:23:05 2024.
age pvthon} 6-1.amzn2823.0. is already installed.
de =

> n
Nothing to do.
Complete!
[ec2-user@ip-172-31-25-220 ~]3%

5.2 Now we will Install below mentioned Libraries
e NumPy and Scikit-learn for machine learning [8]
o psutil for monitoring system performance [9]

Requlrement al readv d: numpy in .
Requirement already satisfied: 5c1Fwt-_earn n ./
Requirement al sopsutil in .
Requirement al isfied: threadpoo]ct
Requirement al ready [

Requirement already

[ecz user@i

5.3 Check the version by pip3 list command. Check that the system has the following package
versions installed:
e NumPy for Version 2.0.2
e Scikit-learn for Version 1.5.2
e Psutil for Version 6.1.0

[ecZ-user@ip-172-31-25-230 ~]%
[ec2-user@ip-172-31-25-230 ~]% pip3 Llist | grep numpy
pip3 list | grep scikit-learn

pip3 list | grep psutil

numpy 2.8.2
t-learn 5.2
psutil 6.1.0
[ec2-user@ip-172-31-25-230
[ecZ2-user@ip-172-31-25-230




5.4 First, we will execute automation scrips for Decision Tree Algorithm using nano to create
decision_tree ddos.py file and run below python script

GNU nano 5.8 decision tree ddos.p
import numpy as np

import psutil

import time

from sklearn.model_selection import train_test_split

from sklearn.tree import DecisionTreeClassifier

from sklearn.metrics import accuracy_ score

# Simulate traffi
andom . ﬁeedtdz)
». random . rand( 3000, 5) * 100
array([1 if np.random.rand() > 0.6 5 _ in range(3000)71)

X _train, X test, y train, y test = train_test split(X, y, test size=0.3, random_ state=42)
model = DecisionTreeClassifier()
model. fit(X_train, y train)

= model.predict(X test)

accuracy = accuracy ﬁc(:lefy test,
log_: eventff Al ithm: D S

ddos_count = sum(y pred)
total_ predictions len(y pred)
ddos ratio = ddos int / total pr
if ddos ratio > ©

log_event(f"D

while True:
Cpu_usage = psu
if cpu_usage
log_event(f
time.sleep(1)

ec2-user@p-1/2-3

[ec2-user 7

[ec2-use

[ec2-user@ip 2 ~]$% python3 decision_tree_ddos.py > decision_tree_logs.
2880

[ecZ uqel@ip-172-3 25-230 ~]$ python3 decision_tree_ddos.py > decision_tree_logs.

ser@ip-172-31-25-230 ~]$% python3 decision tree ddos.py > decision tree logs.
30 ~]$ python3 decision_tree_ddos.py > decision_tree_logs.

[ec2- UREI@lp 172-31-25-230 ~]% python3 decision tree ddos.py > decision_ tree logs.
2896

[ec2-user@ip-172-31-25-230 ~]$% python3 decision_tree_ddos.py > decision_tree_logs.
2900

0:00 fusr
0:00 grep

5.7 Use command tail -f decision_tree logs.txt it will display the output of accuracy during the
attack

[ec2- uqer@tﬁ 172-}1 25 230 ~]%
[ec2-user@ip-172-31-25-230 ~]$ tail - decision tree logs.txt
2024-12-03 12:02:50 - Algortithm: Decision Tree

Accuracy: 0.55
2024-12-03 12:02:50 - DDoS detected: 346 out of 900 predictions.




5.8 Second, run automate scrips for Random Forest Algorithm by using nano to
random_forest ddos.py file and run below python script

[ecZ-user@ip-172 2 230 ~]% cat random_forest_ddos.py
import numpy as

import psutil

import time

from sklearn.model_selection umport train_test_split
from sklearn.ensemble import RandomFore assifier

from sklearn.metrics umport accuracy score

def log_event(message):
with open("random_forest_logs
f.write(f"{time.strftime( )} - {messagel}\n")

np.random.rand( 3000, 5) * 100
np.array([1 i1f np.random.rand() = 0.6 else 0@ for _ in range(3000)])

X _test, y train, y test = train_test_split(X, y, test size=0.3, random_state=42)
RandomForestClassifier(n_estimators=100, random_state=42)
model.fit(X train, y train)
y_pred = model.predict(X test)

accuracy = accuracy_ score(y test, y pred)
log_event( f"Algorithm: Random Forest\nAccuracy: {accuracy:.2f}")

ddos_count = sum(y_ pred)
total_ predictions len(y pred)
ddos_ratio = ddo ount / total_predictions
T ddos_ratio = 2
log_event( f"DDoS detected: {ddos_count} out of {total_ predictions} predictions.")

e True:
u_usage = psutil.cpu_percent( interval=5)
cpu_usage >
log_event(f gh CPU usage detected: {cpu_usage}ss
time.sleep(1)
[ec2-user@ip-172-31-25-230 ~1% 0

[ec2-user@ip-172-31-25-230 ~]% python3 random_forest_ddos.p - random_forest_logs.txt 2=&1 &
[ec2—35é @ip 2-31-2 ~]% python3 random_forest_ddos.p - random_forest_logs.txt 2=&1
[ecZ-SEgz@ip- 172-31-2: ~1$% python3 random_forest_ddos.py > random_forest_logs.txt 2>&1
[9(2-323 r%'@ip- 172-3 ~1% python3 random_ forest ddos.py > random_ forest logs.txt 2>&1
[ec2-3§;}z@ip-172 y ~]% python3 random_forest_ ddos.p >~ random_forest_logs.txt 2>&1
[ec?-ifg :@ip-ﬂ'z 2! ) ~]$ python3 random_forest_ddos.py > random_forest_logs.txt 2>&1
[ec?-ifgi@ip-l?z p. ~1% python3 random_ forest ddos.py > random_ forest logs.txt 2>&1

~]% python3 random_forest ddos.p >~ random_forest_logs.txt

[ec2-user@ip-172 2! ~]1$ python3 random_forest_ddos.py > random_forest_ logs.txt 2>
5877

[ec2-user@ip-172-31-2 ~1% python3 random_forest_ddos.py > random_forest_logs.txt 2
5881

[ec2-user

create

5.10 Use command tail -f random_forest logs.txt it will display the output of accuracy during

the attack
[ec2-user@p-172-31-25-230 ~]$ tail -f random_ forest logs.txt
2024-12-03 13:11:26 - High CPU usage detected: 55.3%
13:11:26 - High CPU usage detected: 57.6%
- High CPU usage detected: 55.4%
- Algorithm: Random Forest

High CPU usage detected: 51.2%
High CPU usage detected: 38.8%
High CPU usage detected: 38.8%
High CPU usage detected: 30.1%

13
13
i3
13




5.11 Lastly, we will run automation scrips for Sector Vector Machine (SVM) Algorithm by
making use of nano to create svc_ddos.py file and run below python script

ecZ-user@ip-1/2 - ~ 1%

[ec2-user@ip-172 Z ~]% cat svm_ddos.py
import numpy as np

1 rt psutil

import tuime

from sklearn.model_selection import train_test_split
from sklearn.svm import SVC

from sklearn.metrics import accuracy_ score

def log_event{message):
with open("svm_legs.txt", "a") s T
f.write(f"{time.strftime( "' -% sS' )} - {messagel}i\n")
mul traffic
andom .seed(42)
p . random . rand( &, 5) * 100
y = np.array([1 if np.random.rand() = 0.6 else @ for _ 1in range(3000)])

, X _test, y train, y test = train_test _split(X, y, test_ size=0.3, random_state=42)
C{kernel="'rbf', probability=True)
model. fit(X_train, y_train)
y_pred = model.predict(X_test)

accuracy = accuracy_score(y test, y pred)
log event(f"Algorithm: SVM\nAccuracy: {accuracy:.2f}")

ddos_count = sum(y_pred)
total_ pred i s = len(y_ pred)
ddos_ratio count / total_predictions
1if ddos_ratio = 3 =
log event(f" S detected: {ddos count} out of {total predictions} predictions.")

il.cpu_percent( interval=5)
igh CPU usage detected: {cpu_usage}s")

~1% Wl

4]

python3 svm_ddos.p > svm_logs.

4]

python3 svm_ddos.p - svm_logs.

'

python3 svm_ddos.p - svm_logs.

"4l

python3 svm_ddos.p >~ svm_logs.

4]

ip-172-31-25- python3 svm_ddos.p > svm_logs.

4]

1ip-172-31-25- python3 svm_ddos.p > svm_logs.

4]

[ec2-user 3 python3 svm_ddos.p - svm_logs.
7
[ec2-user python3 svm_ddos.p - svm_logs.

4]

'

[ec2-user@ip 2-31- 230 python3 svm_ddos.p - svm_logs.
7

[ec2-user@ip python3 svm_ddos.p >~ svm_logs.
73

[ec2-user@ip-172-31-25-230

"4l

5.13 Use command tail -f random_forest logs.txt it will display the output of accuracy during
the attack

[ec2-user@ip-172-31-25-230 ~]% tail -f svm_logs.txt
Accuracy: 0.59

2024-12-0: i High CPU usage detected:
2024-12-0: 22 High CPU detected:
2024-12-03 57:2 Algorithm: SVM

Accuracy: 0.59

2024-12-0: High CPU usage detected: 52
High CPU usage detected: 49.1%

).
2024-12-0
2024-12-0: ' High usage detected: 41.

)24-12-0: High usage detected:
High CPU usage detected:




Step 6: Reviewing Metrics for Performance Optimization
6.1 Through CloudWatch we monitored CPU Spike & Network traffic for 3 hours

I Y
CPU utilization (%) Sminutes ¥ || Average ¥ | th 3h 12h 1d 3d 1w Custom B | UTCtimezone ¥ \@D b4

Parcent

0
15 130 1145 1200 1215 1230 12:45 1300 135 1330 1545 1400

@ i-0016b442108916546 (Intemet_Firewall)

6.2 Decision Tree Algorithm mentioned Pre-Attack phase, During Attack phase and Post-
Attack phase for CPU Utilization

CPU Utilization - Decision Tree Analysis: Pre-Attack Phase

—&— Decision Tree Analysis: Pre-Attack Phase
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7 CPU Utilization - Decision Tree Analysis: During Attack Phase
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CPU Utilization (%)

CPU Utilization - Decision Tree Analysis: Post-Attack Phase

2.340 —e— Decision Tree Analysis: Post-Attack Phase
2.335
2.330
2.325 A
2.320 A
2.315 A
2.310 A

2.305 4

2.300 4

.
)

: 0 . K
A o A A
R Yy R a3
& ? 4 4

Timestamp

6.3 Random Forest Algorithm mentioned pre-attack -phase, during attack -phase, Post attack-

phase for

CPU Utilization (%)

CPU Utilization (%)

CPU Utilization

CPU Utilization - Random Forest Analysis: Pre-Attack Phase
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CPU Utilization - Random Forest Analysis: During Attack Phase
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CPU Utilization - Random Forest Analysis: Post-Attack Phase

—e— Random Forest Analysis: Post-Attack Phase
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6.4 Support Vector Machine mentioned pre-attack -phase, during attack -phase, Post attack-
phase for CPU Utilization

CPU Utilization - Support Vector Machine Tree Analysis: Pre-Attack Phase
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CPU Utilization - Support Vector Machine Tree Analysis: During Attack Phase
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CPU Utilization - Support Vector Machine Tree Analysis: Post-Attack Phase
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6.5 Decision Tree Algorithm mentioned pre attack -phase, during attack -phase, Post attack-
phase for Network Traffic

Network Traffic - Decision Tree Analysis: Pre-Attack Phase
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Network Traffic - Decision Tree Analysis: Post-Attack Phase
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6.6 Random forest mentioned pre attack -phase, during attack -phase ,Post attack-phase for
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Network Traffic - Random Forest Analysis: Pre-Attack Phase
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Network Traffic - Random Forest Analysis: Post-Attack Phase
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6.7 Sector Vector Machine mentioned pre-attack phase, during attack phase, post-attack phase
for Network Traffic

Network Traffic - Support Vector Machine Analysis: Pre-Attack Phase
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Network Traffic - Support Vector Machine Analysis: Post-Attack Phase
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Step 7: Comparative Analysis of DDoS Detection Algorithms
7.1 Best performance in terms of 'Accuracy', 'Efficiency’, and 'Precision' for CPU Spike
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100 Performance Metrics: SVC
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7.2 Which of the Algorithm is best to use for DDoS detection to improvise the CPU Spike

Performance of Models for CPU
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7.3 Best performance in terms of 'Accuracy’, 'Efficiency’, and 'Precision’ for Network Traffic
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Performance Metrics: Random Forest
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7.4 Comparison of Algorithms to decide which is best to use for DDoS detection to improvise
the Network Traffic

o4 Performance of Models for Network Traffic
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The graphs above show that Random Forest Algorithm is superior to the alternative models
with consideration of accuracy, efficiency, and precision concerning both CPU consumption
and network traffic handling.

The Decision Tree and SVM algorithms are also examined, but we cannot get the same
performance indexes as Random Forest.
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