
 

 

 

 

Configuration Manual 

 

MSc Research Project 
 

Cyber Security 

 

Shivani Arya 

Student ID: x23195304 

 

 

 

School of Computing 

National College of Ireland 

 

 

 

 

 

 

Supervisor: Rohit Verma 

 

 

 

 

 

 

 



 

National College of Ireland 

 

MSc Project Submission Sheet 

 

School of Computing 

 

Student Name: Shivani Arya 

Student ID: x23195304 

Programme: Masters in Cybersecurity Year: 2024-25 

Module: Research Project 

Lecturer: Rohit Verma 

Submission Due 

Date: 

12-12-2024 

 

Project Title: Intelligent firewall automation for virtualized cloud infrastructure 

Word Count: 1359 words Page Count: 35 

 

I hereby certify that the information contained in this (my submission) is information 

pertaining to research I conducted for this project.  All information other than my own 

contribution will be fully referenced and listed in the relevant bibliography section at the 

rear of the project. 

ALL internet material must be referenced in the bibliography section.  Students are 

required to use the Referencing Standard specified in the report template.  To use other 

author's written or electronic work is illegal (plagiarism) and may result in disciplinary 

action. 

 

Signature: 

 

……………………………………………………………………………………………………………… 

 

Date: 

 

……………………………………………………………………………………………………………… 

 

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 

 

Attach a completed copy of this sheet to each project (including multiple 

copies) 

□ 

Attach a Moodle submission receipt of the online project submission, to 

each project (including multiple copies). 

□ 

You must ensure that you retain a HARD COPY of the project, both for 

your own reference and in case a project is lost or mislaid.  It is not 

sufficient to keep a copy on computer.   

□ 

 

 

Assignments that are submitted to the Programme Coordinator Office must be placed 

into the assignment box located outside the office. 

 

Office Use Only 

Signature:  

Date:  

Penalty Applied (if applicable):  



 

Configuration Manual 

 

Shivani Arya 

X23195304 

 

Step 1: Setting up required resource within the Amazon Web Service Cloud 

1.1 Launch an Elastic Compute Cloud   instance to function as the internet firewall [1] 

 

 

 

1.2 Make security groups for allowing inbound rules and for creating outbound traffic 

 

 

 



 

1.3 Allocate the Elastic IP - 3.129.106.156 for the Internet Firewall 

 

 
 

 

1.4 Using Firewall service enable the Firewalld feature on EC2 Instance (Internet Firewall) [2] 

 

  

 

1.5 Enable proxy server (NGINX) on EC2 internet Firewall (3.23.7.155) for installing NGINX 

package  

 

 

 

 



 

1.6 To check the status of NGINX execute the command and ensure it is running 

 

 

1.7 Verify that Nginx is Listening on port number 80 

 

 

1.8 Check to ensure that NGINX is set to listen on port 80 and the server name is bind to current 

EC2 (Internet Firewall) IP address, 3.129.106.156. Moreover, verify that the Apache Proxy 

Configuration contains the right configuration of the ProxyPass directives for the billing 

website 

 

 

 

 

 



 

1.9 Test the proxy server by accessing http://3.129.106.156, through which the traffic should 

be directed to the billing website located at the IP address 3.23.7.155. 

 

 

Step 2: Enhancing Website Security with a Dedicated VPC 

2.1 Create a VPC (Virtual private cloud) website with CIDR 13.0.0.0/16 for the Billing website 

 

 

 

 

 

 

 

http://3.129.106.156/


 

2.2 Develop Internet Gateway (IGW) for the Website_VPC and connect it to the VPC 

 

 

2.3 Create public subnet name Public_Website_Subnet with 13.0.1.0/24 CIDR  

 

 

2.4 Create a private subnet name Private_Website_Subnet with 13.0.3.0/24  

 

 



 

2.5 Create a route table RT_Public_Website_Subnet using the Website_VPC 

 

2.6 Edit routes to add 0.0.0.0/0 as a destination targeting IGW website  

 

2.7 Allow Public Website_Subnet in explicit subnet associations  

 

2.8 Launch an instance for the Billing website in the Public subnet with website VPC [5] 

 



 

2.9 Create Security group for Inbound Rules and Outbound traffic  

 

2.10 Allocate the Elastic IP which is 3.23.7.155 for Billing_Website_Application  

 

2.11 Ping the connection from billing website 

 

 



 

2.12 Check hostname  

c 

2.13 Check the OS version  

 

2.14 Download and install required packages for php-mysqlnd [6] 

 

 



 

 

 

 



 

 

 

 



 

 

 

2.15 WordPress has been installed successfully 

 



 

2.16 Make a user in the database for installing WordPress installation  

 

 

2.17 As a root user login to database server create the user & password for MYSQL database 

 

 

2.18 Configure WordPress by adding database credentials for DB_NAME and password  

 

 

 



 

2.19 Generate authentication Unique Keys and Salts from WordPress API  

 

 

2.20 Run WordPress installation directory 

 

 



 

 

 

 

2.21 Download and install the PHP graphics package  

 



 

2.22 Check the status of the httpd service  

 

 

2.23 Confirm the database server   

 

 

2.24 Login to http 3.23.7.155/wordpress/ mention username and password after that install 

the WordPress 



 

 

 

2.25 Billing website is created through WordPress  

 

 

 

 



 

Step 3: Monitoring tool in AWS  

 

3.1 Using the AWS CLI deploy the CloudWatch service to collect logs. To do so, first execute 

the command: pip install awscli 

 

 

3.2 Download the CloudWatch agent package, for this execute the command: 

“sudo yum install -y amazon-cloudwatch-agent” 

 



 

3.3 Deploy CloudWatch Agent setting by below command:  

“sudo vi /opt/aws/amazon-cloudwatch-agent/etc/amazon-cloudwatch-agent.json” 

 

 

3.4 Start Cloudwatch Agent on boot by deploying the command:  

“sudo amazon-cloudwatch-agent-ctl -a start” 

 

 

3.5 Use this command : “sudo systemctl enable amazon-cloudwatch-agent” to enable on boot 

 



 

3.6 Verified that the agent is running by executing the with command:  

“sudo systemctl status amazon-cloudwatch-agent” 

 

 

Step 4: Launching the DDoS Attack on the EC2 (internet firewall) 

4.1 Using Kali machine and MHDDOS  to Lauch attack using code: 

python3 start.py get http://3.129.106.156 1000 proxylist.txt 10 200 debug [7] 

The name of the DDoS attack script to execute is ‘start.py’ The ‘start.py’ should be in the same 

directory with the script or in a directory well identified by the system. 

The script employs HTTP GET DoS attack method which encompass sending an immense 

number of GET requests to the intended website or IP address with the intention of freezing or 

overloading the target with the intention of freezing or overloading it. 

The script can be configured with the following parameters: 

• 1000 (Number of Threads): This specifies the number of threads at once that will mimic 

the HTTP requests so as to produce a more distributed traffic. 

• proxylist.txt (Proxy List File): If proxies are going to be set then this file should contain 

proxy address on one line at least. 

• 10 (Requests per Connection): It will make ten requests at a time and move on to 

another connection, and that, too, ten requests, and move to the next one, that is, to help 

keep the connections active and put more load on the target server. 

• 1000 (Duration of the Attack): The attack will take 1000 seconds to execute and will 

pause automatically after that ensuring that the total time of attack does not exceed 16 

minutes and 40 seconds. This duration can be as short or long as is necessary to meet 

the demands of relevant legislation, the organization, and customers. 

• debug (Optional Debug Mode): If the debug mode is enabled, then more log 

information will be provided to control and investigate the advancement of the attack. 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

4.2 The successful execution of DDoS attack brings down the billing website and makes it 

inaccessible  

 

 

 

 

Step 5: Post-DDoS Attack Evaluation 

After simulating DDoS attack we will run three different Algorithm separately to mitigate 

external attacks on web application and improvise CPU utilization and network traffic. The 

Algorithm which we are using are mentioned below  

• Decision tree Algorithm  

• Random Forest Algorithm  

• Support Vector Machine (SVC) 

 

 



 

5.1 Update the EC2 instance (internet firewall) and install Python 3 Package  

python 3-3.9.16-1.amzn2023.0.9.x86_64 using the command: 

“sudo yum update -y”  

“sudo yum install python3 -y”  

 

 

 

5.2 Now we will Install below mentioned Libraries 

• NumPy and Scikit-learn for machine learning [8] 

• psutil for monitoring system performance [9] 

 

 

5.3 Check the version by pip3 list command. Check that the system has the following package 

versions installed: 

• NumPy for Version 2.0.2 

• Scikit-learn for Version 1.5.2 

• Psutil for Version 6.1.0 

 



 

5.4 First, we will execute automation scrips for Decision Tree Algorithm using nano to create 

decision_tree_ddos.py file and run below python script  

 

 

5.5 Run script in the background and redirecting logs to decision tree logs files 

 

 

5.6 To confirm the scripts are running use ps aux | grep python command  

 

 

5.7 Use command tail -f decision_tree_logs.txt it will display the output of accuracy during the 

attack  

 



 

5.8 Second, run automate scrips for Random Forest Algorithm by using nano to create 

random_forest_ddos.py file and run below python script  

 

 

5.9 Run script in the background and redirecting logs to random forest logs files 

 

 

5.10 Use command tail -f random_forest_logs.txt it will display the output of accuracy during 

the attack 

 



 

5.11 Lastly, we will run automation scrips for Sector Vector Machine  (SVM) Algorithm by 

making use of nano to create svc_ddos.py file and run below python script 

 

 

5.12 Run script in the background and redirecting to SVM logs files 

 

 

5.13 Use command tail -f random_forest_logs.txt it will display the output of accuracy during 

the attack 

 

 



 

Step 6: Reviewing Metrics for Performance Optimization 

6.1 Through CloudWatch we monitored CPU Spike & Network traffic for 3 hours 

 

 

6.2 Decision Tree Algorithm mentioned Pre-Attack phase, During Attack phase and Post-

Attack phase for CPU Utilization  

 

 



 

 

 

6.3 Random Forest Algorithm mentioned pre-attack -phase, during attack -phase, Post attack-

phase for CPU Utilization 

 

 

 



 

 

 

6.4 Support Vector Machine mentioned pre-attack -phase, during attack -phase, Post attack-

phase for CPU Utilization 

 

 

 



 

 

6.5 Decision Tree Algorithm mentioned pre attack -phase, during attack -phase, Post attack-

phase  for Network Traffic  

 

 

 



 

 

 

6.6 Random forest mentioned pre attack -phase, during attack -phase ,Post attack-phase  for 

Network Traffic  

 

 

 



 

 

 

6.7 Sector Vector Machine mentioned pre-attack phase, during attack phase, post-attack phase 

for Network Traffic 

 

 

 



 

 

 

Step 7: Comparative Analysis of DDoS Detection Algorithms 

7.1 Best performance in terms of 'Accuracy', 'Efficiency', and 'Precision' for CPU Spike 

 

 

 



 

 

7.2 Which of the Algorithm is best to use for DDoS detection to improvise the CPU Spike  

 

 

7.3 Best performance in terms of 'Accuracy', 'Efficiency', and 'Precision' for Network Traffic   

 



 

 

 

 

7.4 Comparison of Algorithms to decide which is best to use for DDoS detection to improvise 

the Network Traffic 

 

 



 

The graphs above show that Random Forest Algorithm is superior to the alternative models 

with consideration of accuracy, efficiency, and precision concerning both CPU consumption 

and network traffic handling. 

The Decision Tree and SVM algorithms are also examined, but we cannot get the same 

performance indexes as Random Forest. 
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