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Configuration Manual

Vishak Anandha Kumar
Student ID: x23206055

1. Introduction

This configuration manual contains step by step configuration screenshots of the tools which
are included in the deployment of Multi cloud Auto scaling. It aims to provide detailed
guidance on setting up and integrating resources across AWS and Azure for seamless,
scalable, and secure workload management.

2. System Requirements

Hardware Specifications

Device: Acer Aspire 3 15

Processor: AMD RYZEN 7000 series 5
ROM: 512GB

RAM: 8GB

Software Specification

Windows 11

Terraform and Notepad

Windows Powershell, AWS and Azure CLI
Amazon Web Services

Azure

3. Configuration

For auto-scaling group mlcl-asg, the desired capacity is set at 2 instances; the capability to
scale the configuration allows an upper limit of 4 instances and a lower limit of 2 instances. It
uses a launch template (mlcl-tmp) specifying an AMI and t2.micro instance type. The ASG is
integrated with the target group (mlcl-tg) by directing traffic through load balancing to ensure
high availability and resource-efficient distribution. This setup is essential for handling
variable workloads dynamically while maintaining fault tolerance and scalability.

[Alt+S]

AMI Catalog mlcl-asg

w Elastic Block Store
Volumes mlcl-asg Capacity overview
Snapshots [0 arm:aws:autoscaling:us-east-1:180294203261:autoScalingGroup:6b601ed2-2893-4e00-8670-d80dc5c88939:autoScalingGroupName/micl-asg

Lifecycle Manager
Desired capacity Scaling limits (Min - Max) Desired capacity type Status

¥ Network & Security 2 2-4 Units (number of instances)

Fig 1



Details Integrations - new Automatic scaling Instance management Instance refresh

Launch template

Launch template AMI ID Instance type
I0) 1t-0329d7a319dab64ef [0 ami-0453ec754f44f9ada t2.micro
mlcl-tmp
Version Security groups Security group IDs
Default - [0) s9-0a1a611d8f5330d5¢
Fig 1.1
Details Integrations - new Automatic scaling Instance management

Load balancing

Load balancer target groups Classic Load Balancers
mlcl-tg -

Fig 1.2

» Terraform Installed and associated with my local to run code for aws and azure using cli.
B Windows PowerShell

Terraform v1.9.8

on windows_386

PS C:\Users\VISHAK> terraform init
Terraform initialized in an empty directory!

The directory has no Terraform configuration files. You may begin working
with Terraform immediately by creating Terraform configuration files.

PS C:\Users\VISHAK> notepad main.tf

PS C:\Users\VISHAK> notepad main.tf

PS C:\Users\VISHAK> terraform init

Initializing the backend...

Initializing provider plugins...

- Finding latest version of hashicorp/aws...

- Installing hashicorp/aws v5.74.0...

- Installed hashicorp/aws v5.74.0 (signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run "terraform init" in the future.

PS C:\Users\VISHAK>
Fig 2



» IAM has created just to get the access and secret key to connect azure cli with terraform

envices | Q Search Al

Identity and Access X 1AM > Users > mlel
Management (IAM)
mlcl o
Q Search IAM ‘

Summary
Dashboard

ARN Console access Access key 1

W Access management f[_:] arn:aws:iam::180294203261:user/mlcl Disabled AKIASTES7G56QZ4K54WS - Active
(@ Never used. Created today.

Usergroups L s
Users Created Last console sign-in Access key 2
Roles November 07, 2024, 17:48 (UTC) - Create access key
Policies

Identity providers

Tane

Fig 3

» Both aws and azure associated with terraform, meanwhile azure also get associated using
subscription ID

PS C:\Users\VISHAK> az login
Select the account you want to log in with. For more information on login with Azure CLI, see https://go.microsoft.com/f
wlink/?1inkid=2271136

Retrieving tenants and subscriptions for the selection...
[Tenant and subscription selection]

Subscription name Subscription ID Tenant

Azure for Students 02d02bdu-1019-U495c-97U8-2167961F79fLl National College of Ireland
Azure subscription 1 Uf5d2f20-0bf7-U4bb9-880d-8558Uc9%be551 National College of Ireland
Ll 621b6367-31bd-U5fU-a6b7-69cc621827d9 National College of Ireland

The default is marked with an *; the default tenant is 'National College of Ireland' and subscription is 'Azure subscrip
tion 1' (4£5d2f20-0bf7-U4bb9-880d-8558Uc9be551).

Select a subscription and tenant (Type a number or Enter for no changes):

Tenant: National College of Ireland
Subscription: Azure subscription 1 (U4f5d2+20-0bf7-Ubb9-880d-8558Uc9be551)

Fig 4

» VPC has been created

VPC > YourVPCs > vpc-0e8df975c1403bc8a

vpc-0e8df975c1403bc8a / ASG-mlc-ILB-vpc

Details info

VPCID State DNS hostnames DNS resolution

[0 vpc-0e8df975c1403bc8a @ Available Enabled Enabled

Tenancy DHCP option set Main route table Main network ACL

Default dopt-04cfab85e2d99e39a rth-0121ec97ce7a77428 acl-09fc50286339e1f5a

Default VPC IPv4 CIDR IPv6 pool IPv6 CIDR (Network border group)
No 10.0.0.0/16 - -

Network Address Usage metrics Route 53 Resolver DNS Firewall rule Owner ID

Disabled groups [0 180294203261

Fig 5

» In this we can see that required features associated with VPC



aws-choco ¥

= Last updated " ®
Your VPCs (1/2) info T C Actions v Create VPC

[Q search | 1 @ ©
B Name v | vecip v | state v | BlockPublic... ¥ | IPv4CIDR v | IPv6CIDR v | DHCP option s¢ &
[ Vpc-0829b65af717022b5 @ Available © off 172.31.0.0/16 - dopt-04cfab85t
‘ ASG-mlcl-LB-vpc vpc-0e8df975¢1403bc8a @ Available @ off 10.0.0.0/16 - dopt-04cfab85t
>
= =@
VPC show details Subnets (4) Route tables (4) Network connections (1)
Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks
ASG-mlcl-LB-vpc us-east-1a rth-0121ec97ce7a77428 ASG-mlc-ILB-igw
@ ASG-mlcl-LB-subnet-public1-us-e... ASG-mlcl-LB-rtb-public
ASG-mlc-ILB-subnet-private1-us-e... ASG-mlc-ILB-rtb-private2-us-east-1b
us-east-1b ASG-mlc-ILB-rtb-private1-us-east-1a

© ASG-mlcl-LB-subnet-public2-us-e...

B ASG-mlc-ILB-subnet-private2-us-e...
Fig 6

» The subnets are distributed across multiple availability zones (AZs) within the same
region (us-east-la and us-east-1b) to ensure fault tolerance. If one AZ becomes
unavailable, resources in the other AZ can continue functioning without interruption,
ensuring business continuity.

Al

P @ ] N. Virginia ¥ aws-choco

Subnets (4/10) o e
‘ Q Find resources by attribute or tag ‘ Al 0] ¢
2 Name a Subnet ID v ‘ State v VPC v | Block Public...

(] = SUDNET-U5DCBHbCaUUBDbDUYA &) Avalaote VPC-UB2YDbYaT/ 1 /UZZDS oum

0O - subnet-09280cc44ede2aee? @ Available vpc-0829b65af717022b5 @ off

0O - subnet-Oec324817f27d537e @ Available vpc-0829b65af717022bS @ off
ASG-mlc-|LB-subnet-private1-us-east-1a subnet-0c0955be0f37819f4 @ Available vpc-0e8df975c1403bc8a | ASG-milcl-LB-vpc @ off
ASG-mlc-ILB-subnet-private2-us-east-1b subnet-0a53dcf715a4028e5 @ Available vpc-0e8df975c1403bc8a | ASG-milcl-LB-vpc Q@ off
ASG-mlcl-LB-subnet-public1-us-east-1a subnet-0504f8f65e74e2b03 © Available vpc-0e8df975c1403bc8a | ASG-milcl-LB-vpc © off
ASG-mlcl-LB-subnet-public2-us-east-1b subnet-013cb8a804b86932¢ @ Available vpc-0e8df975c1403bc8a | ASG-milcl-LB-vpc Q@ off

Fig 7

»  VPC associated with subnets has been attached to Internet gateway

Internet gateways (1/2) info Create internet gateway (

| Q, Search ‘ 1 ] C
-] Name v Internet gateway ID v ‘ State v ‘ VPCID v | Owner g
| ASG-mlc-ILB-igw igw-03ad2a00a486f394c @ Attached vpc-0e8df975c1403bc8a | ASG-mlcl-LB... 180294203261
() - igw-09929fe15e6d3afd7 @ Attached vpc-0829b65af717022b5 180294203261
»
= EES®
igw-03ad2a00a486f394c / ASG-mlc-ILB-igw
Details Tags
Details
Internet gateway ID State VPCID Owner
[0 igw-03ad2a00a486f394c @ Attached vpc-0e8df975c1403bc8a | ASG-mlcl-LB- [0 180294203261



» The customer gateway here is the part of VPN which is to connect Azure with AWS.

Customer gateways (1/3) info

Q Find resource by attribute or tag ‘ il o
Name 2 v Customer gateway ID v ‘ State v BGP ASN v ‘ IP address v | Type
[«] mlcl_GW cgw-024226a829ae90837 Available 65000 18.210.3.59 ipsec.1

Fig 9

» The virtual private gateway creates secure connection between AWS VPC and Azure
VN, so the VPC ID is attached here.

Virtual private gateways (1/1) info

[ i+ | 1

| Q Find resource by attribute or tag ‘ 1 ]
Name /& v ‘ Virtual private gateway ID v ‘ State ‘ Type v ‘ VPC v ‘ Amazon A
‘ Q mlcl_virtual_private_... vgw-055e6b8aec5e55340 @ Attached ipsec.1 vpc-0e8df975c1403bc8a | ASG-... 64512

«

Fig 10

» Finally VPN connection established in AWS

VPN connections (1/2) info

‘ Actions v H Download configuration ‘_ (

‘ Q Find resource by attribute or tag

1 ] (

Name » v ‘ VPN ID v ‘ State v | Virtual private gateway ¢ Transit gateway v ‘ Customer gatewi ¢
‘ O  cross_cloud vpn-0de084519979890c3 Available vgw-055e6b8aec5e55340 = cgw-00c5661047
O Azure_AWSvpn vpn-08e0041e03d7a9868 © Available vgw-055e6b8aec5e55340 - cgw-067e078217

3

VPN connection vpn-0de084519979890c3 / cross_cloud

Details
VPN ID
[0 vpn-0de084519979890c3

Transit gateway

VPC
vpc-0e8df975c1403bc8a

Local IPv4 network CIDR
IO 10.1.00/16

State
@ Available

Customer gateway address
[0 2047.1139

Routing
Dynamic

Remote IPv4 network CIDR
[G 10.000/16

Virtual private gateway
vgw-055e6b8aec5e55340

Type
[0 ipsec1

Acceleration enabled

[0 False

Local IPv6 network CIDR

Fig 11

Customer gateway
cgw-00c56610475d06213

Category
G veN

Authentication
Pre-shared key

Remote IPv6 network CIDR

» In Azure, resource group ahs been created and necessary resources were also deployed.

= Microsoft Azure
Home >

(%) mlcl  » #

Resource group

£ Search o«

[4) Overview

& Activity log

A Essentials

Subscription (move)

£ Search resources, services, and docs (G+/)

X23206055@student.
NATIONAL COLLEGE OF IRELAND.

l 0 Copilot

-+ Create 3% Manageview ~ [i] Delete resource group () Refresh

Agzure subscription 1

Aq Access control (IAM)

@ Tags

D

Tags (edit)

: Add tags

L ExporttoCSV %5 Open query

Fig 12

— Move v

[ Open in mobile

JSON View
Deployments : 7 Succeeded

Location  : EastUS



» Establish an Azure virtual network (mlclVN) with the right address space, for example,
10.1.0.0/16, to avoid overlapping IP address space with the AWS VPC and connect the
Azure VNet to the VPN Gateway to communicate securely.

= i 5 i X23206055@student.ndi... 0

Home

2> mlcdlVN 2 X

] o « > Move v [i] Delete () Refresh &7 Give feedback

| > Overview -
A Essentials JSON View &
& Activity log
Resource group (move) mid Address space 10100716
82 Access control (1AM)
Location (move East U DNS servers Azure provided DNS service
.
s Subscription (move) Azure subscription 1 Flow timeout Configure
K Diagnose and solve problems Subscription ID 46502£20-0bf7-4bb9-880d-85584cbeSS1 BGP community string Configure
~ Settings Virtual network ID 2d625a62-989b-4128-ab0c-405285c9b46¢

Fig 13

» Create a route-based VPN Gateway (VpnGw2AZ) in Azure and connect it to the AWS
VGW. Configure the BGP settings and Azure route table to manage traffic between
Azure and AWS seamlessly.

() Refresh —> Move ~ [i] Delete

“~ Essentials

Resource group (move) : micl SKU : VpnGw2AZ
Location : East US Gateway type t VPN
Subscription (move) : Azure subscription 1 VPN type . Route-based
Subscription ID : 4f5d2f20-0bf7-4bb9-880d-85584c%be551 Virtual network  : miclVN

Public IP address @ 20.47.113.9 {(mlcllP)

Fig 14

» Local Network Gateway is the Azure endpoint managing the VPN connection to the
AWS Virtual Private Gateway. Ensure proper pairing and routing to bridge the networks
so Azure can communicate across cloud with AWS.

@mIcILN o

Local network gateway

2 Search ¢« — Move v i Delete

4 Overview  Essentials
& Activity log Resource group (move) : mid IP address : 18210359
,OR Access control (IAM) Location : East US Address Space(s) : 10.0.0.0/16, 172.31.0.0/16
& Tags Subscription (move) : Azure subscription 1
Subscription ID : 4f5d2f20-0bf7-4bb9-880d-85584c0be551
v Settings
Tags (edit) : Add tags

Fig 15



» Allows UDP traffic on port 4500 to Azure virtual network (10.1.0.0/16) from AWS
CIDR block (10.0.0.0/16). Enables traffic from Azure virtual network (10.1.0.0/16) to
AWS CIDR block.

Home >

;, micINSG  » %

Network security group
£ Search ] ¢ «
& Overview
@ Activity log
A Access control (IAM)
@ Tags
X Diagnose and solve problems
v Settings
¥ Inbound security rules
% Outbound security rules
@ Network interfaces
<> Subnets
11t Properties

4 Locks

~

Monitoring

v

Automation

v

Help

= Move ~ [i] Delete () Refresh

A Essentials

Resource group (move) : micl
Location $ EastUS

ubscription (move)

A7 Give feedback

: Azure subscription 1

Subscription ID

Tags (edit)

4f5d220-0bf7-4bb9-880d-85584cIbe55 1

Add tags

2 Filter by name

Port == all

Priority 1
V' Inbound Security Rules
100

65000

65001

65500

v Outbound Security Rules
110

65000

65001

65500

Name T

AllowCidrBlockCustom4500In...

AllowVnetinBound

AllowAzureloadBalancerinBou...

DenyAllinBound

AllowCidrBlockCustom45000...
AllowVnetOutBound
AllowInternetOutBound

DenyAllOutBound

Protocol == all Source == all
Port 1 Protocol 1y
4500 >
Any Any
Any Any
Any Any
4500 uoP
Any Any
Any Any
Any Any

Custom security rules : 1inbound, 1 outbound

Associated with

Destination == all Action == all

Source

10.0.0.0/16
VirtualNetwork
AzureloadBalancer

Any

10.1.00/16
VirtualNetwork
Any

Any

: 1subnets, 0 network interfaces

Destination 1T,

10.1.0.0/16
VirtualNetwork
Any

Any

1000.0/16
VirtualNetwork
Internet

Any

Action Ty

@ Allow
@ Allow
@ Allow
€ Deny

@ Allow
© Allow
Q@ Allow
€ Deny

Fig 16

» A route will forward any traffic to AWS networks (10.0.0.0/16) through the Virtual
Network Gateway. So, Azure resources in that subnet can now communicate with AWS
resources over the VPN connection.

Home >

4o miclRoteTable = «

Route table
arch ¢« —> Move Delete O Refresh R—*‘ Give feedback
4% Overview ™ Essentials
H Activity log Resource group (move) : micl Associations : 1 subnet associations
Rg Access control (IAM) Location : EastUS
Py Subscription (move) : Azure subscription 1
ags
ubscription 3 -0bf7- - - cObe:!
Subscription ID 4f5d2f20-0bf7-4bb9-880d-85584c9be551
#< Diagnose and solve problems
. Tags (edit) : Add tags
v Settings
Routes
= Configuration
= Search routes
4% Routes
Name 1, Address prefix 1L Next hop type
<> Subnets
az_aws_route 10.0.0.0/16 Virtual network gateway
{ll Properties
Locks Subnets
> Monitoring ‘ Y Search subnets
- ” Name 4 Address range T Virtual network
utomation
GatewaySubnet 10.1.1.0/24 miclVN

> Help

Fig 17
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