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Configuration Manual 
 

Mudiaga Agbroko 

Student ID: x23207485 
 

1 Introduction 
 

This document outlines the hardware and software configuration employed for the 
implementation of the research project, “Utilising Artificial Intelligence in Enhancing Zero-
Day Attacks”. The steps taken in the project’s implementation are also detailed as shown in 
Figure 1.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 1: The architecture of the research project’s implementation. 
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2 System Specification 
 

2.1 Hardware Specification 
 

• PC: MacBook Pro 2017  
• Processor: 2.3 GHz Dual-Core Intel Core i5  
• Graphics: Intel Iris Plus Graphics 640  
• Memory: 8 GB  
• Storage: 256 GB SSD 

 

 

2.2 Software Specification 

 

• Terminal 2.3  
• Homebrew 4.4.10  
• Wireshark 4.4.2  
• Snort 3.6.0  
• Microsoft Excel 16.91  
• Jupyter Notebook 7.3.1 

 

 

3 Dataset 
 

The CIC-IDS2017 dataset (Sharafaldin, Lashkari, and Ghorbani, 2018) consisting of benign 
and cyber-attack traffic was employed in the research project. The Monday subset of the dataset 

was excluded because it contained only benign traffic, focusing on just Tuesday, Wednesday, 
Thursday, and Friday datasets. For the research project, the PCAP and machine learning CSV 
files were downloaded manually from the dataset website as shown in Figure 2 and Figure 3. 
The PCAP files were used on snort while the machine-learning CSV files were used in training 

and testing the machine-learning models. 

 

• Dataset Download link: http://205.174.165.80/CICDataset/CIC-IDS-
2017/Dataset/CIC-IDS-2017/  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2: Download links of the CIC-IDS2017 dataset CSV files. 
 

http://205.174.165.80/CICDataset/CIC-IDS-2017/Dataset/CIC-IDS-2017/
http://205.174.165.80/CICDataset/CIC-IDS-2017/Dataset/CIC-IDS-2017/
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Figure 3: Download links of the CIC-IDS2017 dataset PCAP files. 
 

 

4 Research Workflow 
 

4.1 Merging the CIC-IDS2017 PCAP Files 

 

Upon downloading the Tuesday, Wednesday, Thursday, and Friday PCAP files of the CIC-
IDS2017 dataset. The next step was to merge the PCAP files and process them using Snort. 

Wireshark’s mergecap with the -w flag was employed in combining the PCAP files into a 

single PCAP file. To get Wireshark, the Homebrew package manager was installed via the 
terminal then Wireshark was installed. Upon installing Wireshark, the PCAP files were 

combined on the terminal.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 4: Installing Homebrew package manager through the terminal. 
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Figure 5: Installing Wireshark using the Homebrew package manager.  
 
 
 
 
 
 
 

 

Figure 6: Installing Wireshark using the Homebrew package manager. 
 

4.2 Installing and Configuring Snort IDS/IPS 

 

The Snort open-source IDS/IPS was employed in processing the CIC-IDS2017 PCAP file. The 
first step was to download the Snort software using the Homebrew package manager on the 

terminal. The next step is to make Snort functional by manually updating the /dev/bpf* 

permissions and making it readable by non-root users. Snort is configured using the Snort v3.0 
community rules downloaded from https://www.snort.org/downloads. To configure Snort to 

process the PCAP file using the community rules, the community rules are moved to the Snort 

directory then the path is manually added to the configuration file.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Installing Snort and its dependencies using the Homebrew package manager. 

https://www.snort.org/downloads
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Figure 8: Manually updating the /dev/bpf* permissions so Snort can be functional.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 9: Copying the community rules to the Snort directory and adding the path to 
the Snort configuration file. 

 
 

 

4.3 Processing the CIC-IDS2017 PCAP File using Snort 

 

After installing and configuring Snort with the community rules, the PCAP file is processed 
to generate alerts when an attack is detected. The first command outputs alerts and statistics 

on the console while the second exports the alert logs in CSV format. 
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Figure 10: Copying the community rules to the Snort directory and adding the path to 

the Snort configuration file.  
 
 
 
 
 
 
 
 
 

 

Figure 11: Analysing the CIC-IDS2017 PCAP file and outputting the alerts on the 

console.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 12: Subset of the output of the command ran in Figure 11.  
 
 
 
 
 
 
 
 
 

 

Figure 13: Analysing the CIC-IDS2017 PCAP file in quiet mode and exporting the 

alerts logs in CSV format with specified fields. 
 

 



 

 
 
7 

4.4 Initial Exploration with Microsoft Excel 

 

Microsoft Excel was to conduct an initial exploration of the generated Snort alert to get an 
overview of the log entries. It was also employed in manually adding header fields to the 

generated log. It was also used to explore the downloaded CIC-IDS2017 CSV files for machine 
learning.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 14: Using Microsoft Excel to Add header fields to the generated Snort alert log.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 15: Exploring the Wednesday subset of the CIC-IDS2017 dataset using Excel. 
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4.5 Analysing & Visualising the Snort Alert Logs 

 

To get insight into the Snort Alert logs, Jupyter Notebook was employed to analyse and 

visualise the generated logs. Jupyter Notebook and other Python modules were installed using 
the “python3 -m pip install -U jupyter matplotlib numpy pandas scipy sci-kit-learn seaborn” 

and running it using the “Jupyter notebook” command. The “Jupyter server list” command was 

used to display the Jupyter server URL and token. Upon accessing the Jupyter server using the 

URL, the Snort log was moved to the research_project folder on the Downloads directory for 
easier access, and a new notebook was created titled ‘workflow.ipynb’before commencing 

analysis and visualisation.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 16: Importing the Python libraries, loading the Snort Log into the dataframe, 

and storing log statistics in variables.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 17: Displaying the top 5 rows of the Snort logs. 
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Figure 18: Exploratory Data Analysis of the Snort log.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 19: Employing a Pie Chart to visualise the traffic distribution in the CIC-

IDS2017 PCAP File. 
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Figure 20: Traffic distribution of the CIC-IDS2017 PCAP file.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 21: Attack’s risk priorities of the Snort log. 
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Figure 22: Displaying the Snort log’s traffic classification distribution.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 23: Visualising the Snort log’s traffic classification distribution.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 24: The Snort log’s traffic classification distribution 
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4.6 Employing Machine Learning Models on the CIC-IDS2017 Dataset 

 

After analysing the CIC-IDS2017 PCAP file using Snort open-source IDS/IPS, the next step 

was to evaluate the performance of three machine models on the machine-learning CSV files 
of the CIC-IDS dataset. The Monday subset of the dataset was excluded because it contained 

only benign traffic, focusing on just Tuesday, Wednesday, Thursday, and Friday. The machine 

learning CSV files were loaded as a dataframe on Jupyter Notebook, then the following steps 

were performed:  

• Exploratory Data Analysis.  
• Data Cleaning and Preprocessing.  
• Feature Engineering.  
• Models’ Training and Testing.  
• Performance Evaluation.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 25: Loading the CIC-IDS2017 dataset into a dataframe on Jupyter Notebook.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 26: Ensuring all columns, rows are visible and displaying the top 5 rows. 
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Figure 27: Exploratory Data Analysis of the loaded CIC-IDS2017 dataset  
 
 
 
 
 
 

Figure 28: Removing whitespace from column name.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 29: Visualising CIC-IDS2017 dataset’s traffic distribution. 
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Figure 30: CIC-IDS2017 dataset’s distribution of benign & malicious traffic.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 31: Count of CIC-IDS2017 traffic. 
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Figure 32: Visualising CIC-IDS2017 dataset’s malicious traffic distribution.  
 
 
 
 
 
 
 
 
 
 

 

Figure 33: Handling duplicates. 
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Figure 34: Handling missing and infinite values.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 35: Rechecking for missing values.  
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 36: Checking shape and number of unique values on each column. 
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Figure 37: Removing features with just a single unique value due to irrelevance.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 38: Grouping similar attacks.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 39: Standardising and reducing the dimensions of the datasets to improve 

the models’ efficiency. 
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Figure 40: Traffic classification before undersampling.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 41: Undersampling majoring traffic class.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 42: Traffic classification after undersampling.  
 
 
 
 
 
 
 
 
 

 

Figure 43: Traffic classification after undersampling. 
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Figure 44: Viewing balanced traffic classification.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 45: Splitting dataset into 80:20 for training and testing models.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 46: Employing decision tree classifier on the CIC-IDS2017 dataset. 
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Figure 47: Employing K neighbors and random forest classifiers on the CIC-

IDS2017 dataset.  
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 48: Displaying the models’ accuracy.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 49: Visualising the model’s performance. 
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Figure 50: Visualising the model’s performance.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 51: Displaying Snort’s and models’ performance.  
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 52: Visualising Snort’s and models’ runtime. 
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Figure 53: Snort’s and ML throughput. 
 

References  
Sharafaldin, I., Lashkari, A.H. and Ghorbani, A.A. (2018) ‘Toward Generating a New Intrusion 

Detection Dataset and Intrusion Traffic Characterization’, in 4th International Conference on 

Information Systems Security and Privacy (ICISSP). ICISSP 2018, Portugal. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


