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1 Introduction

To set up and con gure the Blockchain-Integrated Identity and Access Management
Framework for Secure 10T Device Management, the detailed instructions provided in this
con guration manual. System prerequisites, software tool installation instructions, and
the process of integrating smart contracts with the Ethereum blockchain and Keycloak
for identity management are all described.

2 System Configuration

The below table provide details about the System Con guration used to implement the
model.

Component Specification

Model Name MacBook Air

Model ID MacBookAir 10,1
Processor/Chip Apple M1 2020
RAM/Memory 8 GB

Total Number of | 8 (4 performance and 4 e ciency)
Cores

Storage 50 GB free space

Operating System | macOS Monterey

Operating System | 12.2.1
Version

Table 1: System Con guration

3 Software Configuration

This section discuss about the software and tools used to carry out the research. The
below table the all the details.



Software Version Dependencies
Node.js v14.17.0 or later | NPM
NPM v6.14.13 (comes | None

with Node.js)
Truffle v5.4.29 Node.js, NPM
Ganache v2.5.4 Node.js, NPM
OpenSSL v1.1.1 or later None
Keycloak v16.1.1 JDK 8+
Solidity v0.8.13 Node.js, NPM
Slither v0.8.3 Python 3.x, Pip
Web3.js v1.5.2 Node.js, NPM
LaTeX (For re-| TeX 2021 or | None
porting) later
Google Chrome | 127.0.6533.26 None

Table 2: Software Con guration for IAM Framework Setup

4 Installation of Tools and Software

4.1

Blockchain.
brew install noddl

Ihttps://formulae.brew.sh/formula/node

Installation of Node.js and NPM

Below command used to install node packages whihc are required for interacting with




4.2 Truffle and Ganache

HD wallet

Mnemonic: gold rebel decorate invite pipe habit stick harvest
Base HD Path: m/44'/60'/0'/0/{account_index}

Gas Price

Gas Limit

Call Gas Limit

Blockchain with Ganache is running on port 8545

Listening on[127.0.0.1:8545 |

Figure 1: Model Blockchain IP

This is required to setup local test environment for Ethereum blockchain.
npm install -g truffle ]
npm install -g ganache-clirﬂ

To start Ganache, run below command.
ganache-cli

4.3 Keycloak Setup

Manually downloaded the KeycloakP| package in installed on the system.

After downloading the .zip le, unzipped it and ran below command to start the
keycloak server over port 8080.

./bin/kc.sh -Djboss.socket.binding.port-offset=100 [

And we can see from below gure that keycloak is accessible on "http://localhost:8080/’

2https://archive.tru esuite.com/docs/tru e/how-to/install/
Shttps://www.npmjs.com/package/ganache
4https://www.npmijs.com/package/ganache
Shttps://www.keycloak.org/downloads
Shttps://www.keycloak.org/server/con guration



(base) vasusingh@VASUs-MacBook-Air bin % ./kc.sh start -Djboss.socket.binding.port-offset=100

ERROR: Failed to run 'start' command.
ERROR: You can not 'start' the server in development mode. Please re-build the server first, us
e default production mode.

For more details run the same command passing the '--verbose' option. Also you can use '—-help'
t the usage of the particular command.
(base) vasusingh@VASUs-MacBook-Air bin % ./kc.sh start-dev -Djboss.socket.binding.port-offset=

2024-08-07 20:41:17,451 INFO [org.infinispan.CONTAINER] (ForkJoinPool.commonPool-worker-1) ISF
arshaller 'org.infinispan.jboss.marshalling.core.JBossUserMarshaller'

2024-08-07 20:41:17,920 INFO [org.keycloak.connections.infinispan.DefaultInfinispanConnectionF
ode name: node_766859, Site name: null

2024-08-07 20:41:17,922 INFO [org.keycloak.broker.provider.AbstractIdentityProviderMapper] (ma
g.keycloak.broker. prov1der mappersync ConfigSyncEventListener

2024-08-07 20:41:18,498 o.guarkus] (main) Keycloak 25.0.2 on JVM (powered by Quarkus 3.
Listening on: .|Management interface listening on http://0.0.0.0:9000.
2024-08-07 20:471:18 8 10. quarkus] (main) Profile dev activated.

2024-08-07 20:41: 18 499 INFO [io.quarkus] (main) Installed features: [agroal, cdi, hibernate-c
ogging-gelf, narayana-jta, reactive-routes, resteasy-reactive, resteasy-reactive-jackson, small
vertx]

Figure 2: Keycloak IP

Realm creation: Created 'ToTrealm’ by adding new over admin console.

Client Creation: created new client named 'Blockchain-client’ to obtain client ID
and secret which further used to obtain JWT Tokens.

User creation: created new user and assign him roles, user credentials are also
required to generate JWT token.

4.4 OpenSSL installation

OpenSSL is used for generation and management of PKI certi cates.
brew install openssl

5 Solidity smart contract

Smart contract solidity code 10T device management.

// SPDX-License-lIdenti er: MIT pragma solidity = 0.8.13;

contract loTDevice struct Device string id; string owner; string deviceType; string
publicKey; string certi cate;

mapping(string => Device) public devices;

function createDevice(string memory id, string memory owner, string memory device-
Type, string memory publicKey, string memory certi cate) public devices[id] = Device(id,
owner, deviceType, publicKey, certi cate);

function getDevice(string memory id) public view returns (string memory, string
memory, string memory, string memory, string memory) Device memory device =
devices[id]; return (device.id, device.owner, device.device Type, device.publicKey, device.certi cate);

Migrations scripts written in JSON to compile and deploy smart contracts.
Below command used to deploy the smart contracts.

Migration.js

const Migrations = artifacts.require(""Migrations');



module.exports = function (deployer) deployer.deploy(Migrations); ;
Deployment script

const Migrations = artifacts.require(""Migrations");

module.exports = function (deployer) deployer.deploy(Migrations); ;
truffle compile

trufle migrate —network development [/

Compiling your contracts...

> Everything is up to date, there is nothing to compile.

Starting migrations...

> Network name: 'development’
> Network id: 1723141245179
> Block gas limit: 6721975 (0x6691b7)

1_initial_migration.js

Deploying 'Migrations’'

> transaction hash: 0xe6d7822ddd4a48a9712a028c85el1445a9ab94d830ccO7cd2bd393500ad295a91
> Blocks: @ Seconds: ©

> contract address: 0x9e581021535E1Dfd3adBb9115aCe5Bb3c074A002
> block number: 2

> block timestamp: 1723144024

> account: OxB5F5DF352E0Ad@e3a2fcFB2F9723508F2D420334
> balance: 99.98954424

> gas used: 272788 (0x42994)

> gas price: 20 gwei

> value sent: @ ETH

> total cost: 0.00545576 ETH

\'%

Saving migration to chain.
> Saving artifacts

> Total cost: 0.00545576 ETH

Figure 3: Migration script Deployment

"https://archive.tru esuite.com/docs/tru e/concepts/networks-and-app-deployment/



2_deploy_IoTDevice.js

Starting deployment of IoTDevice...

Deploying 'IoTDevice'

> transaction hash: 0x87b0ces2ffdf7b1e58033dc2521f82f9e70cf317c085e76d4c2e63b23d5413440
> Blocks: @ Seconds: ©

> contract address: 0x6790e2188779e830F7Ca31272069D9a922B86209
> block number: 4

> block timestamp: 1723144024

> account: OxB5F5DF352E0AdOe3a2fcFB2F9723508F2D420334
> balance: 99.97321382

> gas used: 773986 (0xbcf62)

> gas price: 20 gwei

> value sent: @ ETH

> total cost: 0.01547972 ETH

IoTDevice deployed at address: 0x6790e2188779e830F7Ca31272069D9a922B86209
> Saving migration to chain.
> Saving artifacts

> Total cost: 0.01547972 ETH

Summary

> Total deployments: 2
> Final cost: 0.02093548 ETH

Figure 4: Device script Deployment

6 Node.js Backend Code to interact with Blockchain

6.1 Importing libraries and modules

fonst {Web3} = require('web3');

dinst readline = require('readline');

const jwt = require('jsonwebtoken');

const fetch = require('node-fetch');

const contractData = require('/Users/vasusingh/Desktop/Thesis/project/build/contracts/IoTDevice.json');

Figure 5: importing required modules

6.2 Web3 setup and smart contracts

Web3 is setup and connected ethereum blockchain running on "http://127.0.0.1:8545’
and along with address of smart contract.



const web3 = new Web3(new Web3.providers.HttpProvider('http://127.0.0.1:8545"'));
const contractABI = contractData.abi;

const contractAddress = contractData.networks['1723141245179"'].address;

//const contractAddress = '0x3F05405Cca77d98C176a8AD8039be@34596029Be ' ;

const contract = new web3.eth.Contract(contractABI, contractAddress);

Figure 6: Web3 setup and smart contracts

6.3 Interface for user input

const rl = readline.createInterface({
input: process.stdin,
output: process.stdout

});

Figure 7: de ned user interface

6.4 Fetching Public Key from Keycloak

Keycloak certi cate endpoint- 'http://localhost:8080/realms/IoTrealm/protocol/openid-
connect/certs’

async function getPublicKey() {
const keycloakCertsUrl = 'http://localhost:80808/realms/IoTrealm/protocol/openid-connect/certs’;
const response = await fetch(keycloakCertsUrl);

if (!response.ok) {
throw new Error(‘Failed to fetch certs: ${response.statusText}");

¥
const certs = await response.json();
if (lcerts.keys || certs.keys.length === 0) {
throw new Error('No keys found in the certs response');

}

const publicKey = certs.keys[0].x5c[0];
return ~——— BEGIN CERTIFICATE-————— \n${publicKey}\n-———- END CERTIFICATE-————- -

Figure 8: Public key function



6.5 JWT Validation Function

function validateJWT(token, publicKey) {
try {
const decoded = jwt.verify(token, publicKey);
return decoded;
} catch (err) {
return null;

Figure 9: Token validation function

6.6 Registering a Device on the Blockchain

Create Command: Prompts the user for device details and a JWT token, then calls
createDevice.

async function createDevice(id, owner, deviceType, publicKey, certificate, token) {
try {
const pubKey = await getPublicKey();
const validToken = validateJWT(token, pubKey);

if (validToken) {
const accounts = await web3.eth.getAccounts();
const = await contract.methods.createDevice(id, owner, deviceType, publicKey, certif
await contract.methods.createDevice(id, owner, deviceType, publicKey, certificate).send({
from: accounts[@],
gas: 3000000,
gasPrice: web3.utils.towWei('10', 'gwei') });

console. log('Device created successfully');
} else {
console. log('Invalid token');
}
} catch (error) {
console.error('Error creating device:', error.message);
}

Figure 10: Create device function

6.7 Fetching Device Information

Get Command: Prompts the user for a device ID and a JWT token, then calls get-
Device.



async function getDevice(id, token) {
try {
const pubKey = await getPublicKey();
const validToken = validateIWT(token, pubKey);

if (validToken) {
const gasEstimate = await contract.methods.getDevice(id).estimateGas();
const device = await contract.methods.getDevice(id).call({
gas: gasEstimate
)
console. log(device);
} else {
console.log('Invalid token');
}

} catch (error) {
console.error('Error getting device:', error.message);

- .. = .o . . Y ’ RN r

Figure 11: Get device function



6.8 Command-Line Interaction

rl.question('Enter command (create/get): ', async (command) => {
if (command === 'create') {
rl.question('Enter device id: ', (id) => {
rl.question('Enter owner: ', (owner) => {
rl.question('Enter device type: ', (deviceType) => {
rl.question('Enter public key: ', (publicKey) => {
rl.question('Enter certificate: ', (certificate) => {
rl.question('Enter IWT token: ', (token) => {
createDevice(id, owner, deviceType, publicKey, certificate, token);
rl.close();
3
1)

1)
} else if (command === 'get') {
rl.question('Enter device id: ', (id) => {
rl.question('Enter JWT token: ', (token) => {
getDevice(id, token);
rl.close();
1)
1)
} else {
console. log('Invalid command');
ri.close();

Figure 12: CLI setup

7 JWT Token Generation

(base) vasusingh@VASUs-MacBook-Air project % curl --data "client_id=Blockchain-client" --data “client_secret:r6]IRNinrbKD667GR;EJSb084w2KZTIt" ——data "usernam
e=vasusingh" --data "password=Wasu@9807" --data "grant_type=password" "http://localhost:8080/realms/IoTrealm/protocol/openid-connect/token"
JWT Expired time in seconds Refresh token Expired time in seconds

""eyJhbGci0iJSUzIINIiIsINRECCIg0iAiS1dUTiwia21kIiA6ICIGVELIaXR60Xk2WVZNeWRHZTICSmFYNThKN191TEXpU F$OFRTZXNfY1FBIn6 .eyJ1eHAi0jE3MMXNDQ3MzUsImlhd

DUzNSwianRpIjoiYTRhMTg3YTEtMzc3NCO@MTg5LWEYY2YtZDgzMTBINjUzND1k[iwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDo4MDgwL3I1YWxtcy9IblRyZWFsbSIsImF1ZCI6ImFjY291bnQ
iLCJIzdWIi0iJkZDYzMTImOS@5N2Q3LTRIMTktOGIXMS1iMGMzYZz1jMzA2ZDQiLCIOeXA101iICZWFYZXIiLCIhenAi01IChG9ja2NoYWLuLWNsaWVldCIsInNpZCI6ImZmNGB1ZDAZLWQSNDC tNDNMy@4NDdmL
WI2Y2Q2NjA20WIyZCIsImFjciI6IjEiLCInbGXxvd2VkLW9yaWdpbnMiOlsiaHROcDovVL2xVY2FsaG9zdDo4MDgwLyJdLCIyZWFsbV9hY2N1c3MiOnsicm9sZXMi01siZGVmYXVsdClyb2x1cylpb3RyZWFsbSI
sIm9mZmxpbmVFYWNJZXNzIiwidWlhX2F1dGhveml6YXRpb24iXX0sInd1lc291emN1X2FjY2Vzeyl6eyIChG9ja2NoYWluLWNsawVudCI6eyJyb2x1lcyIéWyJ1bWFfcHIvdGVjdGlvbildfSwiYWNjb3VudCIbe
yJyb2x1cyI6WyJtYW5hZ2UtYWNjb3VudCIsImlhbmFnZS1hY2Nvdw5eLWxpbmtzIiwidmlldylwgmomaWx1I119FSwic2NveGUi0iwemomawx1IGVtYWlsIiwiZwlhawxfdmVyaWZpZwQiOnRydwUsInByZWZ
1cnJ1ZF91c2VybmFtZSI6InZhc3VzaW5naCJ9 . oMaeMd-vUtgv4x_uhljjeNK4LiLN-SiR27D844nVnbI80z3fhK50IbJIDacZ_11D0r9Mh1H20XjyW1Viwj9_b68kVNVGQETISn_z7kWéHbLcjHUt3A7VAatRI
Cc@AIJhYe_JzGnGp-L4sGWVWENANdcpyGMBEQRWI FXmLb5PNpWRVLXFQE_6FRQRW_HIFT14uldrx OZAKmH55nke68imk—xBbe?RRqZJ::f;ﬁsziffiszff;fjtxO—_Aan9fKSONsJsz7TUlqa9D2HR3OI

Uh1pPDTsPMELDSEhB6XN2UT9AFOTKOEfOHRbMjgbkiwPSlyuaRxHCi5ss20MACzg", ‘lexpires. 300 ,|"refresh_expires_in":1800, "refresh_token'|:"eyJhbGci0iJIUzUxMiIsInR5cCIgOiAL
S1dUIiwia2lkIiA6ICI5ZjU2YWQ3Mi050WY2LTRiNZzgtYjcxZCO1Zjd1YzBhNmE3YZzgifQ.eyJIeHATOJE3MjMXNDYyMzUsIm1hdCI6MTcyMzEBNDQzNSwianRpljoiZmMe@MDdi0T ItMDQxMi®eMzkyLTgzMzg
tZTI3MMRiMTg40GUWIiwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDo4MDgwL3J1YWxtcy9JIb1RyZWFsbSIsImF1ZCI6Imh@dHA6LY9sb2NhbGhvc3Q60DA4MCyZWFsbXMvSWIUCmVhbGOilCIzdWIi0iJkZDYzM
TImOS@5N2Q3LTRIMTktOGIXMS1iMGMzYZz1jMzA2ZDQiLCI@eXA101ISZWZyZXNoIiwiYXpwIjoiQmxvY2tjaGFpbiljbGl1lbnQilCIzaWQi0iImZjYwZWQwMy1k0OTQ3LTQzYZzMtODQ3Zi1iNmNkN]YwNI1iMmQ
iLCIzY29wZSI6ImIhc21]jIHBYb2ZpbGUgd2VilW9yaWdpbnMgYWNyIHIVbGVZIGVtYW1sIn®.n-BEoPEZKamkUPa2SHcTuIMBeQpIfnIFo@2y-1LQ_inhaoJWS35voM4RkIRI-pKOWZCaMK1iEvncLbAGOkUB]
Q","token_type":"Bearer", "not-before-policy" :2, "session_state":"ff60ed03-d947-43c3-847f-bb6cd66069b2d", "scope": "profile email" }%

Figure 13: JWT Token generation

8 Evaluation

8.1 Latency

Measured the latency using the time command while running your CLI.js scripts.

10
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WMX]TkRVVZ73wwV BGquTUuSwLQSUVplSUCSaUGhRorDb782H8h0quEfJ nKtXJ7FEZBM]
b02hQAAYTKZ6Ss2kFxfL91mB42ysSOUYSSEXNht4nz2uEGi6yrKmsVHoP-n2WA7SW3ohCoWe
letTaXb_JUDj1VPwIP4bRAYyOSCV6QV7E1pBRpLjSw

Device created successfully

node cli.js ©.53s user 0.07s system 1% cpu 54.431-t0ta1

Figure 14: Create device with time output

FILLUVL Il VURANPWYAWLLDAYLUCLLVLRLITHNTIY TN/ OQUNOITT Ve JUL YyUIMIWLY

NEQYDVQQKDADNESBDb21WYW55MRYWFAYDVQQLDAlNESBEZXBhcnRtZWS@N
YTAk1SMQ8wWDQYDVQQIDAZEdWJsaW4xDzANBgNVBACMBKR1YmxpbjEOMAWG
0ZIhvcNAQEBBQADggEPADCCAQoCggEBANN/TpPGHID9M9NaevIfSfaOIOl
OMO5P8SwgzfNLEqey6rQR61ZTcgdbMsifgDwallghhSDrUetB6sM7bLbCw
XxFf9cPcopLC1nGjzOuNMd5A0+g/0iuHC+OPE17tTCKkGG1XgbPnYpjrXCr
8GA1UdIwQYMBaAFHNLUEcZSeBEwWFQx3PIaBBye®@XFTMAOGCSqGSIb3DQER
0r59pYGISrt91cRex1vidKGGBbgkAfsvE+fZ+YvAn8GfkiapkcKéetEjVM
zTtoldEDUdaDLaYUdowZvd24+uKYhXtPhHOvzZhcmaPAN1917m7 LMbckWC
__length__: &5
}
node cli.js ©.41s user 0.05s system 2% cpu 16.581 total

Figure 15: Get device with time output

8.2 Slither Security Audit

Installed slither using below command-
pip install slither-analyzetﬂ
Tested both solidity scripts for the audited using Slither.

(base) vasusingh@VASUs-MacBook-Air project % slither contracts/Migrations.sol

'solc —-version' running

'solc contracts/Migrations.sol --combined-json abi,ast,bin,bin-runtime,srcmap,srcmap-runtime,userdoc,devdoc,hashes —--allow-paths
,/Users/vasusingh/Desktop/Thesis/project/contracts' running

INFO:Detectors:

INFO:Detectors:

INFO:Detectors:

INFO:Slither:contracts/Migrations.sol analyzeg (1 contracts with 94 detectors), 3 result(s) found

Figure 16: Slither output for Migration.sol

8https://pypi.org/project/slither-analyzer/0.8.3/
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