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Blockchain-Integrated Identity and Access
Management Framework for Secure IoT Device
Management

Vasu Singh
22243674

Abstract

In the evolving landscape of Internet of Things (loT) devices, the
secure management of non-human entities is important. This research
Deals with creating a strong ldentity and Access Management (IAM).
solution that can be embedded on the 10T devices and based on the
blockchain technology, Public Key Infrastructure (PKI), and Keycloak
for the improvement. security. The model was deployed on Ethereum
blockchain for transaction integrity, data encryption using PKI and
Keycloak for authentication and authorization. The study involved a
comprehensive evaluation of the framework’s performance, focusing on
latency, security vulnerabilities and privacy preservation. Results in-
dicated that while the framework e ectively managed IoT devices and
protected sensitive data and model successfully ensured privacy by lim-
iting blockchain data exposure to non-sensitive metadata, aligning with
best practices for privacy preservation.

Keywords- Ethereum, Solidity, PKI, Keycloak, smart contract

1 Introduction

In recent years, non-human entities such as automated systems and deployments of In-
ternet of Things (1oT) devices have become increasingly in demand, transforming various
sectors, including healthcare, manufacturing, transportation, and smart cities as a result
creating a complex ecosystem where multiple identities and access points interact. There
IS consistent transition of critical information between these devices and software and
protecting sensitive identi cation and access data in this environment is vital, given the
critical role these entities play in processing information. Although automated devices
such as sensors etc. and software are trending now days however the security and privacy
are still one of the major hurdles in adoption of these systems. As per the research done
by |Pohn and Hommel| (2023) underscores the importance of ensuring strong security and
privacy for automated technologies to prevent data breaches and unauthorized access.
Also, non-human accounts are and will be attackers favorite point for gaining access if
these non-human entities are not managed like the user accounts Williamson et al.| (2022).
With advancement of automation, there is a high need to secure identities and attributes
in these systems to ensure security within the ecosystem.



The Identity and Access management (IAM) is a fundamental aspect of cybersecurity
including the procedures, guidelines and tools utilized to regulate resource access and
manage digital identities. In regards with automation, 1AM plays a crucial role due to
their unique characteristics and system design.

1) Security Challenges: Due to the fact that 10T devices are often applied in a number
of extreme conditions, 10T devices are exposed to di erent types of security threats. Some
of these are unauthorized access, data leaks, controlling the device, and the controlling
of some of its functions. The inherent structure of Internet of Things is quite distributed
and lightweight and therefore may not nd the traditional 1AM solutions useful since
they are designed for the large IT systems Sicari et al.| (2015).

2) Privacy Issues: 10T devices are used for collecting a lot of con dential data like
environmental data, manufacturing processes, health data and personal data are collec-
ted and are sent from the devices. Meeting user’s privacy and following the legislation
from the territories, such as GDPR, this data should be safe and accessible only to the
authorized users Ziegeldorf et al. (2014).

The above research and related studies generate a below research question: How
can a secure identity and access management framework be implemented for automated
devices, addressing the challenges of securing identities and ensuring privacy?

This research is motivated by need to implement solutions that extend beyond human-
centric approaches. By integrating blockchain, PKI and federated identity management
and focusing on non-human accounts and zero-trust models, this research seeks to advance
the eld of IAM, ensuring robust security and privacy for automated devices systems.

Objectives-

e Gather more relevant articles and papers, deep dive into their solutions.

e Review of existing IAM Technologies and their implementation on loT devices
environments, focusing on strengths and weakness of current IAM solutions.

e One of the ongoing challenges is that 1AM are failed to preserve privacy which
so need to gather real time incident data where privacy was impacted. Along with it,
analyze data on security breaches and attacks related to IAM and access control.

e Also, will explore open source IAM frameworks.

e Practical implementation and evaluation of IAM to validate its e ectiveness.

2 Related Work

2.1 Blockchain-Based Identity Management in IoT

Kettani and Carnley; 2019 recommend the discovery of 1AM solutions that integrate
with cloud. Here they also refer about the \Ethereum™ which is an open source block-
chain platform which does expose it to an independent decentralized global computing
infrastructure that helps to integrate a chain of trust into the blockchain technology.
Nuss et al.| (2018) present a blockchain-based identity model for such entities Bots,
IoT devices, etc. It indicates that identity management is necessary for ensuring that
data is protected against an unauthorized actor. That is, the management of devices
by their owners through blockchain transactions is realised through this framework. It
is noteworthy that most of the existing solutions in ldentity and Access Management
(IAM) have been tailored to the management of human entities Nuss et al.; [2018and while
pointing to the problem of scalability of managing non-human entities’ identities, they fail
to address this problem e ectively. The proposed model addresses this by incorporating



PKI for lightweight encryption and leveraging Keycloak to handle large-scale identity
management, allowing for more e cient scaling in 0T environments.

2.2 Blockchain-Based Identity Management for Healthcare 10T
Devices

By improving the blockchain-based identity management solution, the work by Alamri

et al. (2023) suggests the general framework for healthcare 10T blockchain-based iden-
tity solutions where they present a detailed security model concentrating on Health loT
devices, including wearables, in a multi-layered approach because IoT devices and auto-
mation have become prevalent nowadays. Here, they de ned all the entities present in
loT environment and their inherent weaknesses which include no physical security and
no authentication and authorization, the threats associated with these weaknesses which
include device tracking, signal jamming and battery drain attacks necessary for the form-
ation of a strong security architecture. Nevertheless, the research by Alamri et al. (2023)
doesn't recognize a particular type of IoT devices since each gadget comes with its prob-
lems, and it fails to address the issues of Health 10T systems or devices / software that
is used a part of daily life such as wearable intelligent devices or any sensor that is ap-
plied in supply chain businesses. Also, the proposed solution has not been practically
implemented and not been evaluated by experts as this technology is new in the secur-
ity domain. Practical implementation and evaluation are crucial step for validating new
security technology.

2.3 loT Identity Management Using Distributed Ledger Tech-
nology

The proposed system by Sadique et al. (2023) involves an identity management model
for edge IoT devices, DLT, and smart contracts. The model is founded on the use
of both private permissioned distributed ledgers and private consortium ledgers since
identi cation details need to be protected. The material is geo-situated, its general,
extensible and includes strict consensus procedures. It employs a two-tier structure for
its layers namely- Fog layers and Cloud layers. Both devices retain their identity as well
as the identity of the connected gateway through the usage of secure public and private
key communication. credit information are exchanged beween local identity providers
and Global identity providers without revealing the private key thus enhance security.
This goes a long way to stress the great approach in strengthening the security and
privacy in loT identity management through decentralization and usage of sophisticated
cryptographic methods. While this seem logical, but it was only done on experiments the
practical solution has not been implemented in real life problems. This raises questions
about its practicality as well as its applicability to large organisations. Secondly In DLT
technologies, transparency is inherently built which does trust but restricts the privacy
hence the sensitive information can be easily leaked to an insider threat.

2.4 ERC-20 Smart Contract

This paper by Priest et al. (2023) explains the process of how to compile and launch
an ERC-20 smart contract on Ethereum, while at the same time stressing the long-term



stability as a key factor for the development of cryptocurrencies. Here the authors suc-
cessfully discuss both the topic of smart contract development and the context of its
impact on the earth's environment thereby contributing to the discussion of matters re-
lated to environmentally friendly blockchain platforms. Nevertheless, despite the fact that
the paper is somewhat informative in giving a background about sustainable practices,
it is rather weak in outlining the methodologies for implementing sustainable practices'
measures within the ERC-20 systems. Discussions aimed at reducing the energy con-
sumption rate of blockchains are general with no common guidelines or benchmark that
could be applied across various blockchain projects with the intention of containing the
carbon footprint. In addition, the paper lacks appropriate depth of the analysis of po-
tential economic e ects arising from the use of sustainability features in smart contracts.
Altogether, the work is a good reference point to start the contamination around the
theme of sustainable blockchain technology but it lack more speci c and practical ped-
estrian suggestion. The proposed model adopts Ethereum's Proof-of-Stake mechanism,
which reduces energy consumption compared to Proof-of-Work, thereby o ering a more
sustainable solution suitable for resource-constrained IoT systems.

2.5 Blockchain-Based IoT Security Models

In the work of Spadavecchia et al. (2024), some new ideas on the action of using block-
chain to deliver secure data in 10T, especially for using Hyperledger Fabric and Ethereum
in the multi-layer architecture. From the provided directions of the authors, the authors
are able to present how this architecture can be implemented practically using a Rasp-
berry Pi, argue the applicability of the blockchain solutions in the smart city contexts. In
this case, while the paper presents a solid foundation, it is weak in exempli cations and
actually does not go deep into analyzing the feasibility of applying the proposed solution
on a large scale, especially in an environment with a great number of 10T devices. Fur-
thermore, the use of both public and private blockchains, which is rather original, also
has certain concerns as to the e ciency of such a model for the future and the complexity
of its management. This research is somewhat connected to my proposed model since
it focuses on the use of a blockchain-based model for safe transmission of data in loT
networks. The proposed model builds on this by focusing solely on Ethereum's public
blockchain, simplifying management while maintaining security. The actual experiences
obtained from its application can be used to improve our model concerning the interac-
tion of multiple layers of the blockchain system in order to maximize their security and
performance.

2.6 Blockchain Solutions with Secure PKI Systems

The research by Singla and Bertino (2018) analyses the problems associated with the
mainstream CA-based (PKI) system and suggests the three di erent blockchain-oriented
solutions with the help of the Emercoin NVS technique, the use of the Ethereum-based
smart contracts, and the Light mode synchronization in Ethereum. The authors have also
compared all these blockchain approaches appropriately that these approaches are better
in term of computational complexity, storage complexity, and security as compared to the
PKIl approaches. This performance occurs due to the right benchmarking with 10T devices
and a real-world implementation of the paper's algorithms, which indicates blockchain's
utility for scalable and secure PKI systems. Nevertheless, there is a possibility that



the authors should have covered more extended investigation into the career direction
for scalability and the threats of security of the blockchain with the rising size of the
network, especially with 10T restricted resources. It correlates with the application of
Ethereum in building secure decentralised applications for [oT and understand how smart
contracts and block chain technology can improve the security and functionality of IoT.
The proposed model integrates PKI with blockchain to handle device authentication
while addressing scalability concerns through Keycloak's federated identity management
system and makinf sure that solution should remain e cient in case there are high volume
of devices.

2.7 Challenges in Ethereum

Blockchain network has its own barriers, especially time to scalability and for security,
Ethereum network su ered a lot. Chen et al. (2020)accurately presented a list of security
concerns pertaining to Ethereum and the possible areas that may be attacked within
the Ethereum network. His analysis highlights the importance of security mechanisms to
secure the integrity of contracts as well as the blockchain network. The security issues are
directly addressed in the proposed model through security audits of the smart contracts
using tools like Slither.

2.8 Comarison of Ethereum and Hyperledger

Zhao (2022)in his paper done detailed comparison of available both open source block-
chain. The blow table summarize the comparison done.

Parameters Ethereum Hyperledger

Governance Managed by Ethereum developers Managed by the Linux Founda-
(open-source community) tion

Type Public, Permissionless Private, Permissioned

Smart Con- | Uses Solidity for writing smart| Uses Chaincode (supports mul:

tracts contracts tiple languages like Go, Java)

Use Case Mostly for Peer-to-Peer (P2P)| Mostly for Business-to-Business
and Business-to-Consumer (B2C) (B2B) operations

Privacy and | Public data is accessible to all Supports private and con dential

Con dential- participants transactions through channels

ity

Table 1: Comparison of Ethereum and Hyperledger

Ethereum blockchain is relatively decentralized and has no restrictions on the users.
Therefore, suiting my research for the application of the decentralized applications. Auto-
mated and trustless transactions are vital to provide a secure system and its smart
contracts written in Solidity are crucial for it. Sustainability is applied to blockchain
operations, altering the mechanism of choosing the block creator from Proof of Work to
Proof of Stake in Ethereum. Although Ethereum has certain issues with performance
and scalability, which have been already mentioned by Chen et al. (2020), the general
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acceptance of Ethereum and its well-developed ecosystem o0 er necessary prerequisites
for the implementation of decentralized solutions, which makes Ethereum an appropriate
solution for my research.

The overall analysis of the topics under review shows how identity management for
blockchain-enabled 10T devices is advancing. Existing frameworks o er a good point of
origin however they have issues with scalability, privacy and actual deployment. This pro-
posed solution lls in these gaps by utilising PKI for strong encryption and authentication,
Keycloak for scalable identity management and Ethereum's decentralised blockchain for
secure and immutable identity management. The model overcomes the theoretical limits
found in earlier publications by demonstrating its applicability in real-world 10T scenarios
through practical implementation and evaluation.

3 Methodology

The focus of this research is on the deployment of Ethereum blockchain technology by
incorporating Smart Contracts, Keycloak for Identity Management and Public Key In-
frastructure (PKI) to implement an e ective and e cient IoT device management system
that has privacy constraints. The research employed a systematic approach of which it
followed several steps that include literature review, design of the model, implementation
of the model and nally evaluation of the proposed model. In this section, the research
procedure followed will be described, tools and technologies that were used and an eval-
uation of the model will be made.

The study was initiated by identifying the current IAM technologies and the ways
in which they are implemented in the IoT and automated settings. The literature re-
view also underlined what are the proposed IAM solutions in the current literature and
their strengths and weaknesses concerning scalability, privacy, and security in decentral-
ised contexts. Previous works by Kettani and Carnley (2019), Nuss et al. (2018) have
de ned ideas that our works embraced as a backbone of the developed IAM framework.
The framework was developed using various tools and technologies: OpenSSL for PKI,
Keycloak for authentication management and Ethereum with solidity smart contracts for
secure transaction management. The selection of these tools was done with the view of
their e ectiveness, reliability and suitability in achieving the intended research goals as
earlier other studies had utilised.Adams and Lloyd (2003).

One of the critical design choices in this research was the selection of Ethereum as
the blockchain platform for managing secure transactions. Ethereum is one of the most
mature blockchain platforms makes it a reliable choice for integrating decentralized ap-
plications and smart contracts. In addition to that, Ethereum has a well-established
security framework and many vulnerabilities have been identi ed and addressed over the
years, making it one of the most secure public blockchains available. Also, to guarantee
that data transferred between IoT devices and the blockchain is encrypted and author-
ised, PKI was integrated into the design. PKI is widely utilised in many secure systems
and provides an e ective method for secure communication. The choice of Keycloak as
the ldentity and Access Management (IAM) solution for this framework was based on its
capacity to manage large-scale users' and devices' identities and access. It was considered
the best option for handling user identi cation and authorisation in a decentralised sys-



tem because of its support for federated identity, role-based access control (RBAC), and
interoperability with contemporary authentication protocols like OAuth2 and OpenlID
Connect.

The experiments were targeted to the main features of the IAM framework that con-
tains latency assessment, security audit, and privacy-preserving analysis. The collection
of speci c data was done through the performance of certain CLI commands to get the
time required to create as well as invoke 0T devices from the Ethereum blockchain. The
time taken by these operations was noted down with the help of time command in the
shell of the MacOS and the split up of the user time, system time and total time was car-
ried out to see the reasons for the time lag observed. Security assessments were conducted
using Slither, a Solidity static analysis tool that would help determine the various loop-
holes that may have been made in the smart contracts. The identi ed problems included
wrong use of modi ers or the presence of outdated versions of Solidity that may cause
security vulnerabilities Chen et al. (2020); Sadique et al. (2023). Comparison was also
made between the creation of devices and the retrieval so as to nd out areas that have
poor performance. The aspect of privacy was assessed from the metadata generated on
the blockchain during transactions without exposing the PII. Christidis and Devetsikiotis
(2016); Singla and Bertino (2018).

The given approach was carefully planned to avoid missing any aspect of IAM frame-
work's e ciency in protecting 10T device management. In line with that, the research
applied systematic use of Technologies and Tools to maintain reliability and validity of
the outcomes.

4 Design Speci cation

The main objective of this research is to propose a model that integrate 10T systems
with Block chain technology with PKI for authentication and Keycloak for access control
mechanism to build up a secure and privacy preventing device management model.

4.1 Core Components

Ethereum Blockchain:  In the case of I0T devices, Ethereum which is an open source
blockchain Kettani and Carnley (2019) utilizes blockchain as a decentralised record of
transactions so that the recording of transactions is credible, transparent and immutable.
This is important in 10T speci cally because the devices involved are expected to transmit
data and self-organize. As discussed by Wood et al. (2014), it runs smart contract that
enable automated registration of devices, data storage and access management. The
below gure will provide blockchain architecture and actual model blochain blocks.

Smart contracts: Help in the execution of the complex processes recognised to be
involved in the management of Internet of Things devices. Information acquired by these
contracts keeps user and device rights, veri es device data and logs Ethereum blockchain
transactions. Smart contracts enable security and privacy in the performance of activities,
such as device registration, developed under Solidity Christidis and Devetsikiotis (2016).
Smart Contracts contain access control policies based on the permissions in the JWT
token which results from the authenticated user's identity and any e ort to gain access
with a di erent token is forbidden.



Figure 1. Proposed Model Design

Figure 2: Blockchain architecture BOURIAN et al. (2023)
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