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1. Introduction

This guide gives an organization step by step guide on how to configure AWS services in a way to meet
GDPR compliance and related CIS Controls. Every category contains particular settings, illustrations,
commands, and Web addresses for more information.

2. Prerequisites
Before starting the configuration, ensure you have:
e AWS Account: Getting a standard user admin level access to the AWS account.
« 1AM Permissions: Make certain that you have the necessary rights to set up 1AM, S3, RDS and such.

Permissions policies (6)

c |

Permissions are defined by policies attached to the user directly or through groups.

Filter by Type

Q. search | | Alttypes v | 1 &
O Policy name [2 A | Type - | Attached via [2
O AmazonCloudWatchRU.. AWS managed Group CapissoCyberSecintern
O AmazonEC2ReadOnlyAc... AWS managed Group CapissoCyberSecintern
(] = AWSCloudTrail_FullAccess AWS managed Directly
() = AWSSecurityHubReadO. .. AWS managed Group CapissoCyberSecintern
(] CloudwWatchReadOnlyAc AWS managed Directly
a = SecurityAudit AWS managed - job function Directly, Group CapissoCyberSecl...

e AWSCLI: AWS CLlI is a service from AWS used for accomplishing command-line operations, and
for it to operate it has to be installed, and the configuration put in place. Otherwise, it can be installed
by using Command Line Interface from Amazon and the source can be accessed through [1].
HE Services wesl | @ 8 @ @
() CloudShell Actions v &

Ireland ¥ diwakerp@capisso.com @ 9838-1281-5872 ¥

-+

not authorized ta

2. Identity and Access Management (IAM)
2.1. Enable Multi-Factor Authentication (MFA) for the Root Account
e Objective: Secure root account further more with an additional layer of security [1].

Steps:

1. Navigate to the AWS cloud and sign into the console with the help of root credential.

2. Clicking on the ‘IAM’ button brings you to the IAM Dashboard which is further reached by
searching the AWS Console for ‘IAM’.

3. On the IAM Dashboard go to Security Status and then Manage MFA.

4. It is also important to do what the screen tells you to do so as to enable the MFA. Select the
preferred virtual second factor (like Google Authenticator) and tap on the QR code that the
application affords.

5. The final step is to enter the authentication codes shown on your MFA device.


https://aws.amazon.com/console/

6. More importantly, keep the codes which were given during the setup of the application safely
stored.
e Compliance References:
o GDPR Compliance: Ensuring the security of the data personal is one of the provision of the
regulation and is highlighted under Article 32 of the regulation.
o CIS Control: Control 16 (Account Monitoring and Control), IG1

1AM > Dashboard

IAM Dashboard

Security recommendations )

&) Root user has MFA

Having multi-factor authentication (MFA) for the root user improves security for this account.

&) You have MFA

Having multi-factor authentication (MFA) for the 1AM user improwves security for this account.

&) Your user, diwaker.p@capisso.com, does not have any active access keys that have been unused for more than

a year.

Deactivating or deleting unused access keys improves security.

LAM resources
Resources in this AWS Account
User groups Users Roles Policies Identity providers

2.2. Create IAM Users and Groups with Specific Permissions
o Objective: Limit user rights to the barest minimum; grant roles based on the operations or assignments

of an employee[2].

Steps:

1. In 1AM Dashboard navigate to Users and then click on Add User.

2. Input a username, then choose Programmatic access if the user needs an API, you also can also
grant AWS Management Console access.
Click Next: Permissions and select what kind of permission assignment method you will take.
Set up the existing ones to be attached directly and the format is a selection of a number of
predefined policies available.
Linked with traditional user management, the new specific actions are the following:
This will then become your actual custom policy (for advanced usage).
Check the settings of the user and then click on Create User to generate the user.
Save the login details and make sure that they are shared with the user in a secure way.
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Compliance References:
= GDPR Compliance: Article 25 (Data Protection by Design and by Default)



= CIS Control: Control 4 (Controlled Use of Administrative Privileges), IG1

Set permissions
Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [21

Permissions options

© Add us

User groups (1/4) c Create group
Q Searc 1 ®
= Group name [ a| u v v Created v

........ 2 2020-11-30 (3 years ago)
BillingGroup o 2024-04-28 (3 months ago)

O CapissoCybers: 1 2024-06-21 (1 menth ago)
Minima o 2021-06-15 (3 years aga)

2.3. - - Enforce
MFA for All IAM Users
o Objective: Ensure all the user accounts have implement of MFA to avoid anybody gaining access to
the system [3].
Steps:
From the IAM Dashboard, click on Users.
Select a user and navigate to the Security credentials tab.
Under Assigned MFA device, click on Manage.
Select Activate MFA and follow the on-screen instructions to set up the MFA device.
Repeat these steps for each user account.

abrowdE

« Compliance References:
= GDPR Compliance: Article 32 (Security of Processing of Personal Data)
= CIS Control: Control 16 (Account Monitoring and Control), 1G2

3. Logging and Monitoring
3.1. Enable AWS CloudTrail in All Regions
o Objective: With the track of API, monitor usage across all AWS services and their activities to protect
and quantify the events performed [4].
Steps:
1. Go to the CloudTrail Console.
2. Go to the menu on the left and click on Trails and then Trails again and select Create trail.
3. Under Who do you want to apply this trail? Name your trail and check the ‘All’ selection.
4
5

Choose the S3 Bucket to use for the logs (if necessary create a new one).
Allow validation of the log file and the possibility of encrypting it with AWS KMS to secure the
logs.

6. Click on the ‘Create’ button.

o Compliance References:
= GDPR Compliance: Article 30 (Records of Processing Activities)
= CIS Control: Control 6 (Maintenance, Monitoring, and Analysis of Audit Logs), IG1

Sr Choose trail attributes

Choose trail attributes

Sz General details
Choose log events A trail created in the consale is a multi-region trail. Learn more [
Step 3 .
a Trail name
Review and create Enter a display name for your trail
Logs
28 d ly L pe: d: d d da: are allowed
e all o s
Storage location  Info
© Create new 53 bucket ) Use existing 53 bucket
Create a bucket to store logs for the trai Choose an existing bucket to store logs for this trail
Trail log bucket and folder
Enter a new $3 bucket name and folder (prefix) to store your logs. Bucket names must be globally unique

ter a new 53 bucket nar
‘ aws-cloudtrail-logs-983 s


https://console.aws.amazon.com/cloudtrail/

Trails C Create trail
&

Multis CloudWa

Home . Organiza s3 Log file tch Logs
Name A , - region - Insights ¥ i = v - N v - Status -
region e tion trail bucket prefix log

group

manageme Europe

manag P ves Disabled No 8za12818] - - @ Logging

nt-events (Ireland) 87" 7
de7443564 ]

3.2. Set Up Amazon CloudWatch Alarms for Monitoring
o Objective: Monitor AWS resources and trigger alarms based on specified metrics to respond quickly
to potential issues.
Steps:
1. Navigate to the CloudWatch Console.
2. Click on Alarms in the left-hand menu, then click Create alarm.
3. Choose a metric to monitor, such as CPU utilization, error rates, or request latency.
4
5

Set conditions for the alarm (e.g., trigger if CPU > 80% for 5 minutes).
Define the action to take when the alarm is triggered, such as sending an email notification via
SNS.
6. Review the settings and click Create Alarm.
« Compliance References:
= GDPR Compliance: Article 32 (Security of Processing)
= CIS Control: Control 8 (Audit Log Management), 1G2

CloudWatch % CloudWatch » Alarms
Favorites and recents [ 4 Alarms (8)
Dashboards [} Hide Auto Scaling alarms ‘ (&)
Alarms 0 8 0
Ao@:© Q, Search Alarm state: Any ¥ Alarm type: Any ¥ Actions status: Any ¥ &
In alarm
All alarms O Name v State v Last state update (UTC) v Conditions
EC2-
Logs Capisso_PROD_IMAG .
StatusCheckFailed_Instance > 0 for 1 ¢
O E- ®@ok 2024-05-17 20:41:00

= within 1 minita

4. Data Encryption
4.1. Enable Server-Side Encryption for S3 Buckets
o Objective: Secure data at-rest through the use of AWS owned keys or through customers’ keys where
necessary [5].
Steps:
1. Go to the S3 Console.
2. Gotothe object list, choose the bucket you would like to encrypt and click on the Properties option.
3. Down scroll to Default encryption and click on ‘Edit’ section.
4. Select between AES-256 (AWS encrypted with AWS master keys) or AWS-KMS (Customer
master keys).
5. If utilising the KMS namespace, choose from one of the keys available or create one using one of
the methods provided.
6. If you have made changes then click on OK to apply the changes and enable encryption for the
bucket.
e Compliance References:
= GDPR Compliance: Article 32 (Security of Processing)
= CIS Control: Control 13 (Data Protection), IG1


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/s3/

Name dev.capisso.com

Default encryption info ‘ Edit ‘

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
Server-side encryption with Amazon S3 managed keys (SSE-S3)

Bucket Key

When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KMS. Learn
more [
Enabled

4.2. Enable Encryption in Transit for RDS Databases
Objective: Secure data during transmission between your application and RDS [6].
Steps:

QR

Navigate to the RDS Console.
Select your database instance.
Under the "Connectivity & security" section, verify that "Use SSL connection” is enabled.
Download the appropriate SSL/TLS certificate from the AWS Documentation.
Configure your application to use this certificate for encrypted connections.
ompliance References:
o GDPR Compliance: Article 32 (Security of Processing)
o CIS Control: Control 13 (Data Protection), 1G2

Amazon RDS x DB identifier Status Role Engine Recommendations
capisso-mysql-rds ® Available Instance MySQL Community
Dashboard CcPU Class Current activity Region & AZ
[ 2.76% db.t3.medium 0 eu-west-1b
Databases R
Connections
Query Editor

Performance insights

Snapshots Connectivity & security Monitoring Logs & events Configuration Zero-ETL integrations Maintenance & backups >
Exports in Amazon 53
Automated backups Y. .

Connectivity & security
Reserved instances

Proxies

Endpoint & port Networking Security
Subnet groups Endpoint Availability Zone VPC security groups
Parameter groups capisso-mysql-rds.cwoghxt? eu-west-1b RDS-sg (sg-
iwsd.eu-west-1.rds.amazonaws.c 08140dfa36de2db74)
Option groups om VPC @© Active

e . Capisso-prod-VPC-Prod (voc-

5. Networking
5.1. Configure Security Groups to Restrict Access
Objective: Security groups can help to regulate incoming and outgoing communications to resources
in AWS [7].
Steps:

1.

2.
3.

4.

5.

Navigate to the VPC Console and under services find Security Groups on the left side of the
Window.

Go to create new security group and as the security group name and security group description.

In case of Inbound rules, one need to add rules to permit specific traffic only (e.g. permit SSH from
particular IP addresses only).

Under Outbound rules define allowed outbound traffic for instance, all outbound traffic to other
TCP ports are prohibited apart from ports 80 and 443 for HTTPs connection.

Attach the security group to your EC2 instances or other resources.

Compliance References:

GDPR Compliance: Article 32 (Security of Processing)


https://console.aws.amazon.com/vpc/

= CIS Control: Control 9(Limitation and Control of Network Ports, Protocols, and Services), 1G1

EC2 > SecurityGroups » Create security group

. Owne
Create security group e sesar2815672
A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a ne
Inbound rules Outbound rules Tags
Basic details
Inbound rules (3) [s] Manage tags Edit inbe
Security group name Info Q search ‘
v Security group rule... ¥ IP version v Type v Protocol v Port range
eation
59r-09db789e6b1689. - HTTP TP 80
sgr-Ob7c337c73c23Ma7 SSH < 22
0 developers
Outbound rules (1) c Manage tags Edit ou
VPCinfo Q search |
‘ Select a VPC v Name v Security group rule... @ IP version v Type v Protocol
507-0246753dd90b3TC. . 1Pv4 Al traffic Al

5.2. Set Up VPC Flow Logs for Network Traffic Monitoring
o Objective: Capture and monitor network traffic within your VPC [8].
Steps:
Navigate to the VPC Console.
Select your VPC, then click "Create Flow Log".
Choose the traffic to capture (All, Accept, or Reject).
Specify the destination (CloudWatch Logs or S3).
. Create the flow log and monitor it through the chosen destination.
ompliance References:
o GDPR Compliance: Article 32 (Security of Processing)
o CIS Control: Control 9 (Limitation and Control of Network Ports, Protocols, and Services), 1G2

Create VPC ine.o

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

QR

VPC settings

Resources to create Info
Create only the VPC resource or the WPC and other networking resources

| © VPC only | > WPC and more |

Name tag - optional
Creates a tag with a key of 'Name’ and a value that you specify.

| my-vpc-01 |

IPva CIDR block  Info
© 1Pva CIDR manual input
3 IPAM-allocated IPv4 CIDR block

IPwva CIDR

70.0.0.0/24

CIDR block size must be between /16 and /28

IPv6 CIDR block Info

© Mo IPvE CIDR block

O IPAM-allocated IPvE CIDR block
< Amazon-provided IPv6 CIDR block
3 IPv6 CIDR owned by me

Tenancy Info

6. Data Backup and Recovery
6.1. Automate Backups for RDS Databases
o Objective: Always plan for the disaster recovery and makes sure you are backing up data frequently
[9].
Steps:
1. Go to the RDS Console.
2. Choose the database instance that you’d like to resize, and then click on ‘Modify’.
3. Under the Backup section, set the backup retention period (e.g., 7 days).
4. Enable Automated backups and specify the backup window.
5. Hit Continue then Apply immediately to make a current change.

e Compliance References:


https://console.aws.amazon.com/rds/

= GDPR Compliance: Article 32 (Security of Processing)
= CIS Control: Control 11 (Data Recovery Capabilities), IG1

AWS Backup > Backup plans > Create backup plan
Create backup plan .-~

Start options

Backup plan options Info

lan using JSON
IN expression of an

Jure Backup plan

sackup plan b:
provided by AWS

© Start with a template <O Build a new plan
mpla
Backup

Templates
Choose a template plan with existing rules.

[choose o rempiate -

Backup plan name

\ |
6.2 Sackup plan name 1% case sanaRIve. MUST contam from 1 e 50 Stphanmenc or L7 characears, Enable  S3

Cancel Create plan Bucket

Versioning for Data Redundancy
o Objective: Protect against accidental deletions by keeping previous versions of objects [10].
Steps:
1. Navigate to the S3 Console.
2. Select your bucket and click on the "Properties” tab.
3. Scroll to "Bucket Versioning™ and click "Enable Versioning™.
4. Confirm the changes.

« Compliance Reference:
= GDPR Compliance: Article 32 (Security of Processing)
= CIS Control: Control 11 (Data Recovery Capabilities), IG1, 1G2

Amazon 53 > Buckets > dev.capisso.com

dev.capisso.com s

Objects Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date

Europe (Ireland) eu-west-1 ¥ arn:aws:s3::dev.capisso.com April 6, 2023, 22:44:43 (UTC+05:30)

Multi-factor authentication (MFA) delete
An a ional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. To modify MFA delete settings, use the AWS CLI, AWS SDK
s3 A - [

7. Incident Response
7.1. Set Up AWS Config Rules for Continuous Compliance
o Objective: Automatically check and enforce compliance with security policies [11].
Steps:
Go to the AWS Config Console.
Click Rules in the left-hand menu, then Add Rule.
Select a predefined rule (e.g., s3-bucket-encrypted) or create a custom rule.
Define the scope and parameters for the rule (e.g., check all S3 buckets for encryption).
Set up notifications for rule violations using SNS.
Click Save to enable the rule.

SoakrwnE

e Compliance References:
= GDPR Compliance: Article 32 (Security of Processing)


https://console.aws.amazon.com/config/

= CIS Control: Control 4 (Continuous Vulnerability Management), 1G2

Resource type Override

nfig > Setup AWS Config ‘Angtuba\\y recorded IAM resource types v | Exclude from recording - Remove

Settings

‘ Add resource type

Recording method

Data governance

1AM role for AWS Config

© Create AWS Config service-linked role ) Chaase a role from your account

Delivery method

Amazon 53 bucket

© Create abucket © Choose a bucket from your account © Choose a bucket from another

7.2. Enable AWS Security Hub for Centralized Security Monitoring
e Objective: Collect and rank security issues for all of your AWS accounts [12].
Steps:
1. Go to Security Hub Console.
2. Qo to the configure tab and click ‘Get started’, then enable Security Hub.
3. Select the compliance framework for you wish to meet (for example CIS AWS Foundations).
4. Classification and prioritization of security findings from Security Hub dashboard.

o Compliance Reference:
=  GDPR Compliance: Article 24 (Responsibility of the Controller)
= CIS Control: Control 19 (Incident Response and Management), 1G1

Security Hub > Enable AWS Security Hub

Emnable AWVS Security Hub

Enable AwWS Config

=1
i
-
=
W
o
e

Manually From the SAWVsS Config console [, or you can choose Download to

N deploy an AMNS CloudFormation template as a StackSet. See our documeantation 3 for more

uuuuuu load

8. Broader GDPR Compliance Considerations
8.1. Data Processing Agreements (DPAS)
e Objective: Ensure all data processors must have DPAs in their companies that meet the requirement

of GDPR [13].

Steps:

1. Please find a list of all Third-party processors in your AWS environment under AWS Artifact
View Reports.

2. Download DPA templates from AWS Artifact to ensure they are GDPR-compliant.

3. Look at the existing DPAs to fit the GDPR requirements and when necessary, redesign the DPAs
to meet the indicated GDPR specifications for your organisation.



4. All DPAs are to be documented in AWS Artifact.

e Compliance Reference:
= GDPR Compliance: Article 28 (Processor)
= CIS Control: Control 13 (Data Protection), 1G2

dentity, Compliance

Aws Artifa Ct Get started with AWS Artifact

Browse and download reports, and accept agreements

Compliance and security in the it S Actfce
AWS Cl
> diene

e portal for on-demand access 0 ia rts and for ent

AWS Artifact > AWS reports

Reports i

AWS reports Third-party reports

@ VYou are opted into the new infrastructure with fine-grained access control for Artifact reports. Learn more about fine-grained access. [

If you have incorrect access to Artifact reports, contact your AWS administrator to update your account’s IAM permissions [4. To allow time for updating IAM permissions, you can
temporarily opt-out of the fine-grained permissions for AWS Artifact reports and opt back in by January 2, 2025.

AWS Artifact > Agreements

Agreements .

Account agreements Organization agreements
@ You are signed in to a member account in an erganization in AWS Organizations [4. When accepted, the following agreements apply only to your member account. To view agreements that apply to your account through your
organization, choose the ization ag tab. Learn more [
Account agreements (5) B Dewnloa ¢ ® T @ pt
‘ Q, Find agreements 1 &
Title - Status @ Effective start ¥ Description -

The AWS Australian Notifiable Data Breach Addendum (AWS ANDB Addendum) is an agreement between you and AWS regarding your use of
AWS Services to process personal information of Australian individuals. It is an addendum to the AWS Customer Agreement, or ather
agreement between you and AWS governing your use of AWS Services under this AWS account. The terms of the AWS ANDB Addendum are
@ Inactive - confidential and subject to the terms of the AWS Artifact NDA. IMPORTANT: This AWS ANDE Addendum is specific to this AWS account, and
upon acceptance will apply only to this AWS account. If you have multiple AWS accounts and intend to include personal information in any

AWS Australian Notifiable Data
Breach Addendum
other AWS accounts, you MUST log in ta AWS Artifact under each of thase AWS accounts individually and accept a separate AWS ANDB

Addendum before using them in connection with personal information

The AWS Business Associate Addendum (AWS BAA) is an agreement between you and AWS regarding the use of AWS Services in connection
with personal health information (PHI), as required by the Health Insurance Portability and Accountability Act of 1996 (HIPAA), Subtitle D of

the 2009 Health Information Technology for Economic and Clinical Health (HITECH) Act, and their implementing regulations. It is an
addendum to the AWS Customer Agreement, or other agreement between you and AWS governing your use of AWS Services under this AWS
- AWS Business Associate )
(@] @ Inactive - account. The terms of the AWS BAA are confidential and subject to the terms of the AWS Artifact NDA. IMPORTANT: This AWS BAA is specific

Addendum
to this AWS account, and upon acceptance will apply only to PHI in this AWS account. If you have multiple AWS accounts and intend to

8.2. Data Inventory and Mapping
o Objective: Ensure that record is kept of all categories of personal data processed [14].
Steps:
1. Go to the AWS Glue Console and start a data catalog to document data sources.
2. Identify where and how personal data is stored, processed, and transferred within your AWS
infrastructure using AWS Glue Data Catalogs.
Data could be categorized also using Amazon Macie for mapping sensitive data.
Another subtle, yet important piece of advice: do not forget to update the data inventory
periodically.

~ow

e Compliance Reference:
=  GDPR Compliance: Article 30 (Records of Processing Activities)
= CIS Control: Control 3 (Data Protection), 1G2



«can now create Apache Iceberg tables in the AWS Glue Data Catalog. To learn more, visit the documentation [4.

AWS Glue » Tables

Tables

Visual ETL A table is the metadata definition that represents your data, including its schema. A table can be used as a source or target in a job definition.

run monitoring Tabl
View

all available tables.

Name a | Database v | Location v | Cassification v | Deprecated
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