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Configuration Manual

Yuvaraj Mohan
Student ID: x22200142

1 Introduction

This configuration manual is aimed at describing the process of using the Automated
Phishing Detection Framework which was created as part of the MSc research work with the
title: “Automated Phishing Detection Framework Leveraging Integrated Threat Intelligence
and Multi-UserAgent Analysis”. The framework is developed with consideration for the
integration of the Tines platform with multiple threat intelligence tools for effective analysis
of emails and PDF files that are suspected to contain phishing content.

The manual first outlines the prerequisites required for this framework in section 2. It is
followed by section 3 which provides guidance on configuring the Tines Account. Section 4
provides the necessary information for structuring the workflow setup followed by section 5
that consists of details required for Consolidation and Reporting of the analyzed results.
Section 6 provides insights to replicate the case studies conducted as part of this thesis.

2 Prerequisites
Before setting up the framework, ensure you have the following:

2.1 Tines Platform Access:
e A valid account on the Tines platform with required permissions.

2.2 Threat Intelligence Tools:

API keys for the following services:

e URLScan.io for dynamic URL analysis(APlI Documentation -
urlscan.io, no date).

e VirusTotal for multi-engine file and URL scanning (Virustotal.com,
2024).

e EmailRep.io for real-time email reputation scoring(Simple Email
Reputation, no date).

e Hybrid Analysis for sandboxing and behavioral analysis of PDFs(Free
Automated Malware Analysis Service - powered by Falcon Sandbox,
no date).

2.3 Programming Knowledge:
e Basic understanding of Python for scripting.
« Knowledge of RESTful APIs for service integrations.



2.4 Environment Requirements:

e A secure environment for running the Tines platform.
e Internet access for API calls to the external threat intelligence services.

3 Configuring Tines Account

3.1 Creating a Tines Account

1. Open the Tines platform website(Sign up | Tines, no date) and create an user

account.

Verify your email and log in to the platform.

3. Set up access control for the tenant to define roles and responsibilities(User
administration | Docs | Tines, no date).

4. Navigate to the "Story" section to create a new story.

N

3.2 Configuring API Keys
1. Storing API Keys Securely:
In order to store API keys for the threat intelligence services,

a) Go to the "Credentials™ section in Tines.

Archived stories

Credentials

Resources

b) Create and Add credentials for the following services:
i.URLScan.io
ii.VirusTotal
iii.EmailRep.io
iv.Hybrid Analysis



Name
hybridanalysis

Description

API credentials for Hybrid analysis

Preserve newline characters

Additional Configurations

2. APl Key Configuration:

a) Ensure that each API key is correctly assigned to its corresponding service.
b) Store the API keys as using encrypted storage to secure them.

Details A O

s Use Hybnid Analysis to analyze files safely in a
“~ sandbox environment. Search, submit, and retrieve

AP| credentials for Hybrid analysis results.

Tags

Value

Credentials

Preserve newline characters

hybridanalysis

Additional Configurations emailrep

URLScan.io

4. Workflow Setup

In this section, we will look at how the implementation of the workflows are
configured,

4.1 Input Configuration:
This section provides the input configuration of both email and pdf analysis workflows.



[E Analyze Email

Webhook Receive Email
Analyze Email Receive Email

a.) Receive Email Action: In this tines action we configure an IMAP action which
allows users to send email to a designated mailbox that automatically forwards the email
for analysis(Receive Email | Docs | Tines, no date).

Mode

Email

Receive Email
Receive Email

Email address

B

Z Test () Events

b.) Webhook Integration: Webhook is configured in a way to receive real-time data
from external systems(Webhook | Docs | Tines, no date).
Webhook URL

Path

5ab1f9hdfF7c2538c618Td4TI391FT3cC

Webhook
Analyze Email Secret

FecA82h947@3bF 7699284 1bb8d2ed66
2 Test (O Events

Allowed Verbs

get,post



c.) Manual Submission: It allows users to upload emails directly through the UI.

Analyze Email and PDF

Submit E-mail file to analyze

Submit PDF for analysis

Would you like to run the URL Scan using multiple User agents

Yes Mo

Would you like to submit PDF for Malware Analysis

No -

Recipient E-Mail Address

4.2 Email Analysis Workflow:

a.) Email Parsing:
Setup: Configure a event transform action to use BASE64 decoding and a message
parsing function to extract email contents.

Event Transform

Parse EML

Output: The parsed email is then converted into a structured JSON format for further
analysis in the workflow.

“parse_eml®: ~ {
"email®

"filename":
"content_type"

"baseé4encodedcontents”:
"path": "TestFile




b.) 10C Extraction:
Regular Expressions (Regex): Configure regex patterns to identify and extract
URLSs, IP addresses, file hashes, and email addresses from the parsed content.

Matchers Matchers

Path Path

[A-Za-z]+:\/\/[A-Za-z8-3\- \b[a-zA-Z@-2._%+- ]+@[a-ze-
_I+\[A-Za-ze-9h-_iEE;\? 9.-]+\.[a-zA-Z]{2,4}\b
WL =]

emails
urls

Matchers

Path

Integration with Tools: Configure to forward the extracted 10Cs to their respective
workflows:

a. URLsto URLScan.io

b. IP addresses and file hashes to VirusTotal

c. Email addresses to EmailRep.io

Event Transform Event Transform Event Transform Event Transform
Extract IP Addresses Explode Files Extract URLs Using Regex Explode Email

Event Transform Event Transform HTTP

HTT Jest
Explode IPs 5can File Hash in VirusTotal Explode URLs Sender Reputation in
EmailRep.io

\
e Event Transform ® Trigger ®

HTTP Request
Scan IP Address in VirusTotal Format Data Trigger Action

c.) Dynamic Analysis:

i) URLScan.io: Simulate and iterate through multiple user agents to analyse the
URLSs for cloaking or evasion techniques.



Step 1: Create an array for multiuser agent list using Tines Event Transform action.

Event Transform
Userfigent List

n B Tet O EBems (G

L

Step 2: Create a loop structure similar to the image to loop through the user agents
and retrieve results.

Event Transfonm
counter

Event Transfonm

Assigning User Agent

HTTP Request
Search URLScanio For URL

igger

Request Successful?

Event Transfonm

Delay

HTTF Reguest
Retrieve Result of Scan in
URLScan.io

Event Transfonm
Format Data

Event Transfonm

pushing results

igger

Trigger Action

Step 3: For Each loop assign a user agent based on the counter value. This counter
value acts as index for the array created in step 1.

Event Transform {

Assigning User Agent ,

Useragent :




Step 4: Configure a HTTP request action , pass API key in the header and assign the
counter indexed user agent as the payload for the attribute “customagent” and pass the
URL fetched using regex.

public:on

customagent :

; . !
HTTP Request
Search URLScan.io For URL

"submitter”:
"task": » { -
"werdicts": -
"overall”: -
"score®: 166,
"categories®: » [ -
"brands®: » [ - ],
“tags™: » [ -+ 1,
“malicious®: true,
“"hasVerdicts®™: trus
}i
"wrlscan": : { - I,
"engines": » { - I},
"commenity": » { . F

Step 6: Format the data and populate the results returned from the response for each
iteration

rEpUTETION

Event Transform Type: URL

UserAgent :

Format Data X

Referenced by (1)



Step 7: The formatted results is then pushed into the build results where it
consolidates the data from each iteration.

Event Transform

Build Results

ii) VirusTotal: Employs both signature-based and heuristic analysis for IPs and file
attachments.

Step 1: Create two HTTP request actions, assign API keys in the headers and feed the
IPs and file hashes acquired using the regex as payload in the URL of the request.

URL

https:/ fuew. virustotal. comfapifv3/ip addresses/

HTTP Request
Scan IP Address in VirusTotal

URL

https: f fwaw. virustotal. com/apifvd/filess

HTTP Request
Scan File Hash in VirusTotal

CRn 5Tt QBes U @ B

Step 2: The results from the HTTP request

=scan_file_hash_in_virustotal™: - {
"hody": 1

"scan_ip_address_in_virustotal™: . {

"attribuvtes™: -
"type_tags"
"magic®: "P
"last_analysis_stats

"attribotes™: . {
"last_analysis_date":

“country”®
“network

alysis_results” "total_votes": |
“last_analysis_date” “regional_internet_registry®: "RIFE NCC

"unique_source “reputation”: @,
"sha256": > 267 917
“reputation




Step 3: The response from the requests is formatted and the results are consolidated to
be forwarded to reporting action.

Event Transfonm Event Transfom
Format Data Format Data

Event Transfionmm Event Transform .
Implode IP Data Implode Attachments

Event Transfomm BEwvent Transfonm

Build Results Build Results

iii) EmailRep.io: It is configured to retrieve reputation scores and analyse email
addresses for potential phishing indicators.

Step 1: Configure a HTTP request action and assign the API key for EmailRep.io to
it. Append the email ids acquired from the regex to url.

URL
HTTP Request https://emailrep.io/

Send putation in
EmailRep.io

CRn STt QBens & O

Step 2: EmailRep.io response for the given request.

"sender_reputation_in_emailrep_io": -
"body": < {

"email": "tan]

"reputation”:

"suspicious"

"referen

"details": -
"blacklisted”: fs
"malicious_activity”: false,
"maliciovs_activity_recent™: false,

"credentials_leaked™: false,
"credentials_leaked_recent": false,

"data_breach”:
"first_seen":
"last_seen":




Step 3: The results are then formatted and forwarded for reporting

Event Transform
Format Data

i
item:

reputation :

4.3 PDF Analysis Workflow:

a.)PDF Parsing:
Text Extraction: Pass the pdf as the input and implement a Python script using the
“fitz” module to extract text and embedded elements from the PDF.

1 import fitz
import baseé4

def main(input):
doc = fitz.open("pdf", baseb4.bos
text = []
for page in doc:

text.append(page.get_text())
return { "result": text }

The response from the parsing lists the PDF content as text

"analyze_email": » { - },

"trigger_action": » { - },

"run_python_script_in_tines_to_extract_text": -
"output®: « {

"result”:

11



10C Identification: In the results from parser, use regex and
iocparser.com(lOCParser - Free I0C Extracting Service, no date) to extract IOCs
such as URLs, IP addresses, and file hashes from the parsed content.

URL "meta": »

Ildata“'
hitps://api.iocparser.com/text "ASN": >

NCVE": 3

"EMAIL": [1,
Content type "FILE_HASH_MD5": [],

"FILE_HASH_SHA1": [,
Custom "FILE_HASH_SHA256": [],
"IPVQ“'

json

Payload "TPvé": [1,
"MITRE_ATTECK": »
Builder "URL": « [
"
1

Map 10Cs: The 10Cs retrieved from the IOCParser.com is then Mapped in a
structured JSSON format for to make it display in the Ul as result and also for further
analysis.

CVE:

DOMAIN :

EMAIL :
FILE_HASH_MD5 :
FILE_HASH_SHA1:
FILE_HASH_SHA256 :
IPv4:

IPvé:
HITRE_ATTELK :

URL :

YARA_RULE :

MAC_ADDRESS :
FILE_NAME:

Displaying 10Cs using Ul: Create a Tines Page then add a table to display the
results. Feed the mapped 10Cs as the input to the table.

12



—

@_ CommSec

CYBER SECURITY
T

Observables from PDF Analysis

type 10C

b.) Dynamic and Sandbox Analysis:

URLScan.io: Configure an event transform action to Filter and check for 10Cs
present in the mapped 10Cs. Connect the filter function to the URLScan.io workflow
to automatically forward URLs for multi-agent analysis.

u Mode

Z Format result Message only

g Implode formatted 10Cs ——

Builder
' =
Event Transform
fetchURLS

Hybrid Analysis: Forward the PDF file to Hybrid Analysis for sandbox execution
and detection of malicious behaviour. Create a HTTP request and add the stored API
credentials in the header.

HTTP Request
Search for hash in Hybrid

Analysis

Headers
[ Run Z Test D Benis [5
api-key




Response of the HTTP request:

"analyze_email": »

"trigger_action

"format_file": > { -

"search_for_hash_in_hybrid_analysis": ~ {
"body": ~ [

I
w4

"classification_tags": > [ « 1,
"tags": > [ - 1,
"submissions": > [ - ],

"machine_learning_models": >
"crowdstrike_ai": » { - },
"job_id": '
"environment_id": .
"environment_description™: "Static A
"size":

"type":

"type_short"

"target_url"

"state":

"error_type":

5 Consolidation and Reporting

5.1 Data Consolidation:
e Use Tines’ Event transformation actions to consolidate results from
URLScan.io, VirusTotal, EmailRep.io, and Hybrid Analysis.
« Flatten and categorize the results for easier interpretation.

{

Evert Transform type:
Format Table T
reputatlon:

St @QBens 5 F B useragent:

I

5.2 Report Generation:

o Format the consolidated data into a readable report using HTML and Tines’
Send Email action.

e Configure a send email action and add the sender’s mail address to the list
of the recipients. Create a HTML table structure and feed the formatted
results into it.

o Automatically email the report to relevant stakeholders or make it accessible
via the Tines Ul.

14



5.2.1The email header content, email body and Ul results for the email analysis are as
follows,

ywvaraj .mohan@commsec . ie

Sender name

Send Email Commsec Automation
Email Action

Subject

Analysis Results -

Hello Team,
<brachrs
Thanks for sending the email to suspicious mail box. See the attached
results from the analysis.
<brachrs
«styles
table
{
border:1px solid #blSdde;
border-collapse: collapse;

table th {

border:1px solid #15dde;
padding: 18pe;

background : #8c2cd1;
color: #313838;

table td {
border:ipx solid #iSdde;
text-align:left;
padding:dpx;
background: #FRFFFF;
color: #313838;

}

«fstyles

«table>

«thead>

<tr>
<ths>TYPE</th>
CtheARTIFACT<bra< fth>
<th>REPUTATION: /th>
<th>USER AGENT <bra</th>

«ftr>

Analyzed Results

Table
reputation usaragent

Mo Records Found

Mo Records Found

Mo Records Found

15



5.2.2 The email structure for Hybrid analysis is as follows,

Subject

Analysis Results for File:

Body

Tines has completed the analysis for <b>

<h3»Results</h3s<brs>
en seen in Hybrid Analysis before.<br>
<br>

<h3>File Details</h3><br>
<b>Filename: </b>
<b>File Has b>

6 Case Study Implementation

The case studies provided in the thesis serve as real-world examples of the framework’s
capabilities. Below are the steps to replicate these cases:

6.1 Case Study 1: Malicious Email Analysis

Setup: Upload a phishing email file from available on public repositories(Corvo,
2024) or create a test email file for analysis.

B sotrecognizd@gmail.com

Send bounce@thcultarfdes.co.uk

Subject Important Update Regarding Your Account

bear Customers,

We hope this email finds you well. As part of our ongoing efforts to ensure the security and integrity of our services,
we are reaching out to inform you about an important update that requires your immediate attention.

Why This Update is Important:
To maintain the security of your account, we need you to verify your information within the next 24 hours.

This process is critical to prevent unauthorized access and ensure your continued access to our services.

What You Need to Do:
1. Verify Your Account: Click on the link below to verify your account details. This will take just a few minutes.
https://doculuma.com/

2. Update Your Information: If you haven't already, please update your contact information by visiting the following link: https://nyeinfoattlay.pages.dev/
Please note that failure to verify your information may result in temporary suspension of your account.
If you have any questions or need further assistance, do not hesitate to contact our support team.

Thank you for your prompt attention to this matter.

Bestregards,
Coinbase Customer Support Team

Execution: Submit the test email through the webhook, manual upload or by sending
the email to the designated mailbox.

16



Analysis: Check the extracted 10Cs by analysing using the threat intelligence
services.

Review Results: Assess the risk scores and detailed reports.

IP Address | N/A Mo ipsfound WA -

Email bounce@thcultarfdes.co.uk Suspicious -

Email sotrecognizd@gmail.com Suspicious -

URL hzeps:fidoculumal. Jcoms Mo Records Found |Chrome

URL hxeps:fidoculumal. Jcoms Mo Records Found | 105

URL hzeps:fidoculumal. Jcoms No Records Found [ Android

URL hzeps:fidoculumal. Jcoms Mo Records Found | Firefox

URL hxeps:fidoculumal. Jcoms Mo Records Found | Safani

URL hzeps:fidoculumal. ]Jcoms No Records Found | Edge

URL hzeps:fidoculumal. Jcoms Mo Records Found | Internst Explorer
URL hxoepa:fidoculumal. Jooms Mo Records Found | Opera

URL hzeeps:finyeinfoattlay|.Jpages|.Jdev! | Suspicious Chrome

URL hxoeps:finyeinfoattlay|.Jpages|.Jdev/ | Suspicious 105

URL heoopa:finyeinfoattlay[.]pages]. Jdev| Suspicious Android

URL hzeeps:finyeinfoattlay|.Jpages|.Jdev! | Suspicious Firefox

URL hxoeps:finyeinfoattlay|.Jpages|.Jdev/ | Suspicious Safari

URL hzoepa:finyeinfoattlay|.Jpages|.Jdev! | Suspicious Edgs

URL hzoeps:finyeinfoattlay|.Jpages|.Jdev! | Suspicious Internet Explorer
URL hxoepa:finyeinfoattlay|.Jpages|. Jdev/| Suspicious Opera

6.2 Case Study 2: PDF File with Embedded URLSs

Setup: Upload a PDF, with URLSs and other IOCs embedded in it to the PDF Analysis
Workflow.

Here’s the list of potential Indicators Of Compromise for Testing PDF workflow, If the
I0C’s Contains any URLs, it will be directed to URL Analysis of the primary workflow:

Link 1: https://oristeston.pages.dev/
Link 2: https://salinan.xyz/
IP:60.36.166.76

Execution:
« Parse and extract URLs from the PDF.
e Forward the URLSs to the Email Analysis Workflow for URLScan.io
analysis.

17



Review Results: Examine the analysis reports and identify any malicious activities.

URL hexps:/fsalinan. e/ Mo Records Found | Chrome

URL hexps:/fsalinan. e/ Suspicious [0S

URL hxxps:fsalinan]. Jxyz/ Suspicious Android

URL hxxps:fsalinan]. Jxyz/ Suspicious Firefox

RL hxxps:fsalinan]. Juz Mo Records Found | Safari

RL hxxps:fsalinan]. Juz Suspicious Edge

LRL hxxps:fsalinan]. Juoz/ Mo Records Found | Internet Explorer
LRL hxxps:fsalinan]. Juoz/ Mo Records Found | Opera

LRL hxxps:/foristeston(.)pages[.]Jdev/| Suspicious Chrome

LRL hxxps:/foristeston(.)pages[.]dev/| Suspicious |05

LRL hxxps:/foristeston(.)pages[.]dev/| Suspicious Android

LRL hxxps:/foristeston.Jpages[.]Jdev/| Suspicious Firefox

LRL hxxps:/foristeston.Jpages[.]Jdev/| Suspicious Safari

LRL hxxps:/foristeston.Jpages[.]Jdev/| Suspicious Edge

LRL hxxps:/foristeston.Jpages[.]Jdev/| Suspicious Internet Explorer
URL hxxps:/foristeston].]pages[.]dev/| Suspicious Opera

6.3 Case Study 3: Malicious PDF Analysis

Setup: Upload a test PDF containing EICAR test files(‘Download Anti Malware

Testfile’, no date) or similar for analysis.

Execution:
Perform initial text parsing and 10C extraction.

Review Results: Analyse the sandbox report for any detected threats or suspicious

behaviour.

Analysis Overview

Anti-Virus Results

CrowdStrike Faleon
2

MetaDefender [4

[0}
©
Malicious m/2
Malicious (o

£ Mors Dutae

18

Send the file to Hybrid Analysis for sandbox evaluation.

E 1 ®
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