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1 Introduction 
 

This configuration manual is aimed at describing the process of using the Automated 

Phishing Detection Framework which was created as part of the MSc research work with the 

title: “Automated Phishing Detection Framework Leveraging Integrated Threat Intelligence 

and Multi-UserAgent Analysis”. The framework is developed with consideration for the 

integration of the Tines platform with multiple threat intelligence tools for effective analysis 

of emails and PDF files that are suspected to contain phishing content. 

 

The manual first outlines the prerequisites required for this framework in section 2. It is 

followed by section 3 which provides guidance on configuring the Tines Account. Section 4 

provides the necessary information for structuring the workflow setup followed by section 5 

that consists of details required for Consolidation and Reporting of the analyzed results. 

Section 6 provides insights to replicate the case studies conducted as part of this thesis.  

  

 

2 Prerequisites 
Before setting up the framework, ensure you have the following: 

 

2.1 Tines Platform Access: 

• A valid account on the Tines platform with required permissions. 

     2.2 Threat Intelligence Tools: 

API keys for the following services: 

• URLScan.io for dynamic URL analysis(API Documentation - 

urlscan.io, no date). 

• VirusTotal for multi-engine file and URL scanning (Virustotal.com, 

2024). 

• EmailRep.io for real-time email reputation scoring(Simple Email 

Reputation, no date). 

• Hybrid Analysis for sandboxing and behavioral analysis of PDFs(Free 

Automated Malware Analysis Service - powered by Falcon Sandbox, 

no date). 

 

     2.3 Programming Knowledge: 

• Basic understanding of Python for scripting. 

• Knowledge of RESTful APIs for service integrations. 
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    2.4 Environment Requirements: 

• A secure environment for running the Tines platform. 

• Internet access for API calls to the external threat intelligence services. 
 

 

3 Configuring Tines Account 

3.1 Creating a Tines Account 

1. Open the Tines platform website(Sign up | Tines, no date) and create an user 

account. 

2. Verify your email and log in to the platform. 

3. Set up access control for the tenant to define roles and responsibilities(User 

administration | Docs | Tines, no date). 

4. Navigate to the "Story" section to create a new story. 

 

 

 

 

3.2 Configuring API Keys 

1. Storing API Keys Securely: 

In order to store API keys for the threat intelligence services,   

a) Go to the "Credentials" section in Tines. 

 

 

 

 

b) Create and Add credentials for the following services: 
i. URLScan.io 

ii.VirusTotal 

iii. EmailRep.io 

iv.Hybrid Analysis 
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2. API Key Configuration: 

a) Ensure that each API key is correctly assigned to its corresponding service. 

b) Store the API keys as using encrypted storage to secure them. 

 

 

 

 

 

 

 

 

 

 
 

4. Workflow Setup 
In this section, we will look at how the implementation of the workflows are 

configured, 

4.1 Input Configuration:   

This section provides the input configuration of both email and pdf analysis workflows. 
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a.) Receive Email Action: In this tines action we configure an IMAP action which 

allows users to send email to a designated mailbox that automatically forwards the email 

for analysis(Receive Email | Docs | Tines, no date). 

 

 

 

 

 

 

 

b.)  Webhook Integration: Webhook is configured in a way to receive real-time data 

from external systems(Webhook | Docs | Tines, no date). 
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c.)  Manual Submission: It allows users to upload emails directly through the UI. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.2   Email Analysis Workflow: 
 

a.) Email Parsing: 
Setup: Configure a event transform action to use BASE64 decoding and a message 

parsing function to extract email contents. 

 

 

 

 

 

Output: The parsed email is then converted into a structured JSON format for further 

analysis in the workflow. 
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b.) IOC Extraction: 
Regular Expressions (Regex): Configure regex patterns to identify and extract 

URLs, IP addresses, file hashes, and email addresses from the parsed content. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Integration with Tools: Configure to forward the extracted IOCs to their respective 

workflows: 

a. URLs to URLScan.io 

b. IP addresses and file hashes to VirusTotal 

c. Email addresses to EmailRep.io 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

c.) Dynamic Analysis: 

 
i) URLScan.io: Simulate and iterate through multiple user agents to analyse the 

URLs for cloaking or evasion techniques. 
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Step 1: Create an array for  multiuser agent list using Tines Event Transform action. 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Create a loop structure similar to the image to loop through the user agents 

and retrieve results. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 3: For Each loop assign a user agent based on the counter value. This counter 

value acts as index for the array created in step 1. 
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Step 4: Configure a HTTP request action , pass API key in the header and assign the 

counter indexed user agent as the payload for the attribute “customagent” and pass the 

URL fetched using regex. 

 

 

 

 

 

 

 

 

 

 

 

 

Step 5: A successful request to urlscan.io will return the results similar to this image. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 6: Format the data and populate the results returned from the response for each 

iteration 
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Step 7: The formatted results is then pushed into the build results where it 

consolidates the data from each iteration. 

 

 

 

 

 

 

 

 

 

ii) VirusTotal: Employs both signature-based and heuristic analysis for IPs and file 

attachments. 

 

Step 1: Create two HTTP request actions, assign API keys in the headers and feed the 

IPs and file hashes acquired using the regex as payload in the URL of the request. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: The results from the HTTP request 
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Step 3: The response from the requests is formatted and the results are consolidated to 

be forwarded to reporting action. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

iii) EmailRep.io: It is configured to retrieve reputation scores and analyse email 

addresses for potential phishing indicators. 

 

Step 1: Configure a HTTP request action and assign the API key for EmailRep.io to 

it. Append the email ids acquired from the regex to url. 

 

 

 

 

 

 

 

 

 

 

 

Step 2: EmailRep.io response for the given request. 
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 Step 3: The results are then formatted and forwarded for reporting 
 
 
 
 
 
 
 
 
 
 

4.3 PDF Analysis Workflow: 

a.) PDF Parsing: 
Text Extraction: Pass the pdf as the input and implement a Python script using the 

“fitz” module to extract text and embedded elements from the PDF.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The response from the parsing lists the PDF content as text  
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IOC Identification: In the results from parser, use regex and 

iocparser.com(IOCParser - Free IOC Extracting Service, no date) to extract IOCs 

such as URLs, IP addresses, and file hashes from the parsed content. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Map IOCs: The IOCs retrieved from the IOCParser.com is then Mapped in a 

structured JSON format for to make it display in the UI as result and also for further 

analysis. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Displaying IOCs using UI: Create a Tines Page then add a table to display the 

results. Feed the mapped IOCs as the input to the table.  

 



13 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

b.) Dynamic and Sandbox Analysis: 

 
URLScan.io: Configure an event transform action to Filter and check for IOCs 

present in the mapped IOCs. Connect the filter function to the URLScan.io workflow 

to automatically forward URLs for multi-agent analysis. 

 

 

 
 

Hybrid Analysis: Forward the PDF file to Hybrid Analysis for sandbox execution 

and detection of malicious behaviour. Create a HTTP request and add the stored API 

credentials in the header.  
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Response of the HTTP request: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5   Consolidation and Reporting 
5.1 Data Consolidation: 

• Use Tines’ Event transformation actions to consolidate results from 

URLScan.io, VirusTotal, EmailRep.io, and Hybrid Analysis. 

• Flatten and categorize the results for easier interpretation. 
 
 
 
 
 
 
 
 
 
 
 
 
 

5.2 Report Generation: 
• Format the consolidated data into a readable report using HTML and Tines’ 

Send Email action. 

• Configure a send email action and add the sender’s mail address to the list 

of the recipients. Create a HTML table structure and feed the formatted 

results into it. 

• Automatically email the report to relevant stakeholders or make it accessible  

via the Tines UI. 
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5.2.1The email header content, email body and UI results for the email analysis are as 

follows, 
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5.2.2 The email structure for Hybrid analysis is as follows, 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6 Case Study Implementation 
The case studies provided in the thesis serve as real-world examples of the framework’s 

capabilities. Below are the steps to replicate these cases: 

 

6.1 Case Study 1: Malicious Email Analysis 

Setup: Upload a phishing email file from available on public repositories(Corvo, 

2024) or create a test email file for analysis.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
Execution: Submit the test email through the webhook, manual upload or by sending 

the email to the designated mailbox. 
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Analysis: Check the extracted IOCs by analysing using the threat intelligence 

services. 

 

Review Results: Assess the risk scores and detailed reports. 

 

  
 

 

6.2 Case Study 2: PDF File with Embedded URLs 

Setup: Upload a PDF, with URLs and other IOCs embedded in it to the PDF Analysis 

Workflow. 

 

 

 

 

 

 

 

 

 

 

 

Execution: 

• Parse and extract URLs from the PDF. 

• Forward the URLs to the Email Analysis Workflow for URLScan.io 

analysis. 



18 
 

 

Review Results: Examine the analysis reports and identify any malicious activities. 

 

 
 

6.3 Case Study 3: Malicious PDF Analysis 

Setup: Upload a test PDF containing EICAR test files(‘Download Anti Malware 

Testfile’, no date) or similar for analysis. 

 

Execution: 

• Perform initial text parsing and IOC extraction. 

• Send the file to Hybrid Analysis for sandbox evaluation. 

 

Review Results: Analyse the sandbox report for any detected threats or suspicious 

behaviour. 
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