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Student ID: 22210504 

 

 

1 Introduction 

This Configuration manual will be describing the methodology and steps involved in the 
research work of the Comparative study of SAST and DAST tools with Manual penetration 

testing methods for Improving the identification of business logic vulnerabilities of 
authorization flaws and broken access control and false positive vulnerabilities for enhanced 

Web application Security. It will be providing an insight towards the installation, 
configuration and execution of the tools which is part of this research work. System 

configuration will be begun with the installation and configuration of Kali Linux in the 
virtual box. After completing the system configuration, website hosting and installation and 

configuration of SAST and DAST tool will be taking place. SonarQube is considered for the 

SAST tool testing and Burp suite taken for DAST tool testing. Once the tools are up and 
running perform vulnerability assessment and collect the generated report. In order to 

perform manual penetration testing burp suite, itself is taken for intercepting traffic and 
provide attack scenarios. Based on the result analysis the effectiveness of identifying security 

weaknesses and issues using automated tools and manual pen testing methods explored. 
Which is the aim of this research project. 

 

2 System Configuration 

Host Machine: 

• System Type: X64 Based Processor 

• Processor: 12th Gen Intel(R) 1.30 GHz 

• Operating system: Microsoft windows 11 

• RAM :16.0 GB 

 

Virtual Machine: 

• System Type: 64-bit operating system 

• Processor: 4 processor cores 

• Operating System: Ubuntu 64 bit 

• Memory: 4096 MB 

• Video Memory: 16MB 

 

2.1 Installation and Configuration of Kali Linux in Virtual Box. 

 
In order to download and install Kali Linux, initially virtual box have to download and setup. 

From the Oracle VM virtual box website latest version of Virtual box downloaded and 



2  

installed on the Host machine. Kali Linux iso image also downloaded from website and 

installed on the virtual machine.[1] 
 

Figure 1: Kali Linux Installed on Oracle VM VirtualBox 

 
 

3 Environment Setup 

 
After the successful configuration of the virtual environment, in order to test the website 
interface, it is required to host the website through the local host. An E-commerce PHP 

website project selected from Code Astro website and for hosting the PHP project LAMP 
stack will be used. For setting up a local web server XAMPP platform used. It includes the 

webserver Apache and database MYSQL which is required for this project. 
 

3.1 XAMPP installation: 

 
XAMPP can be downloaded and installed from the Apache website. After the installation 

procedure XAMPP control panel can be used for starting as well as stopping the services 
such as Apache, MySQL and others. After setting up the XAMPP services, the web 

application files can be saved in the htdocs folder in the LAMP directory and access the web 
browser through local host. 

 

Figure 2. XAMPP Installation and running. 
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Figure 3. XAMPP running status. 
 

 

Figure 4. Website Hosting through local host 

 

3.2 Installation and Configuration of SAST and DAST Tool 
 

• SonarQube 

 

Sonarqube is a Static Application Security Testing tool developed for analysing static code 

and identify the vulnerabilities present in the application. In order to operate the SonarQube it 

requires the Java 11 or 17. In order to that OpenJDK needs to be installed on the system. 

After that SonarQube Community edition Downloaded from Sonarqube official Website. 

Later Sonarqube Server can start by providing the StartSonar.bat. When the instance is up 

and running, we can login to the path http://localhost:9000 with default user credentials such 

as username as admin and Password also as admin. After that password can be modified with 

the user choice. [2] After successful installation of Sonarqube, user needs to install Sonar 

scanner as well. It is required for integrating the Sonarqube with the php source code. It can 

also download from the Sonar scanner download page and set the environmental variables. 

After   that user can navigate to the project directory and execute the scanner. Once login to 

the localhost Sonarqube instance we can create new project and select the php source code 

for the website. By generating a token, we can run and analyze the project. After completing 

the source code scan Sonarqube will provide the analysis report explaining the open security 

issues, reliability security hotspot and all. 
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Figure 5. Downloading Sonarqube 
 

 

 

Figure 6. Starting Sonarqube 
 

Figure 7 .Login to Sonar Qube as Admin 
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Figure 8 .Updating login credentials 
 

 

Figure 9. Create new project Manually 
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Figure 10. Generating token for 

authentication After complete the scan generates report. 

 
 

 

 
• Burpsuite 

Figure 11. SonarQube scan generated results 

 

Burp Suite is a powerful web vulnerability scanner which can be useful for identifying the 

vulnerabilities present in the web application. In the Kali Linux Burp Suite community 

edition is pre-installed. In order to perform automated scanning in this research project , 

Cracked version of Burp suite enterprise edition is used. Initially Burpsuite professional JAR 

file is downloaded from the portswigger releases page. Further the Burp Loader files 

downloaded from Github.[3] 
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Figure 12.Downloading Burp Loader files from Github 
 

After providing the execution permission to the keygen.jar and loader.jar file access 

permitted to the burp suite pro version. 
 

Figure 13. Starting Burpsuite 

 

Figure 14. Configuration in Burpsuite 
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After starting the burp suite start a temporary project will get started . From the 

dashboard select the New scan tab and provide the necessary configurations. Scan type 

will be selected as crawl and audit, then provides the website URL to scan while 

forwarding select lightweight after that scan gets started. 
 

• Manual Penetration testing 

 

     Manual penetration testing approaches will be helpful for identifying the security issues  

automated tools might miss. In order to perform manual testing, the community edition of 

Burp suite present in the kali Linux used in this project. In order to intercept and analyse the 

traffic burp suite proxy configured in the web browser. After providing the proxy settings and 

installing the Burp suite certificate, open a new project in the burp suite tool. After that the 

user can visit the website by turning on the interception. From the intercept tab in the tool the 

user can view, modify and forward the requests. Repeater tool in the burp suite will be 

helpful for sending requests multiple times and modify each time. 

 

 

 
 

Figure 15. Intercept traffic for manual testing 
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