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In this configuration manual contain the information regards the applications, tools, algorithm
and software used for creating a Random Forest algorithm for detecting malware from a
dataset. In this model, we use a data set of application behaviour features to classify each
sample as "malware" or 'safe’. Feature engineering, hyper parameter tuning, model evaluation
and feature importance analysis are combined to make a strong, interpretable malware
detection tool. On the 2 parts shows the system specification used for this project. And on 3
part the software tools and library used for creating this model. 4-part Dataset requirements.
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Introduction

5th Code configuration.

2  System Specifications

In this project the setup was done in a notebook PC.
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ASUS FX506LHB 2022

RAM: 8 GB

WINDOWS 11 64-bit OS, intel Corei5 processor.

WINDOWS 11 PRO

Software setup: Anaconda navigator [1], Jupyter notebook, Python 3.13.0[2].

Software Specifications

Jupyter notebook
Python 3.13.0

Pandas

NumPy
Matplotlib.pyplot
RandomForestClassifer
LabelEncoder

I.  Configuration of software and tools
1. Download and Install Anaconda 2.6.0
2. Launch Jupyter notebook 6.5.4 and create a new python3 (ipykernal)
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4  Dataset

Dataset: Make sure it’s a CSV file with the malware labels and the features for the model.
Path: Replace the file path in the code with the local or server file’s CSV file path:

In [10]: file path = "5561.csv’

The dataset should contain a column called class which determine the data is malware or safe.



5 Software Specifications

e Import Libraries

In [3]: import pandas as pd

In [4]: from sklearn.model selection import train_test split, GridSearchCv, cross_val score
In [5]: from sklearn.preprocessing import StandardScaler, LabelEncoder

In [6]: from sklearn.ensemble import RandomForestClassifier

In [7]: from sklearn.metrics import classification_report, confusion matrix, roc_auc_score
In [8]: import matplotlib.pyplot as plt

In [9]: import numpy as np

e Find path: give path to the dataset
In [10]: file path = "5561.csv’

e Data processing: The code automatically encodes the target variable (class) into
binary form (malware vs. safe).

e Model configuration: The Random Forest model is initialized with a random state for
reproducibility.

: rf_model = RandomForestClassifier(random state=42)

e Model training and evaluation: train the model using the parameters and the model
also provides other evaluation results such as ROC AUC, confusion matrix and
feature importance levels. This gives an overall of the model in detecting malware.

In [21]: param grid = {
'n_estimators’: [16@, 200, 300],
'max_depth': [None, 10, 20, 30],
'min_samples split': [2, 5, 10],
‘'min_samples leaf': [1, 2, 4]



grid search = GridSearchCV(estimator=rf_model, param grid=param grid, cv=5, n_jobs=-1, scoring='roc_auc"')
grid search.fit(X train, y train)

.GridsearchCV(cv=5, estimator=RandomForestClassifier(random_state=42), n_jobs=-1,
p param_grid={"'max_depth': [None, 1@, 20, 30], :
‘min_samples leaf': [1, 2, 4],

‘min_samples split': [2, 5, 10],
‘'n_estimators’: [100, 200, 300]},

scoring="roc auc')
~ estimator: RandomForestClassifier

RandomForestClassifier(random_state=42)

é' RandomForestClassifier

éRandomForestClassifier(random_state=42)
\

best_params = grid search.best params_
best score = grid search.best score

print("Best Parameters:", best params)
print("Best Cross-Validation ROC AUC Score:", best score)

Best Parameters: {'max_depth': 3@, 'min_samples leaf': 1, 'min_samples split': 2, 'n_estimators': 20}
Best Cross-Validation ROC AUC Score: ©.9979906499707261
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