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1 Introduction

This manual provides a comprehensive steps to perform and deploy the event driven
architecture to retrieve and generate information from aws bedrock models with context
to the knowledge base

2 System Requirements

2.1 Cloud Service Requirements

Access to AWS Bedrock, lambda, api gateway, cloudwatch, s3 bucket, IAM for permis-
sions should be there. Opensearch to store the vector database

The aws bedrock models are not enabled by default. Needs to be requested from AWS
in order to access the models.

3 Software Requirements

Python 3.10 libraries

1. All the interations and logic layer is being processed through python3.10 for this
project. For development python3.10 must be used.

2. Boto3 - is used to interact with AWS services from Lambda which is AWS Bedrock
single api.

3. json - the payload is in json format so it is used to read the data and save it to
dynamodb

4. Datetime - To manage the date and time of the event happening

4 Knowledge Base installation

To create the knowledge base select the option ”Create knowledge base with vector Store
Fig 1 Shows about sourcing the data from three different methods using Amazon

S3 where you can add csv, documents, structured and unstructured data. Through
webcrawler with providing the urls of websites you want to embedd and customer sources
directly into aws bedrock
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Figure 1: Enter Caption

Figure 2: Data Parsing and Chunking

Fig 2 shows about the data parsing and chunking which can optimize the opensearch
vector store even further. Using the provided tokens and overlap percentage it would be
a best strategy if the data is heterogeneous.

4.1 Opensearch

Opensearch is created automatically from AWS Bedrock knowledge base AWS Bedrock
Knowledge Base RAG Workshop (n.d.) console once the dataset is added. It should look
like below

5 Json payload

The schema is very important to trigger the whole architecture otherwise it cannot be
accomplished. Please find the json schema for the payload in the artifacts.
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Figure 3: Opensearch

Figure 4: Enable Titan Text G1 - Premier

6 Bedrock Models Intialization

The aws bedrock provides a single api to connect with all the mdoels specifying the model
id and knowledge base Id if available. The manual uses two Models as listed below which
needs to be enabled prior using them

1. Titan Text G1 - Premier Amazon Bedrock Titan Models - User Guide (n.d.) 2.
Mistral Large (24.02) Amazon Bedrock - Mistral (n.d.)

Figure 5: Enable Mistral Large
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Figure 6: API Gateway Configuration

7 Serverless Architecture

7.0.1 Api Gateway

API Gateway to consume webhooks. Create an api gateway with integration to Lamda
function. The api gateway must be POST to receive the webhook and process it to
Lambda. The lambda processed the event and send back 200 to API gateway which in
return is sent to the sender of webhook. Webhook can be triggered from Postman or
python cli.

7.0.2 Lambda

Three lambda function are needed to be created for this architecture

• First Lambda Function - To pass the webhook to Dynamodb form API Gateway.

•

• Second Lambda Function - To consume the new json body from Dynamodb and
pre-process the data further and convert it into a prompt.

•

• Third Lambda Function - To consume the prompt from the dynamodb table and
use the retrieve api with aws bedrock knowledge base to generate the responses.

7.0.3 DynamoDb

Two tables are created for DynamoDb, the partition key are as described in the Fig-6.
The tables are enabled with Dynamodb Streams which triggers other services like lambda,
kinesis when a new row or event is inserted, deleted, updated or replaced in the table. In
our case we only handle new inserted items which will trigger lambda function.
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Figure 7: Lambda Code for Bedrock

7.1 Cloudwatch Monitoring

Cloudwatch is an important managed service which store all the logs generated by the
lambda function in order to debug and understand the responses. The responses are
stored in cloudwatch once generated by the LLM and RAG. The log group would be
automatically created on creation of lambda function. One of the example outputs of
logs for bedrock is mentioned below in Fig 9
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Figure 9: Enter Caption

Figure 10: DynamoDB

Figure 11: Response Example
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