~

"'—-
\ National
College

Ireland

Configuration Manual

MSc Research Project
Cloud Computing

Anay Patil
Student ID: 23195975

School of Computing
National College of Ireland

Supervisor:  Prof. Sean Heeney




National College of Ireland National

Project Submission Sheet Col]ege of
School of Computing Ireland
Student Name: Anay Patil
Student ID: 23195975
Programme: Cloud Computing
Year: 2024-2025
Module: MSc Research Project
Supervisor: Prof. Sean Heeney
Submission Due Date: 12/12/2024
Project Title: Configuration Manual
Word Count: 1261
Page Count: [15

I hereby certify that the information contained in this (my submission) is information
pertaining to research I conducted for this project. All information other than my own
contribution will be fully referenced and listed in the relevant bibliography section at the
rear of the project.

ALL internet material must be referenced in the bibliography section. Students are
required to use the Referencing Standard specified in the report template. To use other
author’s written or electronic work is illegal (plagiarism) and may result in disciplinary
action.

Signature: Anay Patil

Date: 12th December 2024

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST:

Attach a completed copy of this sheet to each project (including multiple copies). O

Attach a Moodle submission receipt of the online project submission, to | [J
each project (including multiple copies).
You must ensure that you retain a HARD COPY of the project, both for | O
your own reference and in case a project is lost or mislaid. It is not sufficient to keep
a copy on computer.

Assignments that are submitted to the Programme Coordinator office must be placed
into the assignment box located outside the office.

Office Use Only
Signature:

Date:
Penalty Applied (if applicable):




Configuration Manual

Anay Patil
23195975

1 Introduction

The purpose of this configuration manual is to guide new users so that they can setup
and run the entire Research project: Hybrid Encryption Scheme for Optimizing Data
Security and Latency in Mobile Cloud Computing on their local or cloud based system.
The manual provides a detail set of instructions, from downloading the project files
to configuring the environment and executing the project. By following all the steps
correctly, users can recreate the project or can use it for their own research as a foundation
for further development of the project.

2 System Configuration

The System configuration section describe information about hardware, software, and
additional tools which are used for developing the project.

2.1 Hardware Requirements

e Processor: AMD Ryzen 5 3550H.
e Memory: 24.0 GB.

e Disk Space: 1.0 TB.

2.2 Software Requirements

e Operating System: Microsoft Windows 11.
e JDK: 20.0.2.

e Micrsoft SQL Server Management Studio: 20.2.30.

2.3 Tools
Android Studio: LadyBug 2024.4.1 Patch 2.

AVD: 35.2.10.
Gradle: 8.10.2

Visual Studio: 17.12.3



3 Installation and Setup

3.1 Installation
3.1.1 Installing Android Studio
1. Download Android Studio

(a) Visit Android Studio Download Page.
(b) Click on download Android Studio .

2. Install Android Studio

Run the downloaded installer.
b

)
)
()
)

(d) Click Finish to complete the installation. (Android Developers; 2024)

Select location of installation.

(a
(
Choose the components to be install (default recommended)

3. Configuration

(a) Open Android Studio.

(b) Complete the setup wizard.
)
)

(c
(d) Verify that the Android Virtual Device (AVD) is set up correctly.

Download the recommended SDK components.

3.1.2 Installing Microsoft SQL Server Management Studio (SSMS)
1. Download SSMS

(a) Visit the SSMS Download Page.
(b) Click the link to download the latest version of SSMS.

2. Install SSMS

Run the downloaded .exe installer.

(a
(b
(c
(d

Follow the setup wizard

Choose the installation location.

~— ~— ~—

Click install and wait for the installation to complete(Microsoft Learn; [2024))
3. Connect to SQL Server

(a) Open SSMS.
(b) In the Connect to Server window:

e Enter the server name..

e Choose the authentication mode (Windows Authentication or SQL Server
Authentication).

(c) Click connect to verify the connection.


https://developer.android.com/studio
https://learn.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms

3.1.3 Imnstalling Visual Studio 2022
1. Download Visual Studio

(a) Visit the official Visual Studio download page: Visual Studio Download Page.
(b) Click on download Visual Studio.

2. Install Visual Studio

(a) Run the downloaded installer.
(b) Select workloads based on this project.
e ASP.NET and web development
(c) Click install and wait for the process to complete. (Microsoft; |2024))

3.2 Application Setup

1. Download the provided project folder and open it. From the Project folder, open
the folder named SecureData in Android Studio. After opening, you would see the
project file structure shown in[Fig. 1.1 The Java and XML files used for developing

application pages are in the ‘src’ directory.

Project ~

~ [7 SecureData
.gradle
[J.idea
~ [aapp
build

Figure 1.1: Project File Structure

2. Open terminal on Android Studio to install and verify JDK version using the com-
mand shown in Ensure that JDK version 20.0.2 is installed. If a different
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https://visualstudio.microsoft.com/

JDK is found, install the recommended version using the ‘curl* command shown
below in the same figure (Oracle; 2024)).

Figure 1.2: JDK Setup

3. Now from the same terminal verify Gradle version using the command shown in
1ig. 1.3l Ensure that Gradle version 8.10.2 is installed. If a different Gradle is
found, install the recommended version using the ‘wget’ command shown in the
same figure. After Completing the above steps wait for project to sync with the
gradle files before launching the project (Gradle; [2024)).

Figure 1.3: Gradle Setup

4. For creating virtual android device follow the instructions provided below:
(a) Open Device Manager from the right tool bar and create new virtual device
by clicking on + icon.

(b) Select Device (eg: Pixel 6, Pixel 7) of your choice, next choose the android
version image and click on finish.

(c) After following the above steps, a new AVD can be seen in Device manager.
Click on Start (P>) to launch the emulator.

5. After launching the emulator, locate and open the application name SecureData
on the device as shown in [Fig. 1.4
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Running Devices  [2 oot
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Figure 1.4:

6. On opening the application, log in by using the credentials. If not a user, previously
register as a new user and then log in to proceed further as shown in [Fig. 1.5 and

[Fig. 1.6] respectively.

[ Pixel 6 API 28 +
[ Pixel 6 API + 0 <« 00 @ o

0 <« oo @ o
214 o 6
2NN SecureData

SecureData

Create Account
Signup to get started!
LOGIN

Please signin to continue.

Forgot Password 7 Click here

LOGIN

New User? Register Here

Already registered ? Login here

4 [ ] |}

Figure 1.5: Login Page Figure 1.6: Registration
Page



7. As shown in Fig. 1.7, there are 2 option on dashboard , Click on upload files to
securely transfer files from virtual device onto cloud with low latency. After up-
loading the file it can be seen and downloaded in view file section of the application
as shown in Fig. 1.8 and Fig. 1.9 respectively.

12:35 243 R .al46* R .l @ 71%
12:35 il s Rl 46 R il W 71% 12:35 B S Rl 46 R il W 71%

SecureData
SecureData SecureData

test3.txt
DASHBOARD LOGOUT

2 items 10-Dec-2024 18:10:40

0.1875 kb

. — test2.txt
|

10-Dec-2024 14:35:17
. | 7

VIEW FILES Description
_ tEStltXt
10-Dec-2024 14:29:12

SELECT FILE 1.26563 kb

thumbcache_idx_FPNyuLhAtVnA|
UPLOAD FILE
09-Dec-2024 14:02:58

0.09375 kb

UPLOAD

Figure 1.9: Download

Figure 1.7: Dashboard Figure 1.8: Upload Page Page

1.3 Server and Database Setup

1. Download the Microsoft SQL Server Management Studio by following the steps
provided in the Installation Section. Create a SQL Database Server as shown in



ment Studio Quick Launch (Ctrl+QJ P - 8 x

Hep
S BNy BRRRD - -l|| -] F mErEe-.

Object Explorer

Connect~ ¥

SQL Server

Logn  Connecton Proverties Awars Encryted  Addiiona Connection Parameters

Server
Servertpe
Servername
Athenticaton

Logn:

Bossword

8 Rememberpassword

Connecton Secusty

Encrypton Mandatory

8 Trust server cetficate.

Figure 1.10: SQL Database Server

2. After creating the server, a database is created for storing the user data (Personal
info, metadata, files). As shown in|Fig. 1.11| and [Fig. 1.12] two tables are created
inside of the database, one for storing the users info like, and another for storing
the encrypted files of the users respectively. All submitted info and files related to
the users can be seen here.

A Quick Launch (Ct1-Q) P

E\E Edit View Query Project Tools Window Help
0-0[H- -t EP ANy ARIRAR XPA[2-C-[E M-P X 1=R
- | b e = v §28[E] 80 55 P | &) ]

Connect ~ ¥ ¢ - ~ISELECT TOP (100@) [UserID]

[SCkGuay a1 cpeypiosppdbdabasewindows et cypaD8 (ypasener )

[ cyptosppdb databasewindowanet , [Name] =
1 Databases i
5 1 Sytom Databass »[EmailID]
= @ cryptoDB . [Password]
@ 1 Database Diagrams [MobileNo]
© 1 Tobl ’

a ;;mmﬁmg FROM [dbo].[mstUser]

Externel Tables

@ 1 Graph Tables

© BB dbomstUser
@ # Columns
@ 5 Keys
@ 1 Constraints

0% -

s || 8 Rests G Messoges
UseelD Neme  EnailD Password  Wiobielo
1 0wt test@gmaicom 123456 9658552241
2 7 @ cp@qmaicom 1245 9892369017
33 sy napeti7i2@omalcom 125678 9579195521
44 henh hoDlatéle@gmelcom 125678 S996BET0

PEEEEEEEEE

Integration Services Catalogs

Figure 1.11: User info table



2 sQLQuerylsql- ot ) - Microsoft SQL

File Edt View Query Project Tools Window Help

=ISELECT TOP (16@@) [FileID]
,[UserID]
. [Description]
,[FilePath]
. [KeyValue]
,[FileName]
. [EncryptedFileName]
. [FileKey]
L[1v]
. [PrivateKey]
, [HashData]
,[FileSize]
. [UploadDate]
FROM [dbo].[trnFile]

0% -

S Resuts £l Messages

FlelD UserlD Descrption  FiePath KeyValue FieName EncryptedFieName Fiekey v Prvatekey
v [0 1 123 F_2013_130ipg FRopbOaaSMTawY3  F_2013_130g F_2013_130_enc g ES70..  OEIBACFISSGSFACH ik 7
2 77 testFlel  thumbeache o | 3 thumbcache i f E i F o E27D¢
33 3 Tatest  testht CRsNcDODALEEMK  testtit test_enct xS950FDEC
4 4 3 test2 test2txt GLMUeDtasyUzld  test2tit test2_encit
5 5 3 tes3 test3na UtugAyusdaRer  test3t test3 encxt 7 7 13CH 1 1

Secur
Integration Services Catalogs

Figure 1.12: User File table

3. A sql query file is provided with the project zip document for creating tables in the
database, the file content is shown in [Fig. 1.13

Run  Terminal Help

Figure 1.13: SQL Query File

1.4 'Web API Setup

1. In this project, RESTful api is used for make connection between the Mobile ap-
plication and cloud or any remote server. The backend script file name crypto-
graphyServices is provided in the project zip document. To open the folder down-
load and install Visual Studio 2022 by following the steps provided in Installation
section. Before running the serive make sure all the required libraries are down-

loaded on you system as shown in [Fig. 1.14



IServicel.cs Servicelsvoes 1 X
&1 CryptographyService ptographyService.Servicel
e System,
System.Collections.Generic;
System.Configuration;
System.Data;
System.Data.SqglClient;
System.Diagnostics;
System.IO0;
System.Ling;
.Net.Mail;
Runtime.Serialization;
.Security.Cryptography;
em. ServiceModel;
.ServiceModel.Activation;
1. Service
.Text;
Meb:

Figure 1.14: Libraries

2. After successfully installing all the dependencies find and select the Servicel.sve.cs
file and click on Start button as shown in [Fig. 1.15[and |Fig. 1.16, The Web.config
contains the configuration file for connecting database.

« #  Solution E:-::[:
| =

Search Solution Explorer (Cirl+;)
= Solution 'CryptographyService' (1 of 1 project)
4 =1 CryptographyService

g Connected Services

A Properties

# References

Bl App_Data

B3 Document

ER Error

c# |Servicel.cs

{j packages.config

RN Too o

-+ ': B
LY Servicelsve.cs

a, ] Web.conng

Figure 1.15: API service



Debug ~ AnyCPU

Figure 1.16: Run

3. After clicking on the run button, api service will be created and the browser installed

on the machine will display it as shown in [Fig, T.17

C @ localho

Servicel Service

. You can do this using the sveutilexe tool from the command line with the following syntax

“This will generate a configuration file and a code file that contains the ciient class. Add the two files to your client application and use the generated client class to call the Service. For example:
c

class Test

¢

static void Main()

Figure 1.17: Local Connection

1.5 Deployment on Cloud

1. Create a account on Azure Cloud platform using you private or institution email
address. Once created, on the dash board various cloud services displayed, which
can be seen in which are offered by Microsoft Azure.
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G % portalazure.com/#home %

Microsoft Azure P Search resources, services, and docs (G+/) @ copilot Q x23195975@student.nci..
NATIONAL COLLEGE OF IRELAND,

Azure services

- - -

N & S L 4 v P4
SQLservers  AppServices  SQLdatabases  Subscriptions Virtual Quickstart Azure Al
machines Center services

Resources
Recent  Favorite

Name Type Last Viewed
& QL server 18 minutes ago
L] App Service an hour ago
database an hourago
urce group 4days ago
4days ago

Virtual machine 4days ago

Navigate

.
? Subscriptions (@) Resource groups EER Al resources Bl osshboard

Figure 1.18: Azure DashBoard

2. Click on the search bar and search for app service. On the App service dashboard
locate the create button and select web app as shown in |[Fig. 1.19

2 portalazure.cor

Microsoft Azure P Search resources, services, and docs (G+/) @ Copilot

Manage Deleted Apps ) Manageview v () Reffesh L Bporttocsv S openauery |

Subscription equals all Resource group equals all X Location equals all X (i Add filter

Showing 1o 1 of 1 records. No grouping v | [ == List view

[] Name 1 Satus 1y Location 7y pricing Tir 1 App Service Plan 1 PR— Apoype 1y

O Running North Europe Free B Web App

Figure 1.19: App Service DashBoard

3. Configure the App service according to the requirements and click next, as shown

in [Fig. 1.20
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portalaz /#cr W (S04

x23195975@student

Microsoft Azure P search resources, services, and docs (G+/) & copilot
NATIONAL COLLEGE OF IRELAND.

Create Web App

Basics Deployment  Networking ~ Monitor + secure  Tags ~ Review + create
App Service Web Apps lets you quickly build, deploy, and scale enterprise-grade web, mobile, and API apps running on
any platform. Meet rigorous performance, scalat ity and compliance requirements while using a fully managed
platform to perform infrastructure maintenance.

Project Details
Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
al your resources.

Subscription Azure for Students

" Resource Group (New) Resource group

Instance Details
Name
azurewebsites.net

Secure unique default hostname on.
e Code (O Container

Runtime stack

Operating System

Region Canada Central

tfinding your App Service Plan? Try a different region or select your App
Service Environment.

Figure 1.20: App Service Configuration

4. After successfully configuration, the project application we be deployed on the
cloud. As shown in |[Fig. 1.21] click on the domain url and check if its deployed
successfully.

graphyapi-hSedck
] s portal.azure.com/

Microsoft Azure x23195975@studentni... (—_’

"NATIONAL COLLEGE OF IRELAND.

App Services & cryptographyapi

e | \ srovee. [ s Dekete OO Refish & Download publehprofie. D Reset ubishprofie. [} Sharetomalsle /7 Sen s your fesdback

# Overview A~ Essentials

Activity log Resource group (move)  : Default domain
Access control (1AM) Status : Running App Service Plan

Location (s : North Europe Operating System  Windows
% Diagnose and solve problems el ise:

7589-4bf4-95ac-197.
Defender for Cloud R

Properties  Monitoring  Logs  Capabilities  Notifications  Recommendations

Log stream & Webapp

Deployment Name cyptographyapi Deployment logs
8 Deployment slots Publishing model Code Last deployment Loading deployments..
® Deployment Center Runtime Stack Dotnet - v40 Deployment provider None
Settings
Environment variables L]

i Configuration Default domain Name cyptographyapi

& Authentication Ot Gomain Region North Europe
% identity

& Backups i Hosting

Figure 1.21: Domain URL

5. After clicking on the domain URL, a interface displayed in [Fig. 1.22|shows that the
deployment is successfully as the web.config file and the Servciel.sve can be seen.
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~ A @ ayptographyapi-hSedckgpesh: X @ cryptographyapi-hSedckgpcd

C | % cryptographyapi-hSedckgpedhadgax northeurope-01.azurewebsites.net
cryptographyapi-hSedckgpc9hadqax.northeurope-01.azurewebsites.net - /

12/8/2624 12:19 PM <dir> pin
12/10/2024 6:11 PH <dir> Document
12/10/2024 2:29 PM <dir> Err

12/10/2024 5:21 AM
12/10/2024 5:21 AM

Figure 1.22: Domain URL

6. Now nivate back to the Azure DashBoard and search for SQL server. The dashboard
will be displayed, click on create as shown in

—

% portalazure. s = A Ny

251959Ts @studerc.- ()

Microsoft Azure 5 Search resources,services, and docs (G+/) @ copilot
NATIONAL COLLEGE OF IRELAND.

SQL servers =
.

Create Manage view Refresh Export to CSV Openquery |

Subscription equals all Resource group equals all X Location equals all X | T Add filter
Showing 1 to 1 of 1 records. [ No grouping

[ Name + Status 7 Resource group 7 Location 1 Subscription 4

O= Avalable North Europe

Figure 1.23: Azure SQL Serve Dashboard

7. Configure the SQI server according to the requirements and click next, as shown in
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A @ ayptographyapi-hsedckgpedh X | +
C % portalazure.com/#create/Mic erve (S04

Microsoft Azure P Search resources, services, and docs (G+/) @ copilot x23195975@student.nci (‘-’

NATIONAL COLLEGE OF IRELAND.

Create SQL Database Server

X Basis Networking  Security  Additional settings  Tags  Review + create

SQL database server s a logical container for managing databases and elastc pools. Complete the Basi
Review + Create to provision with smart defauits, o vist each tab to customi ]

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription Azure for Students

Resource group CryptoApp

Server details
Enter required setti including providing a name and location.

Server name
database windows net

Location (US) East US

Authentication

) Aaure Actve Directory (Azure AD) s now Mirosoft nta D, Lea

Select vour nreferred authentication methods for accessina this server. Create a server admin loain and nassword to

Figure 1.24: Configuring SQL Server

8. After successfully creating the SQL server, click on create database on the SQI
server dashboard which is created as shown in |Fig. 1.25

portal

g1 x23195975@student

Microsoft Azure P Search resources, services, and docs (G+/) @ Copilot
NATIONAL COLLEGE OF IRELAND.

Create SQL Database
X Basics Networking  Security  Additionsl settings  Tags  Review + create

Create a SQL database with your preferred configurations. Complete the Basics tab then go to Review + Create to
provision with smart defaults, or visit each tab to customize. ]

# Want to try Azure SQL Database for eate a free serverless databs
of data, and 32GB of backup storage free per month for the lifetime of the.

@ SQL Database Hyperscale: Low price, high scalbilty, and best feature set.Lear
Cost par wCore (i USD) 18632
x2

Project details
013
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and EI0
manage all your resources.

ESTIMATED COST/ MONTH 377.89 uso

Subscription

—— Resource group

Database details

Enter required settings for this database, including picking a logical server and configuring the compute and storage
resources.

Database name

Server

Want to use SQL elastic pool? Yes (8) No

Workload environment Development

Figure 1.25: Confuring SQL DataBase

9. Go back to the Azure DashBoard and search for SQL database, the database created
previously is displayed, click on it and it will show the created data, shown in
[1.26]
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B AL

P Search resources, services, and docs (G+/) 5] 255 @studentoi ()

= cryptoDB (cryptoappdb/cryptoDB) =

Copy [ Restore | Export ' Setserverfirewall Delete £ Connect with.. ™/ Feedback

= overview
Mirror databases in Microsoft Fabric Easi et and e d ETL and operational analytic go:
B Activitylog el g R

# Tags

& Query editor (preview) Oniine

= Miror database in Fabic North Europe

(preview) ) Pricing ti

Settings. Subscription ID 285303ea-7589-4bf4-95ac-197435303b95 Earliest restore point : 2024-12-07 12:30 UTC
D Compute + storage -

& TS Getting started ~ Monitoring  Properties  Features  Notifications (0)  Integrations  Tutorials

li Properties

R Locks

Start working with your database
Data management

Connect to your database and start working with data with a few simple steps.
® Replicas

@) Sync to other databases

<
b

Integrations

Azure Synapse Link Configure access Connect to application Start developing Mirror database in Fabric

re network access to your SQL 3 database by using tools to add, bric, and help
ery data. Land

& Add Azure Al Search
Power Platform Open Azure Data Studio

dl Power Bl Open in Visual Studio

9 Power Apps ‘Open in Visual Studio Code

# Power Automate

v security

Figure 1.26: Azure SQL database Dashboard
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