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1. Hardware Resources for the Experiment are listed below:

» Okay, let's get started withAWS EC2 (Elastic Compute Cloud) Instance

* Instance Type: t2.large

+ VvCPU: 2 vCPUs

+ RAM:8GiB

» Storage: Elastic Block Store (EBS) volume with dynamic allocation based on demand.

* Network: Virtual Private Cloud (VPC) architecture with customized subnets for improved
security

» Purpose: To host Hyperledger Fabric nodes.

» Local system:

» Processor: Like ex. Intel i5

* RAM: suggest 16 gb

» Storage: 500+ gb

» Disk Operating System: Ubuntu 20.04 for Docker or Go and Node. Js.

» Networking:

*  Bandwidth: Min 10 Mbps
»  Security: Security groups that are set up to allow specified ports (7050 for Hyperledger
Fabric, 22 for SSH, 443 for HTTPS).

» Backup Storage:

* Blockchain data logs and backups AWS S3
*+ S3 CLASS FOR GENERAL PURPOSE STORAGE.

2. Software Resources for the Experiment are listed below:

» Operating Systems:

* Ubuntu 20.04:
» The Base OS for AWS EC2 instances and local development
»  Chosen for compatibility with Blockchain tools such as Docker and Hyperledger Fabric.

> Blockchain Framework:

»  Hyperledger Fabric:
» Version : Hyperledger Fabric v2 x



» Features: (custom consensus mechanisms via modularity, smart contract support (Go-written
chaincode))

» Programming Languages:

+ Go:

* Version: 1.16 or above.

»  Writing chaincode (smart contracts)Purpose O  Node.js:

* Version: 14.x LTS or above.

» Purpose: Building the web front end and client-side applications.

» Development Tools:

» Docker:

* Version: 20.x or above.

» Abstract: This model was made to containerize Hyperledger Fabric nodes so they may be
deployed more easily.

+  Git:

» ltisa Version Control System for managing source code.

> AWS Services:

« EC2
« |IAM
*  Amazon Managed Blockchain O AWS S3:

» Use: Logs and transaction backups storage 0  AWS CloudWatch:

*  Why: To monitor and log performance.

* AWS CloudTrail:

* Use Case: Auditing and monitoring API calls for security/compliance.

» Security Tools:

* SSL/TLS: To encrypt data in motion

*  AWS Key Management Service (KMS): Data encryption at rest 00 IAM
(Identity and Access Management): To impose strict access policies.

> Additional Software:

* Hyperledger Fabric CA: Identity Management Certificate authority.
* CURL: For API testing.
» Postman: For working with APIs.

3. Procedure for the Experiment:

» First Set up the AWS account for my experiment

O Create an AWS account
» Now Install the required tools on my local system
» Now set up the AWS Services



O Now Lanch the EC2 Instance and Navigate the EC2 Dashboard in Aws Console. The instance
we select is t2.large and choose the operating system Ubuntu 20.04. Now we set the security
group and allow ports 22(SSH), (Hyperledger Fabric)7050 and (HTTPS)443. The below
image shows available and launch new instances. We use this for handle blockchain
transations.

Instace atyres

Figure 1: EC2 Dashboard

> Now we give the EC2 connection which is shown in the figure.

BN ec2-user@ip-172-31-22-36:~

:\Users\Ntech\Downloads>ssh -i "C:\Users\Ntech\Downloads\hamzaniaz.pem" ec2-user@l18.142.240.247
Last login: Wed Oct 23 12:43:24 2024 from 154.81.253.223
#
> 2
~\_ HEEE Amazon Linux 2
~e\_$HEERE
~~ \## | AL2 End of Life is 2025-06-30.
\#/ ___
Vs>
A newer version of Amazon Linux is available!

Amazon Linux 2023, GA and supported until 2028-©3-15.
https://aws.amazon.com/linux/amazon-1linux-2023/

[ec2-user@ip-172-31-22-36 ~]$

Figure 2: EC2 Connection

» Now we set up blockchain on AWS
*  We use the Amazon Managed Blockchain service of the AWS where we can create the
blockchain network and this service offer a popular frameworks that is Hyperledger
Fabric and Ethereum and we have the freedom to choose the framework so we use
hyperledger fabric for our experiment.
> Now we set up the EC2 instance for blockchain node
» First we create an EC2 instance for the blockchain node which is the heart of a given
blockchain network. The below figure show the summary of the EC2 instance for
processing transactions on the blockchain network in the blockchain node.
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Figure 3: EC2 Instance Summary

*  We use the Hyperledger Fabric framework and create a private blockchain network for
secure financial transactions.
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Figure 4: Blockchain Network Creation

» Now we set up AWS S3 and create S3 bucket and configured it which is shown in the below
figure.

2 e @ (=3 Singapore v hamza v

Amazon 53 > Buckets > hamzaniaz ©

hamzaniaz

Objects Properties Permissions Metrics Management Access Points

Bucket overview

gion rce Name (ARN) Creation date

Pacific (Singapore) ap-southeast-1

-hamzaniaz October 23, 2024, 15:23:02 (UTC+05:00)

Bucket Versioning

() Cloudshell  Feadback

Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

Figure 5: S3 Bucket for Backup



Figure 1: Storage and EBS Monitoring

> Now we set up the security group configuration
*  We use the AWS IAM whch is a popular aspect of secure services that addresses
permissions and access to blockchain nodes and users and it allows admin to give more
than one roles and policies for engage with the blockchain network.

x ECL > Swniiy Guosp P w6011 aSa1 220000 - Lasch-wicerd

5g-01c9b1a5e172be0f0 - launch-wizard-1

Details

Figure 7: Secure Group Configuration

*  We set the IAM role which make the secure access to AWS resources Like EC2 and S3 in
the blockchain node.
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Figure 8: IAM Role for Permissions

» Now we set the AWS cloudwatch for monitoring
5



O It has a function of monitor the health and function of blockchain network and it works
with collecting and monitoring logs and metrics that is coming from different AWS
resources like the EC2 instances and S3 buckets that gives real time views and
information on how the system works.
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Figure 9: CloudWatch Monitor

¥ ec2-user@ip-172-31-22-36:~

[ec2-user@ip-172-31-22-36 ~]$ sudo logger "Test log for CloudWatch"
[ec2-user@ip-172-31-22-36 ~]$ sudo tail -f /var/log/messages
Oct 23 19:50:01 ip-172-31-22-36 systemd: Created slice User Slice of root.
23 19:50:01 ip-172-31-22-36 systemd: Started Session 70 of user root.
23 19:50:01 ip-172-31-22-36 systemd: Removed slice User Slice of root.
23 19:51:26 ip-172-31-22-36 dhclient[2944]: XMT: Solicit on ethe, interval 110176ms.
23 19:53:17 ip-172-31-22-36 dhclient[2944]: XMT: Solicit on eth®, interval 116680ms.
23 19:55:13 ip-172-31-22-36 dhclient[2944]: XMT: Solicit on eth®, interval 108070ms.
23 19:55:58 ip-172-31-22-36 systemd: Created slice User Slice of ec2-user.
23 19:55:58 ip-172-31-22-36 systemd: Started Session 71 of user ec2-user.
23 19:55:58 ip-172-31-22-36 systemd-logind: New session 71 of user ec2-user.
23 19:56:24 ip-172-31-22-36 ec2-user: Test log for CloudWatch

Figure 10: Log Stream for Blockchain Transactions

» Now we make the Transaction which is shown in the below figures

params =
Bucket:
K

Read 26 1
€ Get Help e ite Outll
B Exit & Read Filel

Figure 11: app.js



params = {
Bucket:
Key: >
Body: JSON.stringify(transaction)

| 5

-
s3.putObject(params, (err, data) => {
if (err) {
console.error( , err);
} else {

console. log( —S
}

D;

€ Get Help E¢ Write Out@gl Where Is @{ Cut Text @ Justify
@i Read File@ll Replace @ Uncut Texgl To Spell

Figure 12: app.js
» Now the transaction we make saved successfully to S3 which is shown in the below figure

ec2-usen@ip-172-31-25-242 blockchain-app|$ nano app.Js
[ec2-user@ip-172-31-25-242 blockchain-app]$ [ec2-user@ip-172
-31-25-242 blockchain-app]$ node app.3js

(node:3724) NOTE: The AWS SDK for JavaScript (v2) is in main
tenance mode.

SOK releases are limited to address critical bug fixes and
security issues only.

Please migrate your code to use AWS SDK for JavaScript (v3).
For more information, check the blog post at https://a.co/cU
Pnyil
(Use “node --trace-warnings ... to show where the warning w
as created)
Transaction saved successfully to S3: {

ETag:

ServerSideEncryption:

[ec2-user@ip-172-31-25-242 blockchain-app]$

Figure 13: Transaction Saved to S3
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