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1 Dataset Preparation — Feature Extraction

Pre-Requisites — Vs code Installation, Python Version — 3.10.11

1. For generating the “final dataframe.csv” after feature extraction - Run the python file
“url_feature extration.py” as shown below or,
run command, “ python url_feature extraction.py”

2 Data Pre-Processing and Deep Learning Model Training
Pre-Requisites — Google Drive, Google Colab [1] connection.

Google Colab Link

Step 1: Upload the final_dataframe.csv to google drive

Step 2: Create a python notebook on google colab for data pre-processing and DL Model
Training.

Step 3: After running the code, the best model (BiLSTM) is saved for future Flask
Application development.

3 Flask Application Creation
Pre-Requisites — Vs code Installation, Python Version — 3.10.11

Step 1: Install Flask [2] from Python package Manager by using the command:


https://colab.research.google.com/drive/1xxv0iOEGdy_iIUQ4RsqQGj1yt9UPicd9?usp=drive_open

pip install Flask
Step 2: Create a python file with name “app.py” in the Project Directory.

Step 3: For app.py, import Flask and define the required routes.

3. FLASK WEBAPP

Step 4: Run “app.py” flask application with command
python app.py

4 Docker Image Creation
Pre-Requisites — Docker Desktop Downloaded [3]

Step 1: Docker must be installed following the installation guidelines from:
docker_installation_guide and must be in running state.

@ docker-desktop

2 Toaccess the latest features, sign in

) ® Goto the Dashboard
Containers

About Docker Desktop

Docker Hub

Your running containers ¢

What is a container?

Step 2: Build Dockerfile

Pre-Requisites: requirements.txt file with a list of libraries to be imported

The below Dockerfile (case sensitive - with “D” capitalized) is created for the flask
application.

The workings of this file are explained with the comments.
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https://docs.docker.com/get-started/get-docker/

EXPLORER K # Dockerfile X

viAasK.. [ B3 O O & Dockerfile >
> _pycache__ 2 :
> Saved_Best Model FROM python:3.9-slim

> static
T WORKDIR /app
index.html
services.html -
@ app.py COPY . /app
Dockerfile
: RUN pip install --no-cache-dir -r requirements.txt
@ locustfile.py

i) readme.md A
) EXPOSE 5000
£ requirements.txt

B top-Tm.csv ENV FLASK_APP=app.py
@ urlfeatureextraction.py

CMD ["flask", "run", "--host=0.0.0.8", "--port=5000"]

Step 3: Build Docker Image with command
docker build -t purldwebappO .
Step 4: To Check Docker Image use command

docker run -d -p 5000:5000 purldwebappO

5 AWS Deployment

Pre-Requisites — GitHub [4] Account and AWS [5] Account Set Up

Step 1: Upload the codebase along with the Dockerfile to the GitHub repository



Configure environment u

Environment tier i
Amazon Elastic Beanstalk has two types of environment tiers to support different types of web applications.

© Web server environment

Run a website, web applic AP that serves HTTP requests. Learm more [
O Worker environment
Run a worker application that processes long-ruinning workloads on demand or perfomms tasks on a schedule. Learn more [

Application information i

Application name

[ X23166401-phishingdctection02| ]

Maximum tength of 100 characters.

» Application tags (optional)

Environment information i
Choose the name, subdomain and description for your environment. These cannot be changed later.

Environment name

| X23166401-phishingdetection02-env

Must be from < In length, The name can contain only lette ers, and hyphens. It cas hyp

Domain

| Leave blank for autogenerated value eu-west-2.clasticbeanstalk.com Check availability
Environment description

Platform o

Platform type
© Managed platform

Platforms published and malntained by Amazon Elastic Beanstalk. Leam more [2

Platform

Docker v

Platform branch

Docker running on 64bit Amazon Linux 2023 v

Platform version

4.4.1 (Recommended) v

Step 2: Create a sample AWS Elastic Beanstalk environment for phishing URL detection
application and choose Docker as the Platform.

B & ® @ londnw

Source

Source provider
This is where you stored your input artifacts for your pipeline. Choose the provider and then provide the connection details.

GitHub (via OAuth app) v |

Grant AWS CodePipeline access to your GitHub repository. This allows AWS CodePipeline to upload commits from
GitHub to your pipeline.

Connected

‘ @ You have successfully authenticated your account. ped

The GitHub (via OAuth app) action is not recommended

@ The selected action uses OAuth apps to access your GitHub repository. This is no longer the recommended
method. Instead, choose the GitHub (via GitHub App) action to access your repository by creating a
connection. Connections use GitHub Apps to manage authentication and can be shared with other
resources. Learn more

Repository

‘ Q_ Yamini-Murugan/URL_Phishing_Detection_App X
Branch

[ main x|

Step 3: Set up a CI/CD pipeline on AWS using AWS CodePipeline and establish a
connection with GitHub during configuration.



Step 4: Select the repository containing the code pertaining to this project, to be the source.

Step 5: Select the Elastic Beanstalk environment and the application, as the Deploymentplatform during
configuring CodePipeline, this triggers the CI/CD pipeline.

6 Azure Cloud Deployment

Pre-Requisites — Docker Desktop, Azure CLI and its VS Code extension, and Microsoft
Azure [6] Account Set Up

PS C:\Users\yamin\OneDrive\Desktop\x23166481_ RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask_WebApp> az login
Select the account you want to log in with. For more information on login with Azure CLI, see https://go.microsoft.com/fwlink/?1inkid=2271136

Sign in X

Let's get you signed in

Use one of these accounts

Q x23166401@student.ncirl.ie
Work or school account

Step 1: Connect to Azure account using the command “az login” from powershell.

TERMINAL

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp> az login
Select the account you want to log in with. For more information on login with Azure CLI, see https://go.microsoft.com/fwlink/?1inkid=2271136

Retrieving tenants and subscriptions for the selection...
[Tenant and subscription selection]
Subscription name  Subscription ID Tenant
ec National College of Ireland
* d9 National College of I
The default is marked with an *; the default tenant is ‘National College of Ireland’ and subscription is 'IT' (621b6367-31bd-45f4-a6b7-69cc621827d9).
Select a subscription and tenant (Type a number or Enter for no changes): 1

Tenant: National College of Ireland
Subscription: Azure for Students (98a44edd-5ce4-45c9-bdd7-dddlaafd78ec)

[Announcements]
With the new Azure CLI login experience, you can select the subscription you want to use more easily. Learn more about it and its configuration at https://go.microso
ft.com/fulink/21inkid=2271236

If you encounter any problem, please open an issue at https://aka.ms/azclibug

[Warning] The login output has been updated. Please be aware that it no longer displays the full list of available subscriptions by default.

Step 2: Choose the correct subscription “Azure for students” by entering 1.

[Warning] The login output has been updated. Please be aware that it no longer displays the full list of available subscriptions by default.
\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL_ Phishing Detection\3. Flask_ WebApp> %

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL_ Phishing Detection\3. Flask WebApp> D

Step 3: Set the variables for resource group name, location and container registry name.



PS C:\Users\yamin\OneDrive\Desktop\x23166401_RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask_WebApp> az group create
>>

f
U

“adminUserEnabled™: false,
“anonymousPullEnabled”: false,
"creationDate": "2024-12-09711:41:09.802370+00:00",

"dataEndpointEnabled™: false,
“dataEndpointHostNames": [],
"encryption™: {

"/subscriptions/98ad4edd-5ce4-45c9-bdd7-dddlaafd78ec/resourceGroups/rg-purldwebap/providers/Microsoft.ContainerRegistry/registries/purldwebapacrol”,
i ull,
“australiaeast”,
urldwebapacr@l.azurecr.io”,
: "Disabled”,
“purldwebapacr@l”
“networkRuleBypassOptions ureServices”,
“networkRuleSet™: null,
es”: {

reAdAuthenticationAsArmPolicy

: "enabled"

Step 4: Create an Azure resource group using “az group create --name $rgname --$location”

Step 5: Create an ACR repository using the command, “az acr create --resource-group
$rgname --name $acrname --sku Basic”

PS C:\Users\yamin\OneDrive\Desktop\x231664@1_RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask_WebApp>
PS C:\Users\yamin\OneDrive\Desktop\x23166401_RIC_ IMPLEMNTATION\URL_Phishing_Detection\3. Flask_WebApp> az acr login

. Flask_WebApp> docker image 1s
TAG IMAGE ID CREATED SIZE
purldwebapp® latest 367e3edb@3cf 4 hours ago 4.59GB
PS C:\Users\yamin\OneDrive\Desktop\x23166481_RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask WebApp> l

Step 6: Log onto azure container registries by running the command ““az acr login —name
$acrname”

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp> docker tag purldwebappe purldwebapacreil.azurecr.io/purldwe
bap

>>

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC TMPLEMNTATION\URL_ Phishing Detection\3. Flask WebApp> docker image 1s

>»>

REPOSITORY TAG IMAGE ID CREATED SIZE

purldwebappe latest 367e3edb@3cf 47 hours ago  4.59GB

purldwebapacrel.azurecr.io/purldwebap latest 367e3edbo3ct 47 hours ago  4.59GB

Step 7: Create a Docker tag for the image using “docker tag puridwebapp0
purldwebapacr(01.azurecr.io/purldwebap”

Step 8: Check for the presence of Docker image and the image tag on Docker Desktop using
“docker image Is”

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_ IMPLEMNTATION\URL_ Phishing Detection\3. Flask WebApp> docker push purldwebapacroi.azurecr.io/purldwebap
>>

Using default tag: latest

The push refers to repository [purldwebapacreil.azurecr.io/purldwebap]

e898f07f768a: Pushed

3705d759815b: Pushed

f2dc2395bdd2: Pushed

8dodaebfocc3: Pushed
16eb7cf39d27: Pushed

bce9gssb23a04: Pushed

c3edffebd723: Pushed

c07f3a6e2bd8: Pushed

latest: digest: sha256:367e3edbe3cfc843c4e886bb8c20772888d18760aabb@6e5ca2b30963527a9%af size: 856

PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL Phishing Detection\3. Flask webapp> I




Step 9: Push the Docker image to ACR using “docker push
purldwebapacr(01.azurecr.io/purldwebap”

‘

purldwebappacr01 | Repositories purldwebapp0

Step 10: Set the variables for deploying the image on Azure Container Apps,

$resourceGroupName = "rg-purldwebap”
$acrName = "purldwebpacrOl1”
$acrimage = "$acrName.azurecr.io/purldwebap:latest”
$location = "australiaeast"
$containerAppEnv = "purldwebap-capenv"
$containerAppName = "purldwebap-webapp*
sers\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp> $acru: e = az acr credential show
aii’(r credential show $ac tsv
PS C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp> $acrPassword = az acr credential show

tsv
>

PS C:\Users\yamin\OneDrive\Desktop\x23166401_RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask WebApp> az containerapp create

: Er $ac
5000 0.5 1.0Gi
>
Adding registry password as a secret with name "purldwebapppacrolazurecrio-purldwebapppacre1”

Container app created. Access your app at https://purldwebappp-webapp.nicepebble-3240e10b.australiaeast.azurecontainerapps.io/

Step 11: Create the Container App environment by using this command, “az
containerapp env create --name $containerAppEnv --resource-group $resourceGroupName --
location $location”

Step 12: Fetch the ACR repository username by using this command, “$acrUsername
= az acr credential show --name $acrName --query "username" --output tsv”’



Step 13: Fetch the ACR repository password by using this command, “$acrPassword
= az acr credential show --name $acrName --query "passwords[0].value" --output tsv”’

Step 14: Create a Container Apps environment using the command, “az containerapp
create --name $containerAppName --resource-group $resourceGroupName --environment
$containerAppEnv --image $acrimage --registry-server "$acrName.azurecr.io" --registry-
username $acrUsername --registry-password $acrPassword --target-port 5000 --ingress
‘external’ --cpu 0.5 --memory 1.0Gi”

Container Apps g» purldwebappO-webapp =

The creation of Azure Container Apps environment is seen in Figure above

7 Locust Load Testing Set up
Step 1: Install locust [7] from Python package Manager by using the command

pip install locust

EXPLORER ¥ D # app.p ° t # locustfile.py X

\/ 3. FLASK_ WEBAPP 2 | e.py > 48 UserBehavior > €
> _pycache__
> Saved_Best_ Model
> static
Y templates t HttpUser, TaskSet, task, between
index.html|
services.html T RMINAL
® app.py

file C:\Users\yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL_Phishing Detection\3. Flask WebApp>pip install locust
2 loct y Defaulting to user installation because normal site-packages is not teable
Requirement already satisfied: locust in c:\program files\pyth \site-packages (2.3
Requirement already satisfied: msgpack>=1.0.0 in c:\users\yamin\appdata\roaming\python\pyt \site-packages (from locust) (1.1.0)
Requirement already satisfied: tomli>=1.1.0 in c:\users\yamin\appdata\roaming\python\python31e\site-packages (from locust) (2.2.1)

readme.

= requirements.txt

Step 2: Create a locust file with name “locustfile.py” in the Project Directory.
Step 3: To run - use command
For AWS:

locust -f locustfile.py --host=http://x23166401-phishingdetection02env.eba-jvmmw4pa.eu-
west-2.elasticbeanstalk.com/ --web-port 5000


http://x23166401-phishingdetection02env.eba-jvmmw4pa.eu-/

C:\Users\yamin\OneDrive\Desktop\x23166401 RIC IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp>locust -f locustfile.py --host=http://x23166401-phishingdetection@2env.eba-jvmm
wipa.el t-2.elasticbeanstalk.com/ --web-port 5000
[2024-12-11 ©1:18:55,195] DESKTOP-FJK2RIS/INFO/locust.main: Starting Locust 2.32.3

ﬁzoza—u—n 01:18:55,196] DESKTOP-FJK2RJIS/INFO/locust.main: Starting web interface at http: c 15000 (accepting connections from all network interfaces)

v b Loa

c ® localhos

HOST

N LOCUST http://x23166401-phishingdetection

hitp //x23166401-phishingdetection02env aba-
Start new load tes s stwest2 slastcbsansiak com

http://x23166401-phishingdetection02env.eba-jvmmw4pa.e

Advanced options

For Azure:

locust -f locustfile.py --host=https://purldwebapp0-webapp.politetree-
95cc7c65.australiaeast.azurecontainerapps.io/ --web-port 5000

yamin\OneDrive\Desktop\x23166401 RIC_IMPLEMNTATION\URL Phishing Detection\3. Flask WebApp>locust -f locustfile.py --ho:
australiaeast.azurecontainerapps.io/ b-port 5000
[2024-12-11 @ 04,446] DESKTOP-FJK2RIS/INFO/locust.main: Starting Locust 2.32.3
62924 12-11 01:04:04,448] DESKTOP-FIK2RIS/INFO/locust.main: Starting web interface at http://localhost:5000 (accepting connections from all network interfaces)

C @ localho

HOST

N LOCUST https://purldwebapp0-webapp.politets

hitps /fpuridwebapp(-wobapp polttree-

Start new 10ad tes gaezoss austasacast azsocontsnarapps o

https://purldwebapp0-webapp.politetree-95cc7¢65.australi

Advanced options




8 AWS CloudWatch and Azure Monitor

Q (0] i) London ¥ MSCCLOUD/x23128356@student.ncirlie ¥

= CloudwWatch > Dashboards > URLPhishing

URLPhishing v S Lzoza-wz-ovoo:oo:oo > 2024-12-06T23:59:59 }[ UTC timezone ¥ ](C]lminute v)@( Actions v) Save
CPU utilization (%) @ : Network in (bytes) ® Network out (bytes) @ : ApplicationLatencyP10
Percent Bytes Bytes Seconds
30 21.5M 1.05M 408
15 10.7M «‘ 524k
o - 9 204
12/02 12/04 12/06 12/02 12/04 12/06 12/02 12/04 12/06
LoadAverageSmin § deassasansbaansrenis o Sas
12/02 12/04 12/06
Mot @ ApplicationLatencyP10
218
109
o
12/02 12/04 12/06

@ LoadAverageSmin

AWS CloudWatch dashboard is set up and the metrics such as CPU usage, Network 1/0O,
Latency and Averageload is collected.

= i &1 x23166401@student.nci... @
= Microsoft Azure £ Search resources, services. and docs (G+/) l o Copilot [, & @ & o Gl o Bk 0
Dashboard

¢ Metrics %

Azure Monitoring

() Refresh | Share \/ (©) Feedback \/ UTC Time: Last 24 hours (Automatic - 5 minutes)

@ You have unsaved changes to the chart. You can save the chart back to dashboard or pin it s a new chart to the dashboard

~* purldwebapp0-webapp, CPU Usage, Avg @ ‘ ‘ ~ purldwebapp0-webapp, Average Response Time ... Sum @ l ‘ ~* purldwebapp0-webapp, Network In Bytes, Sum @

~ purldwebapp0-webapp, Network Out Bytes, Sum @ ‘ A purldwet bapp, CPU Usage ge (.. Avg @

Il CPU Usage (Avg), purldwebapp0-webapp 0.69m cores [l Average Response Time (Preview) (Sum), puridwebapp0-webapp |60.00ms [l Network In Bytes (Sum), purldwebapp0-webapp | 250.2kB

B Network Out Bytes (Sum), purldwebapp0-webapp 614.1kB [l CPU Usage Percentage (Preview) (Avg), purldwebapp0-webapp 0%

Azure Monitor Dashboard is set up to gather insights from the deployed application on Azure
Container Apps. Metrics include CPU Usage, Average Response time, Network 1/0 and CPU

usage Percentage.
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9 Alert Setup

e CloudWatch > Alarms > CPU Usage limit Exceeded c]
CloudWatch g @ Alarms (9) @ ~ @ CPU Usage limit Exceeded @ ( View ¥ ) ( Actions ¥ ) (G) Explore related )
Favorites and recents > P B = ‘

Q Search | Graph (1 3n 12h d 3d  w  custom B ]i\ UTC timezone ¥ |

Dashboards New - ) 2
Alarm state: Any v Insufficient data
Phishing_URL_AWS_Dash ookl A ) CPUUsage

CPULLage > 65 for 1
board e ?

Alarm type: Any v |
v 2 e
Alarms &3 @4 © Actions status: Any v
In alarm : Mook
() Hide Auto Scaling alarms 6
All alarms
1
» Logs New 6
» Metrics
CPU Usage limit Exceeded o
» X-Ray traces New 51
Metric alarm 17:30 1745 1800 1815 18:30 18:45 19:00 1915 19:30 19:45 20:00 2015
» Events © Insufficient data @ cruusage
B— Click timeline to see the state change at the selected time.
» Application Signals
» Network Monitoring New awseb-e-3w9qy3yrru-stack- O
’ AWSEBCloudwatchAlarmLow-
» Insights new AL3DKESvke3S
Settings Metric alarm
. A e ®inalam © OK  Insuffiient data @ Disabled actions
Getting Started
What's new - M

AWS SNS subscription is used to trigger an alert to the configured email if the CPU
utilization percentage crosses 65% over a time period of 5 minutes.

= i h a 7 - 5 x23166401@student.ndi.

un CPU Usage Alert X

tric alert rule
earch & kdit [ pisable [ Duplicate [i] Delete () Refresh
l EH Overview A Essentials SON View
B Activity log Severity @ 3 - Informational
A Access control (IAM) Description
@ Tags Subscription
X Diagnose and solve problems Subscription ID 98addedd-Sced-45¢3-bdd7-ddd 1aatd78ec
D History Tags (edit)
> Settings
> Alert rule configuration Scope Actions
> Automation
> Help Resource Hierarchy Name Contains actions
@ puridwebapp0-webapp Azure for Students > () rg-purldwebapp EMAILURL 1 Email

Conditions
Name Time series monitored © Estimated monthly cost ©
CpuPercentage > 60 1 $0.10

Microsoft Azure Monitor Alerts is set up to trigger email alerts if the CPU Usage Percentage
of the Azure application crosses 60%.

11



10 References

[1] "Google Colab," [Online]. Available: https://col b.research.google.com/.
[2] "Flask Framework," [Online]. Available: https://flask.palletsprojects.com/en/stable/.

[3] "Docker Desktop," [Online]. Available: https://\ww.docker.com/.

[4] "AWS Documentation," [Online]. Available: https://aws.amazon.com/?nc2=h lg.

[5] "Azure Documentation,” [Online]. Available: htps://azure.microsoft.com/en-us/.

[6] "Locust," [Online]. Available: https://locust.io/.
[7] "GitHub," [Online]. Available: https://github.com/.

12


https://colab.research.google.com/
https://flask.palletsprojects.com/en/stable/
https://www.docker.com/
https://aws.amazon.com/?nc2=h_lg
https://azure.microsoft.com/en-us/
https://github.com/
https://colab.research.google.com/
https://flask.palletsprojects.com/en/stable/
https://www.docker.com/
https://aws.amazon.com/?nc2=h_lg
https://azure.microsoft.com/en-us/
https://locust.io/

