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1 Introduction

This manual outlines the procedure for using an AWS Greengrass Core Device to receive
sensor data from a Greengrass ESP32-Core running on the Wokwi simulator. The sensor
data is published to AWS IoT Core through MQTT, then analyzed by the AWS Green-
grass. The idea behind this configuration is to assimilate data from the connected sensor
via ESP32; disseminate to the MQTT topics/subscribe to AWS Greengrass technologies.
This makes data processing at the edge without undue delays, thus allowing real-time
analytics and automation.The project applies on the ESP32 development board, Wokwi
simulator, AWS Greengrass Core, and AWS IoT Core services in this aspect.

2 Tools and Technologies Required

Category Tool/Technology Description
Virtual Platform Wokwi Simulation Microcontroller for collecting sensor data and

sending it to AWS IoT Core via MQTT.
Cloud Services AWS Lambda Serverless compute service for processing sensor

data at the Greengrass core or cloud.
AWS IoT Core For managing the connection between the ESP32

and the cloud, using MQTT for data exchange.
AWS Greengrass
(Greengrass CLI (for
deployment and man-
agement))

For local processing and management of AWS IoT
devices and Lambda functions.

AWS CloudWatch For monitoring and storing logs generated by
Lambda functions, Greengrass, and AWS SNS.

AWS SNS For sending alerts or notifications to subscribed
users or systems.

AWS S3 Object storage service to store and retrieve sensor
data or logs, if required.

Programming
Languages

YAML Configuration file format for AWS IoT, Green-
grass, and Lambda setup.

Python AWS Lambda functions or local processing scripts
that interact with AWS services.

C/C++ For developing firmware on the ESP32 using the
Arduino IDE.

Table 1: Tools and Technologies

1



3 System Specificaitons

3.1 AWS IoT Setup

AWS IoT Core Documentation (n.d.)

1. Create a new IoT Thing on the AWS IoT Core console and download the generated
certificates AS SHOWN IN Fig. 1

2. Attach a policy to allow IoT actions (e.g., publish, subscribe).

3. Setting up MQTT Topics in IoT Core (Publish :’iotfrontier/sub’ and Subscribe
Topic: ’iotfrontier/pub’) as per Fig. 2

4. Test MQTT Connection : Use the Test section in the AWS IoT Core console to
subscribe to ’iotfrontier/pub’ and ensure messages are received.

Figure 1: Thing Creation

Figure 2: MQTT Client Test
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3.2 Setting Up ESP32 and Wokwi Simulation

Welcome to Wokwi! | Wokwi Docs (n.d.)

1. Create a Wokwi Project

2. ESP32 Setup in Wokwi

3. Install the required libraries for your sensor and WiFi and MQTT connectivity.

4. Prepare a config file for AWS configurations as shown below Fig. 3 and replace your
AWS details like Thing Name, endpoint, and certificates such as AmazonRootA,
Private key cert and AWS cert created while creating Thing on AWS IoT Core.

Figure 3: Config file : secrets.h

5. Write code in the file named ”sketch.ino” for sensor data and MQTT connection,
where sensors PIN will as shown below Fig. 4

Figure 4: Sensor Pin setup

6. Run the Simulation to generate real-time data for the sensors attached.
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3.3 AWS Greengrass Setup

AWS IoT Greengrass Documentation (n.d.)

1. Install Greengrass Core on local 5

(a) curl -s https://d2s8p88vqu9w66.cloudfront.net/releases/greengrass-
nucleus-latest.zip>greengrass-nucleus-latest.zip && unzip greengrass-
nucleus-latest.zip -d GreengrassInstaller

(b) sudo -E java -Droot=”/greengrass/v2” -Dlog.store=FILE -jar ./Green-
grassInstaller/lib/Greengrass.jar –aws-region eu-west-1 –thing-name
Greengrass-Core-Device –thing-group-name greengrass-core-group
–component-default-user ggc user:ggc group –provision true –setup-
system-service true –deploy-dev-tools true

(c) sudo /greengrass/v2/bin/greengrass-cli –version

(d) Locate config.yaml
system:
certificateFilePath: ”/path/to/device-certificate.pem.crt”
privateKeyPath: ”/path/to/device-private.pem.key”
rootCaPath: ”/path/to/AmazonRootCA1.pem”
iotDataEndpoint: ”your-iot-endpoint”
iotCredEndpoint: ”your-cred-endpoint”
region: ”eu-west-1”

Figure 5: Greengrass CLI

2. Create Greengrass Core Device with correct AWS IoT Thing name and IoT end-
point. (from AWS IoT Core console).

3. Create Deployable Greengrass Core with attached local Greengrass Core 6

4. Prepare Lambda for Local Execution

5. Attach Roles and policies to both Greengrass Core and Lambda Function.
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Figure 6: Greengrass Component

3.4 Deploy Lambda to Greengrass

1. In the AWS Lambda Console, create the ”lambda function.py” function and include
code as per Fig. 7, Fig. 8, Fig. 9.

Figure 7: Analyze Sensor Data Locally

2. Add all conditions on sensor data recieved from IoT core.

3. Use a local Python environment to simulate Lambda function inputs.

4. Configure the function to allow Greengrass execution.

5. Add Lambda function to Greengrass Deployment.

6. Set Lambda execution parameters.

7. Deploy the updated configuration to the Greengrass Core device.

8. Test local lambda function on AWS Lambda Console.
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Figure 8: Sensor Data Anamolies

Figure 9: Publish to IoT Core

3.5 Amazon S3 for Data Storage

Amazon Simple Storage Service Documentation (n.d.)

1. Create an S3 bucket in the AWS Management Console. Fig. 10

2. Attach policies.

3. Add configuration of S3 object to the lambda function and Deploy updated lambda
function.

4. Include S3 policies and IAM Role to the Lambda function’s.

5. Update Lambda Function by adding s3 object configuration.Fig. 11

6. Enable versioning for tracking changes to uploaded files.
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Figure 10: Function to save data in S3

Figure 11: S3 Bucket Object

3.6 AWS SNS for Alerts and Notifications

Amazon Simple Notification Service Documentation (n.d.)

1. Create an SNS topic Fig. 12

2. Add subscribers to the topic

3. Add HTTP/S endpoint for custom integrations.

4. Update Lambda Function and add function for email send. Fig. 13 and Fig. 14
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Figure 12: SNS Configuration

Figure 13: Email sending function in Lambda

3.7 AWS CloudWatch for Monitoring

Amazon CloudWatch Documentation (n.d.)

1. Add CloudWatch permissions to the Lambda function’s IAM role.

2. Lambda automatically creates a log group in CloudWatch for each function. You
can view logs under the group: /aws/lambda/”lambda-function-name”. Fig. 15
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Figure 14: S3 and SNS Client added in lambda function

Figure 15: CloudWatch Logs
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