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1. Introduction:-  Hybrid cloud virtual networks integrate private and public cloud 

infrastructures to offer scalable, efficient, and secure IT solutions. This guide details 

the methodology, design, and implementation of hybrid cloud environments with a 

focus on proxy-based connections, including setting up AWS VPCs and VPN 

gateways. 
 

2. Methodology:-  
Tools and Technologies:  

Python: Data analysis and simulation (libraries: Pandas, NumPy, Matplotlib, SimPy). 

Jupyter Notebook: Experimentation and visualization. 

Dataset: Kaggle dataset with performance metrics (CPU usage, memory usage, 

energy efficiency). 

 

Experimental Approach: 

o Simulated proxy-based connections to measure key metrics: latency, resource 

efficiency, and task completion. 

o Benchmarked proxies against traditional networking solutions. 

 

            hardware_requirements:  

            cpu: "4 cores" 

            memory: "8 GB RAM"  

             metrics: - "Latency", "Throughput" and  "Resource Utilization" 

  

   3. Implementation 
1. Data Preprocessing: 

o Convert timestamp to datetime format. 

o Handle missing values in cpu_usage, memory_usage, network_traffic, and 

power_consumption using median imputation. 

o Extract hour from the timestamp for temporal analysis. 

o Split dataset into two categories: cloud and on-premises. 

2. Simulations: 

o Create scenarios with varying task priorities and network traffic levels. 

o Use Random Forest models to predict energy efficiency based on latency and 

task priority. 

3. Proxies: 

o Simulated their role in managing traffic and enforcing security policies. 

o Compared proxy performance with traditional methods under different 

workloads. 

o  
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4. Cloud Infrastructure Setup: 
Step1: Make sure you have an account in AWS, if not then  create an account in AWS  

Step2:  Login to the AWS console 

Step3: Search for the required services in the search section . 

 

1. AWS VPC Configuration: 

o Create a VPC with CIDR block: 10.0.0.0/16. 

o Subnets: 

▪ Public subnet: 10.0.1.0/24 (for internet-facing services). 

▪ Private subnet: 10.0.2.0/24 (for sensitive resources). 

o Attach an Internet Gateway to the public subnet. 

o Configure route tables for traffic segregation. 

 

 

 

 
 

 

 

2. AWS VPN Gateway: 

o Create a Virtual Private Gateway (VGW) for secure communication. 

o Configure a Customer Gateway (CGW) with a public IP address for on-

premises integration. 

o Establish Site-to-Site VPN tunnels for high availability. 
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5. Data Models Used 
• Random Forest Regressor: Predict energy efficiency based on latency and task 

priority. 

• Simulation Models: SimPy for evaluating network traffic and proxy impact. 
 

6. Evaluation 
1. Metrics Analyzed: 

o Latency vs. Energy Efficiency. 

o CPU Usage Patterns. 

o Task Completion Times. 

2. Findings: 

o Proxies reduced latency significantly compared to traditional methods. 

o Enhanced energy efficiency across hybrid environments. 

o Improved task prioritization and resource allocation. 

 

 
 

 
7.Results 

• Key Outcomes: 

o Proxy-based connections enhanced performance, security, and scalability. 

o Achieved better load balancing and data protection in hybrid cloud systems. 

• Visualization: 

o Boxplots and scatter plots showing efficiency trends. 

o Latency and energy efficiency correlations validated through Random Forest 

models. 
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This configuration manual aligns with the project's objectives and methodologies, ensuring a structured and 

reproducible setup for similar hybrid cloud systems. 


