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Configuration Manual

Raju Gumpula
X23220708

1 Introduction

This configuration manual helps readers to analyse the libraries and software used for the
project. The library and software used in the project helps in the development procedure.

2 Visual Studio Code

This project is developed on VS Code which is a multipurpose software for developing
projects. It has intuitive user interface which makes it the best choice for developing this
project.

3 Amazon Web Services (AWS)

This project is deployed on AWS which is a cloud storage platform. AWS is provided by
Amazon to its users to deploy their projects on cloud and also provides cloud related services.

4  Bruno API Client

Bruno API Client is, easy to use, and complete tool for testing and debugging APIs
supporting REST, GraphQL and WebSocket endpoints (Usebruno, 2024). It makes building
APIs easy through features like collections, environment variables and real time response
previews.

5 Summary Version of Software

Software | Version | Download Link
Name
Visual 1.95.1 https://code.visualstudio.com/download
Studio
Code

Node.js | 22.7.0 | Node.js

Bruno 1.36.1 https://www.usebruno.com/
API
Client



https://code.visualstudio.com/download
https://www.usebruno.com/

6 Implementation

Set Up AWS EC2 Instance: Launch and configure an EC2 instance to host the backend.

Private 1P DNS name (1Pv4 only)
1B 1p-172-31-16-147.eu-west-1 compute.internal
NS name Instance type Elastic 1P addresses
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Create S3 Buckets: Set up two S3 buckets for file storage and static website hosting.

O s-drive-file-storage-bucekt Europe (Ireland) eu-west-1 View analyzer for eu-west-1

O sdriveclient Europe (Ireland) eu-west-1 View analyzer for eu-west-1

Implement CloudFront: Configure CloudFront distributions for caching and content
delivery.
Integrate AWS WAF: Enable Web Application Firewall (WAF) for security against threats.
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Develop Backend Services: Write APIs using Node.js to handle file uploads, metadata, and
scanning.



Deploy MongoDB: Configure MongoDB on EC2 to store file metadata and scanning results.
Implement GuardDuty: Set up GuardDuty to scan files for potential threats.
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Configure EventBus: Link GuardDuty events to EventBus for handling malicious file

detection.
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Name Amazon Resource Nama (ARN)
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Write Lambda Functions: Develop functions to process GuardDuty events and update

metadata.
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Set up CloudWatch to monitor logs and system metrics.
Test End-to-End Workflow: Validate file upload, metadata storage, GuardDuty scanning,
and event handling.

7 Evaluation

e Performance Optimization: The integration of CloudFront reduced latency and
improved the application’s speed by caching frequently accessed files.

e Security Enhancements: AWS WAF effectively prevented DoS attacks, while
GuardDuty detected and flagged anomalies in uploaded files, ensuring a secure file-
sharing environment.

e Scalability and Storage Efficiency: S3 buckets provided cost-effective and scalable
storage, accommodating high volumes of user uploads seamlessly.

e Monitoring and Analytics: CloudWatch logs and metrics enabled real-time
monitoring, ensuring quick detection and resolution of system issues.
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