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Enhancing Cloud Flexibility: Optimizing
Live Migration for Non-Web Applications
Across Cloud Environments

Name: Harsh Deore
Student Id: x23107219

1. Introduction

This configuration manual provides a step-by-step guide for implementing the live migration of a stateful
PostgreSQL database, using the Pagila sample database, between AWS and Azure cloud platforms. It
details the setup of cloud environments, database configurations, migration tools, and security measures.
By following this manual, users can achieve a seamless migration process with minimal downtime, data
consistency, and enhanced performance, ensuring a practical framework for non-web application
migrations across heterogeneous cloud environments.

2. System Requirements and Libraries

This section outlines the essential hardware, software, and tools required to implement the live
migration process. It includes cloud platforms (AWS and Azure), PostgreSQL with the Pagila
sample database, and tools such as CRIU for process checkpointing and WAL Shipping for data
synchronization. Additionally, secure connectivity is ensured using SSL/TLS, AWS Key
Management Service (KMS), and Azure Key Vault. These resources are critical for achieving a
reliable and secure migration workflow.
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3.1.

Cloud Execution
EC2 and VM

Updated less than a minute ago

Instance ID
[0 i-02a4f2ef92fbb594d

IPv6 address

Hostname type
IP name: ip-172-31-47-230.eu-north-1.compute.internal

Answer private resource DNS name
1Pv4 (A)

Auto-assigned IP address
I0) 13.60.190.28 [Public IP]

1AM Role

IMDSv2
Optional
A EC2 recommends setting IMDSv2 to required |

Learn more [2

Operator

Instance summary for i-02a4f2ef92fbb594d (harsh-ec2-ubuntu) info

Public IPv4 address
I0] 13.60.190.28 | open address [2

Instance state
® Running

Private IP DNS name (IPv4 only)
I0] ip-172-31-47-230.eu-north-1.compute.internal

Instance type
t3.micro

VPCID
I0 vpc-067024280e6020f7d [2

Subnet ID
I0) subnet-068728¢323897b7d5 [2

Instance ARN
|E] arn:aws:ec2:eu-north-1:250738637992:instance/i-02a4f2e
f92fbb594d

@ ( Connect ) ( Instance state V) ( Actions v)

Private IPv4 addresses
0 172.31.47.230

Public IPv4 DNS
I0] ec2-13-60-190-28.eu-north-1.compute.amazonaws.com |
open address [3

Elastic IP addresses

AWS Compute Optimizer finding

®

User: arn:aws:sts::250738637992:assumed-role/AWSReservedS
SO_MSCCLOUD_554ef120b0d7b74a/x23107219@student.ncir
Lie is not authorized to perform: compute-optimizer:GetEnroll
mentStatus on resource: * because no identity-based policy all
ows the compute-optimizer:GetEnrollmentStatus action

Retry

Auto Scaling Group name

Managed
false

Figure 1: Showcase of the EC2 instance on AWS summary

A Essentials Copy to clipboard

Resource group (move) : MyResourceGroup
Status : Running
Location 1 West US 2 (Zone 1)
Subscription (move)

Subscription ID

: Azure for Students
: daBab216-38ed-4010-9d67-295848df4ffb

Availability zone : 1 (Azure-selected zone)

Properties

K3 Virtual machine
Computer name HarshvM

Operating system Linux (ubuntu 20.04)

VM generation v2

VM architecture x64
Agent status Ready
Agent version 21202
Hibernation Disabled
Host group

Host -
Proximity placement group

Colocation status N/A

Tags (edit) : Add tags
Monitoring Capabilities (7) Recommendations (2)

Operating system
Size

Public IP address

: Linux (ubuntu 20.04)
: Standard D2s v3 (2 vcpus, 8 GiB memory)
: 74.179.56.30

Virtual network/subnet : HarshvM-vnet/default

DNS name
Health state

Time created

Tutorials

r

Public IP address

: Not configured

: 11/1/2024, 5:49 AM UTC

® Networking

Public IP address (IPv6) -

Private IP address

10.004

Private IP address (IPv6) -

Virtual network/subnet

DNS name

KX size
Size
vCPUs

RAM

HarshVM-vnet/default

Configure

Standard D2s v3
2

8GiB

Figure 2: Showcase of the VM instance on Azure summary

3.2.

Details about the AWS EC2 Instance

74.179.56.30 ( Network interface harshvm143-fec23e7b )




Details Status and alarms

Status checks info

System status checks

@ System reachability check passed
» Metrics

v Alarms

Monitoring

Security Networking

Instance status checks

@ Instance reachability check passed

Storage Tags

Status checks detect problems that may impair i-02a4f2ef92fbb594d (harsh-ec2-ubuntu) from running your applications.

Attached EBS status checks
@ Attached EBS reachability check passed

[ Q Find alarms by name

) 1 ®

Name | state v |

Description | Metric name

| State reason

Figure 3: Status and reachability check for the EC2 instance

Details Status and alarms

Monitoring

Security Networking

Storage Tags

(@ CloudWatch agent metrics

The monitoring tab will now include metrics related to a single instance in the CWAgent namespace. If you want metrics that are emitted from the CloudWatch agent to be
displayed, include them in the CWAgent namespace.

@ Include metrics in the CWAgent namespace
Learn more [2

(O Alarm recommendations Q

CPU utilization (%) @

Percent

343 N —

1n

0

14:45 15:40

Network packets out (cou...® }
Count

56

28

o

14:45 15:40

( Configure CloudWatch agent ) ( Manage detailed monitoring )

( 1h 3h 12h 1d 3d 1w Custom ]( UTC timezone ¥ ]( C| v ) ( [2 Add todashboard ) } -

Network in (bytes) @

Bytes
1.65k
826

0

14:45 15:40

Metadata no token (count) ® :
No unit
1
05

o

14:45 15:40

Network out (bytes) @ : Network packets in (count) ®
Bytes Count
1.62k 6.2
810 31
o 0
14:45 15:40 14:45 15:40
CPU credit usage (count) @ CPU credit balance (count) ® :
Count Count
0335 — ~ o~ 289
0.168 145
0 0
14:45 15:40 14:45 15:40

Figure 4: The monitor tab of the EC2 instance depicts the various CPU and Network utilization.

¥ Security details
1AM Role

Security groups

I0) s9-095a44d7186c4e50d (harshpostgres)

¥ Inbound rules

Owner ID
I 250738637992

Launch time
Sun Dec 08 2024 07:57:33 GMT+0500 (Pakistan Standard
Time)

[ Q Filter rules

4

Name | Security group rule ID | Port range | Protocol | Source | Security groups
sgr-08c30855e0c2737be 5432 TCP 0.0.0.0/0 harshpostgres [2
sgr-0561600a6a24e46a8 22 TCP 0.0.0.0/0 harshpostgres [2

4 »

¥ Outbound rules

[ Q, Filter rules ) 1

Name | Security group rule ID | Port range | Protocol | Destination | Security groups

- sgr-07193daaff899674c All All 0.0.0.0/0 harshpostgres [2

Figure 5: The inbound and the outbound rules for the EC2 instance.




¥ Networking details info

Public IPv4 address
I5] 13.60.190.28 | open address [2

Public IPv4 DNS
[0 ec2-13-60-190-28.eu-north-1.compute.amazonaws.com |
open address [3

Subnet ID
IE) subnet-068728c323897b7d5 [4

Availability zone
I0) eu-north-1b

Use RBN as guest OS hostname

Private IPv4 addresses
[0 172.31.47.230

Private IP DNS name (IPv4 only)
[0 ip-172-31-47-230.eu-north-1.compute.internal

IPV6 addresses

Carrier IP addresses (ephemeral)

Answer RBN DNS hostname IPv4

eni-0dd2d6e629fe400b2

4

v Elastic IP addresses (0) info

I Disabled [0 Enabled
¥ Network Interfaces (1) info
(Q Filter network interfaces )
Interface ID | Deviceindex | Cardindex | Description | Public IPv4 address
0
o 0 0 - 13.60.190.28

( Q Filter Elastic IP addresses

)

Name

| Allocated IPv4 address

| Type | Address pool

No Elastic IP addresses are associated with this instance

VPCID
I3 vpc-067024280e6020f7d [2

Secondary private IPv4 addresses

Outpost ID

| Private IPv4 address | Private IPv4 DNS

172.31.47.230 ip-172-31-47-230.eu-... -

| Allocation ID

Figure 6: The network details showcase the public and the private IP of the EC2 instance.

Root device name
0 /dev/sda1

¥ Block devices

Root device type
EBS

( Q, Filter block devices

)

EBS optimization
enabled

Write throughput (KiB/s) ®

No unit No unit
126 M 124
6.32 61.8

0 0
14:45 15:45 14:45

Read operations (Ops/s) @® :

No unit

115

[

15:45 14:45

Write operations (Ops/s) ®

s \/\/—\/\ o

Volume ID [ Device name | Volume size (GiB) | Attachment status | Attachment time | Encrypted | KMS key ID
[ vol-0b9b43fa55a85a6a1 /dev/sdal 8 © Attached 2024/10/18 01:06 GMT+5 No -
4
Volume monitoring (1)
O Alarm recommendations Q [ 3h 1d 1w 1h ][ UTC timezone ¥ ](GI v) CL", Add to dashboard ) i 2
Stalled 1/0 Check ® : Average read latency (m...® : Average write latency (... @ : Read throughput (KiB/s) ®
No unit No unit No unit No unit
1 818 10 551k
05 4.09 5.02 275k
L ———————————— 0 0 0
14:45 15:45 14:45 15:45 14:45 15:45 14:45 15:45

Average queue length (... ®

Count

0.508

0

15:45 14:45 15:45

Figure 6: Representation of the EC2 instance’s root and volume privileges.




3.3.

Details about the Azure VM

Properties

Show data for : Last 24 hours
Health events O

2 events

[ Alerts

Performance and utilization

VM Availability (Preview)

Show more metrics (4)

Monitoring  Capabilities (7)

Azure outages O

No issues

Platform metrics  See all Metrics

PM UTC+05:00

B VM Availability Metric (Preview) (Min), har... |0

<

Recommendations (2) Tutorials

CPU (average)

Dec3 6AM

Percentage CPU (Avg), harshvm | 0.6797%
g (Avg),

ﬁ Disk bytes (total)

76.29Mi8

57.22Mi8

UTC+05:00

[ Disk Read Bytes (Sum), harshvm | 117.13MiB
[ Disk Write Bytes (Sum), harshvm | 1.74GiB

Figure 7: The monitoring tab of Azure VM shows the VM availability and the CPU usage etc.

Resources Recommendations (5)

‘ Filter for any field
Showing 1 to 8 of 8 records. D Show
D Name T

D '?.- HarshKCluster

(] B Harshvm

[ B8 HarshvM-ip-fec23e7b

D ‘. HarshVM-nsg

D 4> HarshVM-vnet

(J 8 harshvm143-fec23e7b

D & HarshvM_key

Type equals all X

hidden types O

[J & HarshvM_disk1_8a5d2a9ec01c488687797¢3af960eech

Location equals all X +7 Add filter

Type Ty

Kubernetes service
Virtual machine

Public IP address
Network security group
Virtual network
Network Interface

Disk

SSH key

| Nogroy
Location Ty
West US 2
West US 2
West US 2
West US 2
West US 2
West US 2
West US 2

West US 2

Figure 8: Resource Group shown consists of various important services of the VM available.




Subscription ID : da8ab216-38ed-4010-9d67-295848df4ffb
Directory : National College of Ireland (studentncirl.onmicrosoft.com)
Status : Active

Parent management group : 6edb49c1-bf72-4eea-8b3f-a7fd0a25b68c

Spending rate and forecast Costs by resource

aks-agentpool-32277925-vmss

]
5

Top products by number of resources Azure Defender coverage
\
L !
W
172 2 I 2 Azure Defender is not enabled for this subscription
v

Upgrade coverage
W resources

€21.38
100
31
0 7! aks-agentpool-322779aks-agent...
12/01 12/08 12/15 12/ 12/29 €2 92
Current cost % Forecast
€3927 /€170.88 s

Subscription name : Azure for Students

My role : Owner
Plan : Azure Plan
Secure Score : Not available

Top free services by usage O

Used within limit Limit exceeded Unused services
7 0 51
Service Usage

Load Balancer, Standard,

6.71/15(1 GB
Data Processed /15( )

Load Balancer, Standard,
Included LB Rules and 125.41 /750 (1 Hour)
Outbound Rules

Storage, Files, LRS Write

. 0.03 /1 (10K)

Operations

Storage, Files, LRS Data
1.22 /100 (1 GB/Month)

Stored

Storage, Files, Read

. 0.05 /4 (10K)

Operations

Networking, Data

0.01 /15 (1 GB;
Transfer Out (GB) 715( )

View all free services

Figure 9: The subscription services of the VM are privileged by the NCI.




3.4. Code and Setup

harsh [ ~ ]$ ssh -1 HarshVM key.pem harshazure@74.179.56.30
Welcome to Ubuntu 20.84.6 LTS (GNU/Linux 5.15.0-1074-azure x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Dec 8 15:59:05 UTC 2024

System load: ©.23 Processes: 130
Usage of /: 16.8% of 28.89GB Users logged in: %]
Memory usage: 5% IPv4 address for eth@: 10.0.0.4
Swap usage: 0%

* Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu. com/engage/secure-kubernetes-at-the-edge
Expanded Security Maintenance for Applications is not enabled.

44 updates can be applied immediately.
16 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

1 additional security update can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '22.04.5 LTS' available.
Run "do-release-upgrade’ to upgrade to it.

Last login: Fri Dec 6 10:00:00 2024 from 4.224.8.127
harshazure@HarshVM:~$
harshazure@HarshVM:~$ I

Figure 10: The first step of the process was to SSH into the HarshVM on the Azure side.
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harshazure@HarshVM:~$ 1s
total 101508

drwxr-xr-x
drwxr-xr-x

drwxrwxr-x
drwxr-xr-x

harshazure
root

harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure

harshazure@HarshVM:~$
harshazure@HarshVM:~$ I

harshazure
root

harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure
harshazure

4096
4096
4096
17069
220
3804
4096
4096
4096
4096
807
4096
e
208
4096
4096
4096
4096
103820392
104
909
1217
187
PEY
2263
1254
497

AWM

wwwww

OO OO WO WO WWEREWEREWU,M

10:26 .
05:50 ..

06:46
11:19

2020
06:46
06:11
06:52
06:45
05:56

2020
17:07
05:59
06:17
07:23
18:18
06:11
10:30
85:55
09:41
08:59
06:55
©9:19
©9:17
10:30
©9:30
09:31

dZUre

.bash_history
.bash_logout

.bashrc

.cache

.kube

.local

.minikube

.profile

.ssh
.sudo_as_admin_successful
.wget-hsts

abc

cri-dockerd

go

incoming
minikube-linux-amd64
nohup.out

pagila migration.log
postgres-deployment.yaml
postgres-pvc.yaml
postgres-secret.yaml
transfer.log
transfer_logging.sh
watch_incoming.sh

Figure 11: The illustration depicts the file records of the Azure VM repository.

& Switch to PowerShel

C Restart

® Manage files v

L§ New session

;,’7' Editor “‘

2 harshazure harshazure 4096 Dec 12 04:36 .
x 12 harshazure harshazure 4096 Dec 12 04:18 ..

- 1 harshazure harshazure 6101 Dec 12 04:20 authorized keys

Web preview

- 1 harshazure harshazure 1831 Dec 12 03:39 azure_to_aws_key

- 1 harshazure harshazure 405 Dec 12 04:36 azure_to_aws_key.pub
rw-r--r-- 1 harshazure harshazure 666 Dec 12 03:32 known_hosts
arshazure@HarshVM:~/.ssh$ cd ..

03 Settings v (?)

arshazure@HarshVM:~§ cat ~/.ssh/azure_to_aws_key.pub
5sh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCEh6+1U9E6p8xheqRXVTplwevlowi0OpDAXtnsAqROJX1Ks91BEDRNmOSioWMT2g0Bx/smgoQiivQekCeNuQx23jaGuuk3awbEKudWakViLlyaKzhyyoiaRpjXpIRULT
2j8G15t0dkUzSvh7NABE3s7TFJ5w6Xvf++2zRPHMEE2p+H4pc jAybeVmSmnwGKUeSuN1gbgMANIMWU1£naZ IWXEnTTrigT0xvtbvbjUxnsFvYXMDOXTiC+csW2JLvVo96WEVOpwU6v04+ATmjuys4461vUeUTByzailUtCh
I0g+9INzpq7jgZ6145nKRIB5V1IVEEX IngHeAWSNIq+LmXX3d ubuntufip-172-31-47-230
arshazure@HarshVM:~§ scp -i ~/.ssh/azure_to_aws_key ~/testdb.dump ubuntu€13.60.13.56:~/
estdb.dump
arshazure@HarshVM:~$

100% 843KB 735.9KB/s  00:01

Figure 12: Sending Testdb.dump file to AWS from Microsoft Azure



aws it | Q search [Option+S] B L4 @ @ reandv MSCCLOUD/x23107219@student.ncirlie ¥

® CloudShell @

eu-west-1 r

2 ubuntu ubuntu 4096 Oct 17 20:24 .cache
3 ubuntu ubuntu 4096 Nov 13 18:14
drwxrwxr-x 3 ubuntu  ubuntu 496 Nov 13 17:50 .kub
drwxrwxr-x 3 ubuntu  ubuntu 4096 Nov 13 18:37 .loce
-rw-r--r-- 1 ubuntu  ubuntu 807 Jan 6 2022 .profile
2 ubuntu ubuntu 4096 Dec 12 07:32 .ssk
-- 1 ubuntu  ubuntu 0 Oct 17 20:25 .sudo_as_admin_successful
-- 1ubuntu ubuntu 4622 Nov 13 18:43 azure-ssh-secret.yaml
1 ubuntu  ubuntu 0 Dec 12 04:18 azure_to_aws_key.pub
drwxrwxr-x 3 postgres postgres 4096 Oct 25 03:14 pagila
-rw-rw-r-- 1 ubuntu  ubuntu 598 Dec 12 03:18 pagila-data.sql
-rW-rw-r-- 1 ubuntu  ubuntu 186 Dec 6 10:18 pagila-functions.sql
-rw-rw-r-- 1 ubuntu  ubuntu 804 Dec 6 10:14 pagila-schema.sql
-rW-rw-r-- 1 ubuntu  ubuntu 995 Nov 13 18:45 scp-job.yaml
-rw-rw-r-- 1 ubuntu ubuntu 863675 Dec 12 06:23 testdb.dump

Figure 13: This Figure shows that AWS has received the Testdb.dump file.

[cloudshell-user@ip-10-134-54-168 ~]% ssh -i ~/harsh-ec2-keypair.pem ubuntu@13.60.156.235
The authenticity of host '13.60.156.235 (13.60.156.235)' can't be established.
ED25519 key fingerprint is SHA256:bUuY4DOIEStNCw/0o3aELhnuSblXoMHeZpYBysWNsGpQ.
This host key is known by the following other names/addresses:

~/.ssh/known_hosts:1: 51.20.4.4

~/.ssh/known_hosts:7: 16.171.5.198

~/ .ssh/known_hosts:8: 16.170.247.153

~/.ssh/known_hosts:9: 13.61.100.56

~/ .ssh/known_hosts:10: 13.60.29.134

~/.ssh/known_hosts:11: 16.170.245.206

~/ .ssh/known_hosts:12: 13.60.231.193

~/.ssh/known_hosts:13: 13.60.190.28
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '13.60.156.235" (ED25519) to the list of known hosts.
Welcome to Ubuntu 22.84.5 LTS (GNU/Linux 6.8.0-1019-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Dec 8 ©2:58:35 UTC 2024

System load: 1.38 Processes: 139

Usage of /: 64.3% of 7.57GB Users logged in: %}

Memory usage: 72% IPv4 address for ens5: 172.31.47.230
Swap usage: 2%

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.
24 updates can be applied immediately.
19 of these updates are standard security updates.

To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

New release "24.84.1 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Dec 8 ©2:58:36 2024 from 63.32.99.218
ubuntu@ip-172-31-47-230:~% |]

Figure 14: The figure shows the process of SSH into the ubuntu EC2 instance on the AWS side.




[Option+S] ® Jay ® i} Ireland ¥ MSCCLOUD/x23107219@student.ncirlie ¥

Expanded Security Maintenance for Applications is not enabled.

13 updates can be applied immediately.
8 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

New release '24.04.1 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

:14:18 2024 from 54.170.244.71
. ssh-keygen -t rsa -b 2048 -f ~/.ssh/aws_ec2_to_azure_vm_key

$ ssh-keygen -t rsa -b 2048 -f ~/.ssh/aws_ec2_to_azure_vm_key
Generating public/private rsa key pair.
/home/ubuntu/ . ssh/aws_ec2_to_azure_vm_key already exists.
Overwrite (y/n)? y
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/ubuntu/.ssh/aws_ec2_to_azure_vm_key
Your public key has been saved in /home/ubuntu/.ssh/aws_ec2_to_azure_vm_key.pub
The key fingerprint is:
SHAZ56: nmMai +LJ1BxRqC@t+8hddNzqFppIsDlej8dfKHNXNrA ubuntu@ip-172-31-47-230
The key's randomart image is:

Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

Figure 15: The figure shows RSA encryption with SHA 256

ubuntu@ip-172-31-47-230:~% 1s -a -1
total 72
drwxr-x--- ubuntu ubuntu 4096
drwxr-xr-x root root 4096 -

ubuntu ubuntu 7067 .bash_history
-rw-r--r-- ubuntu ubuntu 220 .bash_logout
-rw-r--r-- ubuntu ubuntu 3808 .bashrc

ubuntu ubuntu 4096

ubuntu ubuntu 4096

ubuntu ubuntu 4096

ubuntu ubuntu 4096 . a

ubuntu  ubuntu 807 .profile

ubuntu ubuntu 4096 .ssh
-rw-r--r-- 1 ubuntu ubuntu % .sudo_as_admin_successful
-rw-rw-r-- 1 ubuntu ubuntu 4622 azure-ssh-secret.yaml
drwxrwxr-x 3 postgres postgres 4096 pagila
-rw-rw-r-- 1 ubuntu ubuntu 186 pagila-functions.sql
-rw-rw-r-- 1 ubuntu ubuntu 804 pagila-schema.sql

-rw-rw-r-- 1 ubuntu ubuntu 995 scp-job.yaml
ubuntu@ip-172-31-47-230:~%
ubuntu@ip-172-31-47-230:~%

Figure 16: The above illustration depicts the file records of the AWS EC2 repository.



Q Search Optio (2] Q ® o3 Ireland ¥ MSCCLOUD/x23107219@student.ncirlie ¥

& CloudShell @

eu-west-1 +

D1459AQMUQZGJSYDH/E(VgaVNMJt(NOquISqJEd9vm0/ny921t\I(S(SanGTgfunnDRZVﬂl/10[r‘dFBuf4\0PkBmZuFlERPTHrrW(QwS?bOQTKoaVNquFgRZGlrXFbeswae)(KPl&VMAxd]Ay\36+g\ZADvSDkuvthﬂP906rZR ubuntu@ip-172-31-47-230
ubuntu@ip-172-3: 230:~8 ssh -i ~/.ssh/aws_ec2_to_azure_vm_key harshazure@74.179.56.30
Welcome to Ubuntu 20.04.6 LTS (GNU/Linux 5.15.0-1074-azure x86_64)

* Documentation: https://help.ubuntu.com
* Management https://landscape. canonical . com
* Support: https://ubuntu. com/pro

System information as of Thu Dec 12 07:27:07 UTC 2024

System load: 0.0 Processes: 14e
16.2% of 28.89GB  Users logged in:
5% IPv4 address for etho: w 0.0.4

Expanded Security Maintenance for Applications is not enabled.

45 updates can be applied immediately.
17 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

1 additional security update can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '22.04.5 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Thu Dec 12 07:23:30 2024 from 4.224.89.247
harshazure@HarshVM:~$ exit

logout

Connection to 74.179.56.30 closed.

ubuntu@ip-172-31-4 $

ubuntu@ip-172-31 230:~8 scp -i ~/.ssh/aws_ec2_to_azure_vm_key /var/lib/postgresql/db_backups/testdb.dump harshazure€74.179.56.30:~/

testdb.dump 100% 843KB 348.3KB/s  ©00:02
ubuntu@ip-172-31-47-230:~$ I

Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

Figure 17: The Figure shows the Testdb.dump file is sent to Microsoft Azure from AWS

Microsoft Azure Search resources, services, and docs (G+/) Copilot D& @O & ﬂni:'gmz@slug;r:mcn 5

Home

Search @ Advisor (1 of 2): Enable Trusted Launch foundational excellence, and modern security for Existing Generation 2 VM(s) —
K3 Overview .
@ (__Help me copy this VM in any region )
& Activity log . . ) _
& Connect ~ ' Restart [] Stop & Capture v [i] Delete () Refresh Open in mobile 27 Feedback [Z CLI/PS
A Access control (IAM)
@ Tags
2 Switch to PowerShell C' Restart > Manage files ' [§ Newsession ¢ Editor [ Web preview Settings v (7) Help Vv — 72 X

9 harshazure harshazure

1 harshazure harshazure

2 harshazure harshazure

1 harshazure harshazure H .sudo_as_admin_successful
1 harshazure harshazure : .wget-hsts

2 harshazure harshazure : abc

1 harshazure harshazure H aws_ec2_to_azure_vm_key
1 harshazure harshazure H azure_to_aws_key.pub

9 harshazure harshazure : cri-dockerd

3 harshazure harshazure : go

2 harshazure harshazure H incoming

1 harshazure harshazure :55 minikube-linux-amd64

1 harshazure harshazure H nohup.out

1 harshazure harshazure H pagila_migration.log

1 harshazure harshazure H postgres-deployment.yaml
1 harshazure harshazure H postgres—pvc.yaml

1 harshazure harshazure : postgres-secret.yaml

1 harshazure harshazure H testdb.dump

1
1

harshazure harshazure 120 transfer.log
harshazure harshazure : transfer_logging.sh
1 harshazure harshazure :31 watch_incoming.sh
arshazure@HarshvM:~$ |

Figure 18: This Figure shows that Microsoft Azure has received the Testdb.dump file.



GNU nano 4.8
=piVersion: apps/vl
kind: Deployment
metadata:

name: postgres

namespace: my-namespace
spec:

replicas: 1

selector:

matchlLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
containers:
- name: postgres

image: postgres:13
ports:
- containerPort: 5432

env:
- name: POSTGRES_USER
valueFrom:
secretKeyRef:
name: postgres-secret
key: postgres-user
- name: POSTGRES_PASSWORD
valueFrom:
secretKeyRef:
name: postgres-secret
key: postgres-password
- name: POSTGRES_DB
value: "pagila"

Figure 19: File contents of the postgres-deployment.yaml on the nano editor.

Welcome

PgAdmin
Management Tools for PostgreSQL
Feature rich | Maximises PostgreSQL | Open Source

pgAdmin is an Open Source administration and management tool for the PostgreSQL database. It includes a graphical administration interface, an SQL query tool, a procedy
debugger and much more. The tool is designed to answer the needs of developers, DBAs and system administrators alike

Quick Links
D B
@D
— (o
Add New Server Configure pgAdmin
Getting Started

J) [\ o®e
p . = 225

PostgreSQL Documentation pgAdmin Website Planet PostgreSQl Community Support




Figure 20: This figure shows Postgres setup for use

ubuntu@ip-172-31-47-230:~/pagila$ 1s -a -1
total 333438
drwxrwxr-x
drwxr-x---
drwXxrwxr-x
-r'W-rw-r--
-rw-rw-r--
-rw-rw-r--

postgres postgres 4996 Oct

ubuntu ubuntu 4096 Dec

postgres postgres 4996 Oct

postgres postgres 1100 Oct

postgres postgres 8277 Oct - README .md

postgres postgres 662 Oct . docker-compose.yml

postgres postgres 4903550 Oct - pagila-data-yum-jsonb.sql
postgres postgres 3310905 Oct - pagila-data.sql

postgres postgres 5334015 Oct - pagila-insert-data.sql

postgres postgres 7628155 Oct - pagila-insert-data_apt-jsonb.sqgl
postgres postgres 5024678 Oct - pagila-insert-data_yum-jsonb.sql

-r'W-rw-r--
-r'W-rw-r--
-r'W-rw-r--
-rW-rw-r--
-r'W-rw-r--
-r'W-rw-r-- a-sc gram.
-rw-rw-r-- 1 postgres postgres 1812 Oct : pagila-schema-jsonb.sql
-rw-rw-r-- 1 postgres postgres 52422 Oct - pagila-schema.sql
ubuntu@ip-172-31-47-230:~/pagila$ I

postgres postgres 331269 Oct - I la-schema-di png

3
8
8
1
1
1
-rw-rw-r-- 1 postgres postgres 7508866 Oct - pagila-data-apt-jsonb.sql
1
1
1
1
1
1
1

Figure 21: File contents of the Pagila sample database and their privileges.

3.5. Kubernetes Service Details

A Essentials JSON|

Resource group : MyResourceGroup Kubernetes version :1.20.10
Power state : Running AP server address : harshkcluster-dns-aulmzOut hcp.westus2.azmkgs.io
Cluster operation status : Succeeded Network configuration : Azure CNI Overlay
Subscription Azure for Students Node pools : 1 node pool
Location West US 2 Container registries Attach a registry
Subscription ID dagab216-38ed-4010-9d67-2958480f4ffb
Tags (edit) Add tags
Get started Properties Monitoring Capabilities (5) Recommendations (3) Tutorials
5 Kubemetes services @ Networking

Encryption at-rest with a platform-managed key harshkcluster-dns-aulmz0ut hcp.westus2.azmk8s.io

Virtual node pools Not enabled Azure CNI Overlay
10.244.00/16
) Node pools 10.0.00/16
1 node pool 100010
1299 Not enabled
Standard_DS2_v2 Network Polic None
Load balancer Standard
Private cluster Not enabled
12910 Not enabled
patch vay ingress controller  Not enabled

Every week on Sunday (recommended)
Node Image

Every week on Sunday (recommended) Not enabled
Local accounts with Kubernetes RBAC

Enabled

Not enabled

Figure 22: The details of the Kubernetes service setup for the Azure file reception and its essentials.



Getstarted  Properties itori Capabilities () Reco fons (3)  Tutorials

@ Upgrade your cluster monitoring with Container Insights for logs and Managed Prometheus for metrics. Leam more (7 X
Pods
Pending Failed Running Succeeded Unknown

a0 o0 ©23 00 e0

(( show data for : Last 24 hours )
> Alerts
v Performance and utilization

Platform metrics ~ See all Metrics & View Grafana workspaces

Node pool CPU (max) = Node pool network in (max) b Node pool network out (max) b

6AM 120M UTC+05:00

SAM  120M UTC405:00 sAM  129M UTC405:00
I entpool | —

HasnkOusr Harnuser

15« 15me 1414

Figure 23: The monitoring tab of the Kubernetes service tracks the status of the Pods and their
usage.

Node pools  Nodes

Node pools provide space for applications to run. Node pools of different types can be added to the cluster to handle a variety of workloads, existing node pools can be scaled and upgraded, or
node pools that are no longer needed can be deleted. Each node pool will contain nodes backed by virtual machines. Learn more about node pools o

Autoscale events Autoscale warnings O Scale-up not triggered ®

0 a0 (i X0J
Node pool Provisioning state @ Power state @ Scale method Target nodes © Ready nodes © Autoscaling status © Mode Operating system
agentpool Succeeded Running Autoscale 2 2 @ No scale activity System Ubuntu Linux

Figure 24: The details of the Node Pool activated and used for the file migration services.

ode pools Nodes

Nodes represent virtual machines that run application workloads. They are defined and controlled as part of node pools. To add, remove, or update no
belongs to should be updated instead of editing the nodes directly. Learn more about node pools f

Iter by node name Filter by node pool name

Enter the full node name ‘ ‘ Enter the full node pool name ‘ Y Add label filter

Node Status © cru @ Memory @
aks-agentpool-32277925-vmss000000 @ Ready | 9% _— 3299
aks-agentpool-32277925-vmss000001 @ Ready | 9% _— 33%

Figure 25: The list of Nodes involved in the Kubernetes Pool count.




3.6. Supporting Migration Code

Figure 26: Code to load and preprocess historical data for CPU, memory, transaction, and network
metrics in preparation for live migration analysis.

Code Section Description

Import required libraries: pandas, numpy, Prophet, and
import statements matplotlib.

Load data from CSV files for CPU, memory, transactions, and
pd.read _csv() network usage.

Define a function to prepare data by renaming columns and
preprocess_data() parsing timestamps.

Preprocess each dataset using preprocess_data function for
cpu_df to network df analysis.




Figure 27: Code to predict system activity levels and determine the optimal migration time for non-
web applications using Prophet forecasting.

Code Section

Description

combined_df

Combine CPU, memory, transaction, and network metrics into a
single DataFrame.

Averaging metrics

Compute the average of all metrics for balanced analysis.

Prophet model

Initialize and fit the Prophet model with daily and weekly
seasonality settings.

Future DataFrame

Create a future DataFrame for predictions over a specified period
(48 hours).

Optimal migration time

Calculate the time with the lowest predicted activity level
(yhat_scaled).

Forecast plot

Plot the predicted system activity over time.




3.7. Migration Sample Files of Database
(

SERIAL PRIMARY KEY,
VARCHAR
> VARCHAR :
TIMESTAMP DEFAULT

(

SERIAL PRIMARY KEY,
VARCHAR
TEXT,
INT,
INT -
INT DEFAULT
NUMERIC DEFAULT

NUMERIC(S, DEFAULT
TIMESTAMP DEFAULT

INT
INT

TIMESTAMP DEFAULT

PRIMARY KEY

Figure 28: Schema for managing actor-film relationships, including actor details, film metadata,
and many-to-many associations.

Schema Element Description

Stores actor information with fields for ID, first name, last name,
actor Table and timestamp.

Stores film details including title, description, release year,
film Table language, and pricing.

Junction table linking actors to films, enabling a many-to-many
film_actor Table relationship.

last update Columns Tracks the last modification timestamp for all tables.




Figure 29: Sample data insertion for actors, films, and their associations to demonstrate the Pagila

schema functionality.

Code Section

Description

actor Table Inserts

Adds sample actors with their first and last names.

film Table Inserts

Adds sample films with details like title, description, year,
language, and length.

film_actor Table Inserts

Links actors to films through actor IDs and film IDs for a many-
to-many relationship.

Figure 30: Demonstration function to retrieve the total number of films in the database using a
SQL query.




Code Section Description
CREATE OR REPLACE
FUNCTION Defines or updates a function named get_film_count.
RETURNS INT Specifies the function returns an integer value.
SELECT COUNT(*)
FROM film Counts the total number of entries (films) in the film table.
Declares that the function uses SQL as its programming
LANGUAGE SQL language.
References

1. Pagila Sample Database found at https://github.com/devrimgunduz/pagila
PostgreSQL used in both the Azure and the AWS cloud cli and installed using
https://www.postgresqgl.org/

CRIU usage and installation guide for the tar file https://criu.org/Main_Page

4. Docker installation using the ubuntu from the official site https://www.docker.com/
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