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1 Introduction 

This document manual describes requirement, deployment instructions for Data secur- 
ity using hybrid cryptography approach of ChaCha20-Poly1305 and AES mechanism on 
Aws and Azure Cloud, Also providing direction for the methodical procedures needed to 
properly create, operate, test, or reproduce the project. The remaining sections of the 
whole document are divided into the following sections Module 2 specifies the configur- 
ation of the system, Module 3 Libraries needed, Module 4 Database Tables, Module 5 
Implementation of Hybrid Encryption technique, Module 6 Cloud Deployment. 

 

2 System Configuration 

These are the minimum hardware requirements for the system setup and execution. 

 

2.1 Hardware Configuration 

 

Hardware Details 

Processor AMD Ryzen 5 3550H with Radeon Vega Mobile Gfx     
2.10 GHz 

RAM 16 GB DDR4 

OS Windows 10 Pro 64-bit 

System Laptop 

Hard Disk 1 TB HDD 

Table 1: System Specifications 
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2.2 Software Configuration 
 
 

 

 

 
 

Table 2: System Specifications 

 

3 Environment Setup 
3.1 Installing Visual Studio 2022 

1. Download Visual Studio 
(a) Visit the official Visual Studio download page: Visual Studio Download Page. 
(b) Click on download Visual Studio. 
2. Install Visual Studio (a) Run the downloaded installer. 
(b) Select workloads based on this project. 
(c) Click install and wait for the process to complete. 

The environment setup starts of with the requirements.txt file which contains all the 
libraries present for the script to run properly. 

 

Figure 1: Requirements.txt 

 
The implementation starts with importing all the libraries in python to do the hashing 

and encryption for us, hence are imported at the start of the project. 

Software Version/Name 

Programming Lang. Python 3.12.1 

Other Software Visual Studio Code 1.95.3 

Encryption types AES+ChaCha20-Poly1305 
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Figure 2: Libraries listed 

 

 

4 Implementation 
 

After opening the folder and navigating to the application.py file to find for the new 
users to signup or login. 

 
 

 

Figure 3: Login Credentials of the User 
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Post login a sqlite database is created for the u s e r  c re de n t ia l s  a n d  encrypted data 
to be stored. 

 

Figure 4: Database 

 

 
On registering, the user is redirected to the input data page, where the user can 

input their sensitive data and the algorithm encrypts the data and the user receives the 
decryption key via email. 

 

The Encryption logic used is AES and ChaCha20. The AES is leveraged with the 
CFB mode and a static vector the data is re-encrypted the AES ciphertext using a 
static key of ChaCha20 and a nonce.  

 

The final product is encoded with ChaCha20 ciphertext and the AES key. 

 

The system also uses a CI/CD pipeline to streamline deployment and 
development in AWS and by also leveraging Codebuild, CodeRun and CodeDeploy.  

On the other hand the system is also deployed on Azure for better performance 
comparisons. 
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Figure 5: Working Pipeline of the Project in AWS 

 

Figure 6: Azure Deployment 

 
 
 
 
 
 

 



8  

5 Evaluation 
The results are based on the user input data and randomized to encrypt the data. the 
performance metrics calculated in this are the avalanche score and encryption and de 
cryption times. The table below shows the encryption and decryption times in both the 
clouds. 

 

 

Figure 7: User adding his healthcare data on web portal 
 

 

Figure 8: Encryption Scheme 



9  

 

Figure 9: Encryption Process 

 

 

Figure 10: Decryption Scheme 

 

The Decryption page looks something like this, while the backend performs process and decrypts 
the data for the user. 
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Figure 11: Decryption Process 

 

 

The encryption and decryption times in the cloud are as follows; 

 

      

 

Figure 12: Time metric in AWS     Figure 13: Time metric in Azure 
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The avalanche score is also calculated to test the strength of the algorithm. 

The decryption key when uploaded and successfully reveals the data, the decryption 
time is shown along with the user’s health Status. The script for calculating the score is  

 

 

Figure 14: Avalanche Score 
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