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1 Introduction

This document serves as a comprehensive guide to perform a successful reproduction
and configuration of the tools and technology utilized in the course of implementing this
project with reference to the code artifact and online documentation were necessary.
Considerate effort has been put into calling out possible issues encountered with setup
and remediation steps taken to easy next reproduction of steps.
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2 Setup Prerequisites

For the scope of this project, certain versions of tools and platforms have been utilized.
While it might not be mandatory, it is recommended that the same versions are used
were necessary for best results and to avoid configuration mishaps.

Table 1: Azure Kubernetes Cluster

Component Type/Version

Compute Instance | Virtual Machine Scale Sets
Operating System | Ubuntu Linux
Orchestration Tool | Kubernetes (Version 1.29.9)
Container Tool ContainerD (Version 1.6.26)




Table 2: VMSS / Node Specification

vCPU 2 vcores
Memory 7 GB

Node VM Size | StandardpS2,2
OS Type Ubuntu Linux
Cost of services | $0.146/Hour

3 Azure Kubernetes Cluster

As a prerequisite to all configurations in this project, it is expected that you already have
at least contributor access to the Azure Kubernetes cluster.

3.1 Install AZ CLI

Azure CLI is available for download and installation for any of your preferred environ-
ments (Windows, macOS and Linux environments). This can be accessed at |Azure CLI
Installation Guide

3.2 Deploy AKS Cluster

Sign into Azure CLI Use the following command to sign into your Azure account:

az login

Set Subscription Context Set the subscription context to your subscription:

az account set --subscription <sub name or id>

Create AKS Cluster Run the following command to create the AKS cluster:

az aks create \

--resource-group <resource-group-name> \
--name <aks-cluster-name> \

--node-count <number-of-nodes> \
--node-vm-size <vm-size> \
--generate-ssh-keys \
--kubernetes-version 1.29.9 \
--network-plugin azure

3.3 Install Kubectl, Docker and Helm Chart

Most of the deployments in the cluster are deployed using Helm as the package manager.
Docker is needed for build the Java app and Kubectl is required to run commands against
cluster. Official guides for installation of these can be followed for installation based on
Operating system.

e Kubectl: https://kubernetes.io/docs/tasks/tools/

e Docker: https://docs.docker.com/engine/install/
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https://learn.microsoft.com/en-us/cli/azure/install-azure-cli
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli
https://kubernetes.io/docs/tasks/tools/
https://docs.docker.com/engine/install/

e Helm: https://helm.sh/docs/intro/install /

3.4 Nodes and Namespace configuration

Create dedicated nodes for different parts of the cluster along with corresponding namespaces.
Three user node pools can be created alongside three namespaces. The system node pool
is specifically reserved for native Kubernetes operational workloads.

Table 3: Cluster workload Recommended Mappings

Node pool | Namespace
appnodel appnode
idmsnodel | idmsnode
monitoring | monitoring

Defining scoped nodes and namespaces ensures proper grouping of workloads within the
cluster, leveraging node selectors and namespace parameters for deployment manage-
ment. User nodes can be created via kubectl or via the Azure portal using the system
specifications in

4 Java SpringBoot Application

4.1 Integration and setup

Configuration prerequisites include:
e Realm Name
e Client ID

e Client Secret

Include the necessary dependencies for 0Auth2 and Keycloak in your pom.xml:

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-oauth2-client</artifactId>

</dependency>

<dependency>
<groupIld>org.keycloak</groupId>
<artifactId>keycloak-spring-boot-starter</artifactId>
<version>26.0.6</version>

</dependency>

Create a security configuration class to enable OAuth2-based authentication. This handles
the connectivity to Keycloak and redirects users for login in /Java Springboot App/src/main/java/cc


https://helm.sh/docs/intro/install/

@Configuration
@EnableWebSecurity
public class SecurityConfig A

@Bean
public SecurityFilterChain securityFilterChain (HttpSecurity
http) throws Exception {

http
.cors(AbstractHttpConfigurer::disable)
.csrf (AbstractHttpConfigurer::disable)
.authorizeHttpRequests(req -> req
.requestMatchers (AntPathRequestMatcher.antMatcher
("/*%x")) .permitAll ()
.anyRequest ()
.authenticated ()
)

.sessionManagement (session -> session
.sessionCreationPolicy(SessionCreationPolicy.
STATELESS)) ;

return http.build () ;

4.2 Push App to Docker or Azure Container Registry

Build the Docker image

docker build -t <your-dockerhub-username>/java-spring-app:vi

Push the Docker image to a container registry

docker push <your-dockerhub-username>/java-spring-app:vi

Creating the Application in the Kubernetes Cluster

The Deployment manifest file can be found in /yamls/java-app-deployment.yml.
Update your docker image and selector. Also set Environment variable values to match
Keycloak deployment.

apiVersion: apps/vl
kind: Deployment

metadata:
name: java-app
labels:
app: java-app
spec:

replicas: 2
selector:



matchlLabels:
app: java-app
template:
metadata:
labels:
app: java-app
spec:
containers:
- name: java-app
image: <your-dockerhub-username>/java-spring-app:vl
ports:
- containerPort: 8080
env:
- name: iam.integration.keycloak.url
value: "http://<keycloak-host>/"
- name: iam.integration.keycloak.client-id
value: "<ClientID>"
- name: iam.integration.keycloak.realm
value: "<realm name>"
- name: iam.integration.keycloak.username
value: "admin"
- name: iam.integration.keycloak.password
value: "adminpassword"
- name: iam.integration.keycloak.client-secret
value: "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

The Service manifest file can be found in /yamls/java-app-deployment.yml

apiVersion: vi
kind: Service
metadata:
name: java-app-service
spec:
selector:
app: java-app

ports:
- protocol: TCP
port: 80

targetPort: 8080
type: LoadBalancer

Confirm Java App Pod and Service in AKS

kubectl get pods -n appnode
kubectl get svc -n appnode



5 Identity Management System

5.1 Keycloak Installation

This configuration should get Keycloak up and running for a development use case. A full
list of Bitnami Helm chart parameters for Keycloak can be found on [Bitnami’s GitHub
repository.

helm install keycloak bitnami/keycloak \
--namespace idmsnode \

--set service.type=LoadBalancer \

--set auth.adminUser=admin \

--set auth.adminPassword=<securepassword> \
--set nodeSelector.agentpool=idmsnodel \

--set replicaCount=3 \

--set persistence.enabled=true \

--set persistence.size=10Gi \

--set postgresql.enabled=true \

--set postgresql.postgresqlUsername=admin \
--set postgresql.postgresqlPassword=<securepassword> \
--set postgresql.postgresqlDatabase=keycloak \
--set resources.requests.cpu=500m \

--set resources.requests.memory=1Gi \

--set resources.limits.cpu=1 \

--set resources.limits.memory=2Gi

Confirm the pods, Service and Persistent Volume Claim deployment in AKS

kubectl get pods -n idmsnode
kubectl get svc -n idmsnode
kubectl get pvc -n idmsnode

ezekielayandaPEzekiels—MacBook-Air bin % kubectl get pods —-n idmsnode
READY STATUS RESTARTS AGE
1/1 Running ] 13h
1/1 Running 13h
keycloak-postgresql-8 1/1 Running ] 13h
ezekielayanda@Ezekiels-MacBook-Air bin % kubectl get sve -n idmsnode
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(8) AGE
keycloak LoadBalancer 10.9.182.218 4.209.42.13 8@:38811/TCP 17d
keycloak-headless ClusterIP None <none> B@se/TCP 17d
keycloak-postgresql ClusterIP 108.0.28.88 <none> 5432/TCP 17d
keycloak-postgresql-hl ClusterIP None <none> 5432/TCP 17d
ezekielayandaREzekiels-MacBook-Air bin % kubectl get pvec -n idmsnode
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS VOLUMEATTRIBUTESCLASS ABE
data-keycloak-postgresql-@ Bound pvec-86d7d6c5-dbb@—4fcf-B988-ca73c531848b BG1 RWO default <unset> 17d
ezekielayandaPEzekiels-MacBook-Air bin %

Figure 1: Keycloak pods, services and Persistent Data Volume for Postgresql

Obtain and verify Keycloak admin password

kubectl get secret keycloak -n idmsnode -o jsonpath="{.data.admin-password}"
| base64 --decode


https://github.com/bitnami/charts/tree/main/bitnami/keycloak
https://github.com/bitnami/charts/tree/main/bitnami/keycloak

Keycloak Admin console can be accessed over the internet with the External IP or via
port Forwarding.

(1 & NotSecure 4.209.42.13

(WIAKEYCI

Sign in to your account

Username or email

Password

Sign In

Figure 2: Keycloak Admin Console Login page

Enable Autoscaler for Keycloak which will be working with Infinspan to on-boarding new
instances into the cache cluster. (Minimum replicacount to enable Keycloak clustering is
2). Update this in the value.yaml file

autoscaling:
enabled: true
minReplicas: 2
maxReplicas: 3
targetCPU: 80
targetMemory: 80

Run helm update to update helm deployment with new parameters

helm upgrade keycloak bitnami/keycloak -f values.yaml -n idmsnode

5.2 Clustering configuration

To enable Keycloak for clustering, distributed cache management has to be enabled and
Node discovery set.

Configure Distributed Caching with Infinispan by enabling caching and cache stack in
values.yaml:



cache:

enabled: true
stackFile: ""
stackName: kubernetes

extraknv:

keycloak:

— name: KC_CACHE
value: kubernetes

- name: KC_CACHE_STACK
value: ispn

This can also be added into the keycloak-env-vars config file

kubectl edit configmap keycloak-env-vars -n idmsnode

KEYCLOAK_CACHE_STACK: kubernetes
KEYCLOAK_CACHE_TYPE: ispn

Node Discovery by Enabling JGroups

Add to values.yaml to configure node discovery. (JGROUPS_BIND_PORT range can be
flexible)

- name: JGROUPS_BIND_PORT
value: "17900-18000"

- name: JGROUPS_BIND_ADDR
valueFrom:

fieldRef:

fieldPath: status.podIP
- name: JGROUPS_STACK
value: '"kubernetes"

With a successful configuration, clustering activity can be verified through the logs of
any instance, preferably the first one.



P024-11-29 ©7:12:22,120 INFO [org.infinispan.LIFECYCLE] (jgroups-6,keycloak-1-21660) [Context=clientSessions] ISPN1@@@@2: Starting rebalance with members [keycloak-¢
D_WRITE_ALL, topology id 14
P024-11-29 07:12:22,130 INFO [org.infinispan.LIFECYCLE] (jgroups-5,keycloak-1-21660) [Context=clientSessions] ISPN16001@: Finished rebalance with members [keycloak-¢

P024-11-29 07:12:22,265 INFO [org.keycloak.broker.provider.AbstractIdentityProviderMapper] (main) Registering class org.keycloak.broker.provider.mappersync.ConfigSy
P024-11-29 07:12:22,298 INFO [org.infinispan.LIFECYCLE] (jgroups-10,keycloak-1-21660) [Context=loginFailures] ISPN16@0@2: Starting rebalance with members [keycloak-¢
D_WRITE_ALL, topology id 15

P024-11-29 07:12:22,346 INFO [org.infinispan.LIFECYCLE] (jgroups-10,keycloak-1-21660) [Context=loginFailures] ISPN100010: Finished rebalance with members [keycloak-¢

P024-11-29 07:12:22,412 INFO [org.infinispan.LIFECYCLE] (jgroups-10,keycloak-1-21668) [Context=offlineClientSessions] ISPN1@@@@2: Starting rebalance with members [kdg
READ_OLD_WRITE_ALL, topology id 16
:12:22,417 INFO [org.infinispan.LIFECYCLE] (jgroups-10,keycloak-1-21660) [Context=offlineClientSessions] ISPN10@@1@: Finished rebalance with members [kdg

12:22,458 INFO [org.infinispan.LIFECYCLE] (jgroups-5,keycloak-1-21660) [Context=offlineSessions] ISPN10@@@2: Starting rebalance with members [keycloak:
D_WRITE_ALL, topology id 16
P024-11-29 07:12:22,467 INFO [org.infinispan.LIFECYCLE] (jgroups-5,keycloak-1-21660) [Context=offlineSessions] ISPN160010: Finished rebalance with members [keycloak:

12:22,514 INFO [org.infinispan.LIFECYCLE] (jgroups-5,keycloak-1-21660) [Context=sessions] ISPN10@@@2: Starting rebalance with members [keycloak-0-15464
_ALL, topology id 14
INFO [org.infinispan.LIFECYCLE] (jgroups-5,keycloak-1-21660) [Context=sessions] ISPN10@01@: Finished rebalance with members [keycloak-0-15464
INFO [org.infinispan.LIFECYCLE] (jgroups-10,keycloak-1-21660) [Context=work] ISPN10@@@2: Starting rebalance with members [keycloak-0-15466,
L, topology id 15
:12:22,577 INFO [org.infinispan.LIFECYCLE] (non-blocking-thread--p2-t1) [Context=work] ISPN1@@@1@: Finished rebalance with members [keycloak-8-15466, kdg
:12:22,971 INFO [org.keycloak.connections.infinispan.DefaultInfinispanConnectionProviderFactory] (main) Node name: keycloak-1-2166@, Site name: null
:12:26,142 WARN [io.agroal.pool] (main) Datasource '<default>': JDBC resources leaked: 3 ResultSet(s) and @ Statement(s)
:12:26,547 INFO [io.quarkus] (main) Keycloak 26.8.6 on JVM (powered by Quarkus 3.15.1) started in 22.9@6s. Listening on: http://0.0.0.0:8080
:12:26,548 INFO [io.quarkus] (main) Profile dev activated.
:12:26,548 INFO [io.quarkus] (main) Installed features: [agroal, cdi, hibernate-orm, jdbc-postgresql, keycloak, narayana-jta, opentelemetry, reactive-
kt-propagation, vertxl]
WARN [org.keycloak.quarkus.runtime.KeycloakMain] (main) Running the server in development mode. DO NOT use this configuration in production.
bzekielayanda@Ezekiels-MacBook-Air bin % kubectl get pods -n idmsnode
READY STATUS RESTARTS AGE
/1 Runnina a 31m
1/1 Running @ 2m41s
eycloak—-postgresql-@ Bl7/aC Running ] 94m

Figure 3: Cluster info from Infinispan in Keycloak pod logs

5.3 JavaScript Provider configuration

Ability to build custom scripts require the scriptsv2 feature, which is part of the preview
feature. This needs to be added to the environment variable of Keycloak and initiated
upon pod startup.

Edit ConfigMap

kubectl edit configmap keycloak-env-vars -n idmsnode
Add in either --features=scripts or ---features=scripts and save ConfigMap

The values.yaml file is also updated with preview and SPI enabling.

- name: KC_SPI_POLICY_JS_ENABLED
value: '"true"

- name: KC_FEATURES

value: ‘'"preview"

Prepare the JavaScript policy and Meta in a folder following the structure
META-INF/keycloak-scripts. json

script-example-policy. js

Copy the folder from local machine to providers folder in the keycloak server
kubectl cp ./script-example-policy \
idmsnode/keycloak-0:/opt/bitnami/keycloak/providers

Connect into console of the Keycloak server

kubectl exec -it keycloak-0 -n idmsnode —-- bash

Compress the folder to a . jar file



cd /opt/bitnami/keycloak/providers/
jar cvf script-example-policy.jar -C script-example-policy

Initiate a Build for the .jar file
./opt/bitnami/keycloak/bin/kc.sh build

Restart Keycloak in Development mode and redirect port to avoid issues with utilized
port

/opt/bitnami/keycloak/bin$ kc.sh start-dev --http-port=8082

Perform a port forwarding to access the Keycloak over the browser

kubectl port-forward pod/keycloak-0 8081:8081 -n idmsnode

Ensure to enable ” Authorization” in client settings for policy settings to be visible.

= @IKEYCLO

Clients > Create client
Keycloak

master Create client
Clients are applications and services that can request authentication of a user.

1 General settings Client authentication o ©n

®
. ility config

Authorization ) On

3 Login settings o
Authentication flow Standard flow ® Direct access grants ®

.| Implicit flow @ Service accounts roles ®
OAuth 2.0 Device Authorization Grant @

] OIDC CIBA Grant ®

Configure

Realm settings
Authentication
Identity providers

User federation

Figure 4: Authorization Toggle in Client Settings

Custom Policy will be accessible in policies under clients’ configuration
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@EKEYCI

> > Poliey details

CA_Policy

CA_Policy

Description

var userRole = user.getFirstAttribute("role”) || "default";

var userLocation = user.getFirstAttribute("location"} || "unknown';

var userPrioritylevel = user.getFirstAttribute("priority level”) || “low';

var userGeo = user.getFirstAttribute("geo") || "unknown";

var userActiveSession = user.getFirstAttribute("active_session”) || "inactive";
var userEmail = user.getEmail() || "unknown";

var currentWorkload = realm.getAttribute("current_workload") || “6";
var predictedWorkload = realm.getAttribute("predicted workload") || "8";
var resourcePriority = resource.getAttribute("priority") || "normal";

currentorkload = parsefloat(currentworkload) ;
predictedWorkload = parseFloat (predictedWorkload);

var weights = { role: ©.4, location: 0.3, workload: .3 };
var contextThreshold = @.7;
var highPriorityThreshold = 0.9;

var roleScore = 0.5;

if (userRole === "Manager") rolescore = 1;

else if (userRole "Doctor”) rolescore = 0.8;
else if (userRole === "Frontline") rolescore = 0.6;

var locationScore = 0.5;

if (userlocation === "Dublin") locationScore = 1;

else if (userLocation agos") locationScore = 8.6;
else if (userLocation allas") locationScore = 0.7;
else if (userLocation okyo") locationScore = 0.6

Figure 5: Custom Policy in Keycloak

6 Time Series Monitoring

6.1 Prometheus

In the terminal add the Helm repository for Prometheus and update repository

helm repo add prometheus-community \
https://prometheus-community.github.io/helm-charts
helm repo update

Install the downloaded chart to accurate node and namespace

helm install prometheus prometheus-community/prometheus \
--namespace monitoring \
--set nodeSelector.node=monitoring

Get the services in namespace and expose the Prometheus-server port
kubectl get svc -n monitoring

kubectl expose service prometheus-server \
--type=NodePort \

--target-port=9090 \

--name=prometheus-server-ext \

-n monitoring

Forward port to be accessible locally and access over the Browser: https://127.0.0.1:9090

kubectl port-forward svc/prometheus-server-ext 9090:80 -n monitoring
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https://127.0.0.1:9090

0 e 127001

Q Prometheus

Targets
All scrape pools ~ Al Unhealthy Collapse All

show less.

Endpoint Labels

instance="52.146.154.20:443" |job="kubernetes-apiservers®

Discovered labels:

Scrape

Last Scrape Duration  Error

20.762s ago 214.152ms

_address_="52.146.164.29:443"
__meta_kubernetes_endpoint_port_name="https"
_meta_kubernetes_endpoint_port_protoc

_meta_kubernetes_endpoint_rea

_meta_kubernetes_endpoi

ibelpresent_endpointslice_kubernetes_i

me="kubernetes"

_meta_kubernetes_namespace="default"

_meta_kubernetes_service_label_component="apiserver"
_meta_kubernetes_service_label_provider="kubernetes"
_meta_kubernetes_service_labelpresent_component="true"
_meta_kubernetes_service_labelpresent_provider="true"
_meta_kubernetes_service_name="kubernetes"

showless.

Figure

6: Prometheus Portal

Live metrics can be viewed at https://<ipexposed:port>/metrics.

@ 127.0.01

s LIISUS_ Ll YL a0l GPT_puU Ll LUaus_ (Uta L Cuniier
prometheus target_scrape_pool_reloads_total @

# HELP prometheus_target_scrape_pool_symboltable_items Curre
# TYPE prometheus_target_scrape_pool_symboltable_items gauge
prometheus_target_scrape_pool_symboltable_items{scrape_jo
prometheus_target_scrape_pool_symboltable_i

prometheus target scrape_| pool symbnltable items{scrape
prometheus_target_scrape_pool_symboltable_items{scrape_jo
prometheus_target_scrape_pool_symboltable_items{scrape
prometheus_target_scrape_pool_symboltable_
prometheus_target_scrape_pool_symboltable_.
prometheus_target_scrape_pool_symboltable_.
prometheus_target_scrape_pool_symboltable_items{scrape_jo

# HELP prometheus_target_scrape_pool_sync_total Total number
# TYPE prometheus_target_scrape_pool_sync_total counter

nt number of symbols in table for this scrape pool.

kubernetes—-apiservers"} @
kubernetes-nodes"} @
kubernetes-nodes—cadvisor"} @
kubernetes-pods"} @
kubernetes—pods-slow"} @
kubernetes—-service-endpoints"} @
kubernetes-service-endpoints-slow"} @
kubernetes-services"} @

prometheus"} @
prometheus—pushgateway"} @

of syncs that were executed on a scrape pool.

prometheus_target_scrape_pool_sync_total{scrape_job
prometheus_target_scrape_pool_sync_total{scrape_ job
prometheus_target_scrape_pool_sync_total{scrape_job
prometheus_target_scrape_pool_sync_total{scrape_job
prometheus_target_scrape_pool_sync_total{scrape_job
prometheus_target_scrape_pool_sync_total{scrape_job
prometheus_target_ scrape pool_sync_ total{scrape job

prometheus_target_scrape_pool_sync_total{scrape

'kubernetes-apiservers"} 59
'kubernetes-nodes"} 59
'kubernetes-nodes-cadvisor"} 59
'kubernetes-pods"} 59
"kubernetes-pods-slow"} 59
'kubernetes-service-endpoints"} 59
"kubernetes-service-endpoints-slow"} 59
'kubernetes-services"} 59

'prometheus"} 59
‘prometheus-pushgateway"} 59

# HELP prometheus_target_scrape_pool_target_limit Maximum number of targets allowed in this scrape pool
# TYPE prometheus_target_scrape_pool_target_limit gaug
prometheus_target_scrape_pool_target_limit{scrape_job="kubernetes-apiservers"} @
prometheus_target_scrape_pool_target_limit{scrape_job="kubernetes-nodes"} @

Figure 7: Prometheus Metrics

6.2 Grafana Dashboard

In the terminal add the Helm repository for Grafana and update repository

v Unhealthy v

helm repo add prometheus-community https://grafana.github.io/helm-charts

helm repo update

Install the downloaded chart to accurate node and namespace
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helm install grafana grafana/grafana \
--namespace monitoring \
--set nodeSelector.node=monitoring

Confirm running pod and service in the monitoring Namespace
kubectl get pods -n monitoring

kubectl get svc -n monitoring

Retrieve the admin password for Grafana login (Username is admin)
kubectl get secret grafana -n monitoring \

-0 jsonpath="{.data.admin-password}" | base64 --decode

Forward port to be accessible locally and access over the browser at Browser: ht-
tps://127.0.0.1:3000/login

kubectl port-forward svc/grafana 3000:80 -n monitoring

0 e 127.0.01 w 0| ®

rainings NCI Resource [ How to setupanL.. £ Built-in policy defi.. '\ Major VS subscrip.. [ Set-AzureRmDiag...

R g

Welcome to Grafana

Email or username

admin

Figure 8: Grafana Login page
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1
@ Home

Welcome to Grafana Need help? pocumentation Tutorials

DATA SOURCES DASHBOARDS
The steps below will
qguide you to quickly
finish setting up your

Add your first data source Create your first dashboard
Grafana fundamentals

Grafana installation. Set up and understand Grafana if you have no prior
experience. This tutorial guides you through the entire process
and covers the “Data source” and “Dashboards" steps to the
right.
Learn how in the docs (7 Learn how in the docs &7

Dashboards Latest from the blog

Starred dashboards
RO
Recently viewed dashboards Grdiana’s
BIG When we released Grafana 11 earlier this yd
in mind: Make it easier to explore, visualize|

Figure 9: Grafana Console

To ensure persistence of data settings configured in Grafana, add a Persistent Volume

Claim (PVC)

helm upgrade grafana grafana/grafana --namespace monitoring \
--set persistence.enabled=true \

--set persistence.size=10Gi \

--set persistence.storageClassName=default

Confirm presence of persistent volume claim

kubectl get pvc -n monitoring

Connect Grafana to Prometheus Data Source and add dashboard of choice based on
desired metrics
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Home Connections Data sources

o {4 Settings

prometheus Default (]

@ Connections

[|
Data sources

Connection

Prometheus server URL * http://prometheus-server.monitoring.svc.cluster.local

Figure 10: Adding Data Source

Custom query parameters

HTTP method

Exemplars

+ Add

Successfully queried the Prometheus API.

Delete Save & test

Figure 11: Saving Data Source
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A @ 127.0.0.1:3000/d/de5fgf4gccl

> K nitoring ¥ ['share | [JEG

@ Last 30 minutes v :» Cancel Auto v
v CPU Usage

Dashboards idmsnode CPU (%) © i appnode CPU (%) ©

Playlists 0.5
0.4
0.3

0.2

23:50 23:55 00:00 00:05 00:10 23:50 23:55 00:00 00:10

= keycloak-0 == keycloak-1 == keycloak-postgresql-0 == java-app-deployment-c75d75747-j47gx
v RAM Usage
idmsnode RAM (MB) © appnode RAM (MB) ©

175
150
125
100
75
50
25

23:50 23:55 00:00 00:05 00:10 00:15 23:50 23:55 00:00 00:05 0010 0015

= {agentpool="idmsnodeT", beta_Kubernetes.io_arch="amd64", beta_kubernetes_io_instanc  _ y.oooouan o enn beta kubernetes.io.arch="amd64", beta_kubernetes_io_instance

== {agentpool="idmsnode1", beta_kubernetes_io_arch="amd64", beta_kubernetes_io_instanc = {agentpool="appnodel", beta_kubernetes_io_arch="amd64", beta_kubernetes_io_instance

== {agentpool="idmsnode1", beta_kubernetes_io_arch="amd64", beta_kubernetes_io_instanc

= {agentpool="appnodel", beta_kubernetes_io_arch="amd64", beta_kubernetes._io_instance

Figure 12: Grafana Dashboard

6.3 Queries for Metrics collection

These are the PromQL queries used to grab metrics furnished to the Grafana Dashboard.

CPU usage percentage for pods in a Namespace

sum(rate (container cpu usage seconds_total{namespace="idmsnode"}[5m])) by
(pod) * 100

Memory Usage in Megabytes (MB) for all pods in a Namespace

container memory usage bytes{namespace="idmsnode"} / 1048576

Http Requests total for pods in a Namespace

apiserver _request_total{resource="pods"}

Pod Additions into a Namespace

increase (kube_pod_status_phase{namespace="idmsnode", phase="Running"}[5m])
increase (kube_pod_status_phase{namespace="appnode", phase="Running"}[5m])
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7 Load Testing
7.1 JMeter Configuration
Install JMeter on MAC OS.

Note: For other operating systems, download at https://jmeter.apache.org/download_jmeter.cgi.

brew install jmeter

Verify JMeter installation

jmeter -v

ezekielayanda@Ezekiels-MacBook-Air Thesis % jmeter -v

WARNING: package sun.awt.X1l not in java.desktop

WARN StatusConsoleListener The use of package scanning to locate plugins is deprecated and will be removed in a future release
WARN StatusConsoleListener The use of package scanning to locate plugins is deprecated and will be removed in a future release
WARN StatusConsoleListener The use of package scanning to locate plugins is deprecated and will be removed in a future release
WARN StatusConsoleListener The use of package scanning to locate plugins is deprecated and will be removed in a future release

Il |
S ] = | = [
Al el | A = |
Copyright (c) 1999-2024 The Apache Software Foundation

ezekielayanda@Ezekiels-MacBook-Air Thesis %

Figure 13: JMeter Installed

Launch Jmeter

jmeter

Load JMeter Test Plan file from downloaded artifact at /Jmeter FIles/testplani. jmx

BT &= YVIBE + -4 R s@sﬁ #"*} > BB 00:00:00 /4, 0 00 @ £

Thread Group

Name: Bulk User Creation

®
Jmeter Flles
~ {8 Bulk User Deletion
&
€ csva

The:
a8 View Results Tree I Jmeter Flles

File: testplant.jmx

File Format: | J imx] -

Open Cancel

Figure 14: Load Test Plan

Three Thread Groups are present for User Registration, Login and Deletion respectively.
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EEAT VEE + -~

v A TestPlan
v ﬁ} Bulk User Creation
’ JSR223PreProcessor1
» /7 HTTP Request

\{ CSV Data Set Config
» /" HTTP Request Login
o View Results Tree
v {8 Bulk User Deletion
X CSVData Set Config
» A HTTP Request Login
of View Results Tree

1.jmx (/Users/

[Thesis/Jmeter | 1.jmx) - Ap

Thread Group
Name: Bulk User Creation

Comments:

Action to be taken after a Sampler error

*) Continue Start Next Thread Loop Stop Thread Stop Test

Thread Properties
Number of Threads (users): |600
Ramp-up period (seconds): |7
Loop Count: Infinite |1
Same user on each iteration
Delay Thread creation until needed

Specify Thread lifetime

Figure 15: Thread Groups

he JMeter (5.6.3)

00:00:00 4k 0 0/0 @ %2

Stop Test Now

Number of users to be created can be specified with ramp up period. The user creation
request is forwarded from the Java application to Keycloak where users are created almost
real time. Created users data are saved in /path/userdata.csv

T EEETEES

v A TestPlan
v 'E} Bulk User Creation
& JsR223PreProcessort
» A HTTP Request
of View Results Tree
' JSR223 PostProcessor
v 'E} Bulk User Login
\: CSV Data Set Config
» /" HTTP Rex Login
af View Results Tree
v 'm Bulk User Deletion
‘: CSV Data Set Config

» #" HTTP Request Login
of View Results Tree

o 0 X "* 'm o B R
Thread Group
Name: Bulk User Creation

Comments:

Action to be taken after a Sampler error

®) Continue Start Next Thread Loop Stop Thread Stop Test
Thread Properties

Number of Threads (users): /2000
Ramp-up period (seconds): |7
Loop Count: Infinite |1

Same user on each iteration

Delay Thread creation until needed

Specify Thread lifetime

Figure 16: User Creation

00:00:00 4k 0 0/0 @ 42

Stop Test Now

User creation and data export to CSV are done at the JSR223 PreProcessor and Post-
processor stages respectively utilizing groovy scripts saved in the artifact at:

/Jmeter FIles/usercreation.groovy
/Jmeter FIles/createduserexport.groovy
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[ ] @ testplani.jmx (/Users/ezekielayanda/Thesis/Jmeter Flles/testplan1.jmx) - Apache JMeter (5.6.3)
- ’ = T I — A
BT YVYERE +-~2 B0l B 00:00:00 /& 0 0/0 € 4
v Test Plan
A JSR223 PreProcessor
v ﬁ Bulk User Creation
' JSR223PreProcessor1 Name: JSR223PreProcessor1

» #" HTTP Request
Comments:

af View Results Tree
‘ JSR223 PostProcessor Script language (e.g. groovy, beanshell, javascript, jexl)
v ﬂ} Bulk User Login Language: | groovy (Groovy 3.0.20 / Groovy Scripting Engine 2.0)

\( CSV Data Set Config
» 7" HTTP Request Login
a8 View Results Tree
v g Bulk User Deletion
.\{ CSV Data Set Config File Name: Browse...
> f‘ HTTP Request Login Script compilation caching

Parameters passed to script (exposed as ‘Parameters’ (type String) and 'args’ (type String][]))

Parameters:

Script file (overrides script)

af View Results Tree Cache compiled script if available: v/

Script (variables: ctx vars props sampler log Label Filename Parameters args OUT)
Script:
java.util.uuID;
java.util.Random;
groovy.json.JsonBuilder;

random = Random()

+ random.nextInt(1000)
+ random. nextInt( )

username = firstName.toLowerCase() + + lastName. toLowerCase()

email = UUID.randomUUID().toString() +

password = UUID.randomUUID().toString().substring(@, 8)

service_type =

Figure 17: JSR223PreProcessor

7.2 (Optional) Run Login request on Azure Load testing

For more compute power, Azure load testing can be used to run the load testing due to
it’s more robust capacity. Load testing configuration in JMeter can be exported as as
.JMX file and uploaded to Azure load testing.

You can create an Azure Load testing resource and create a new test in it by uploading
the JMter script.

Microsoft Azure £ Search resources, services, and docs (G+/)

»

Azure Load Testing Jg X23129522 | Tests

HibizaTogs inc. Azure Load Testing
Create Manage view v --* ‘ Search < Create v \

4g Overview Create a URL-based test

Fitterforany field.. Create a test by providing the URL and request.

Name 7 B Activity log

Upload a script
Jo x23129522 Access control (IAM) Create a test by uploading a JMeter script.
# Tags
Test for 4000
Tests

Testing with d
ag Tests
Settings

Monitoring

Figure 18: Create Test in Azure Load Testing

Upload the Jmeter file and the user data csv genrated for new users created in Keycloak
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you can also choose to split the CSVs evenly between engines if you are using more than
one engine (Completely optional).

Basics Testplan Parameters Load Monitoring  Test criteria

i The test run duration is limited to 3 hours in the North Europe region. Please create a support ticket request to increase
limits. Learn more

Script, data and configuration files

Upload one JMeter script. Uploading data and configuration files is optional. In case your test plan uses a
‘user.properties’ file, please specify it using the File relevance dropdown. For files other than JMeter scripts and user
properties, if the file size exceeds 50MB, compress them into a ZIP file. Ensure that the ZIP file remains below 50 MB in
size. Only 5 ZIP artifacts are allowed with a maximum of 1000 files in each and uncompressed size of 1 GB.

Choose files = @ ‘ @

File name Status File relevance Progress
& Completed 100%

@ Completed 100%

B4 split CSV evenly between Test engines

Figure 19: Upload Test plan

If you have a large csv file, you can split the workload on more than one engine in-
stance and also generate the load from different regions. As this configuration has public
endpoints enabled, we have selected ”"Public” for the traffic mode.

Basics Testplan  Parameters Load Monitoring  Test criteria

Scaling your load test:
1. Set the number of threads in the JMX file. This represents the number of threads (or virtual users) executed by 1
engine instance. The maximum number of threads per engine instance varies based on the complexity of your test
script. We recommend 250 threads per engine instance. You can monitor the engine health metrics to determine the
maximum for your test scenario.

2. Set engine instances accordingly to reach the desired number of threads. For example, set engine instances = 4 to
reach a total of 1,000 threads.

Load configuration
Configure the number of test engines that would be required to run your test.
Engine instances L e e e )

i The current limit for "Engine instances per test run" is 10 and "Concurrent
engine instances” is 20 in "North Europe"” region. Please create a support
ticket request to increase limits. Learn more &

Load distribution
Configure load distribution to generate load from multiple regions. Select upto 8 regions and the percentage of total
test load per region

Region % of load Number of engines
North Europe (default region) 100 4

Add/Edit Regions

Network
Configure networking to enable the test traffic to reach your public or private end points. |

Configure test traffic mode * G Public

( i ) Private

Figure 20: Load Configuration

Other settings can be skipped and then save configuration. Launch the test plan
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View all tests () Refresh | [> Run Configure Delete test Run test

} The test will run using the following settings
# You can now schedule the test to run at a specific time or at a recurring T 7 for the preview now.
« Test script file from Experiment 3
B . fi
A Teat details Latest configuration
« Latest app components

Name TestID Test type Description Test run description (.

Experiment 3 967293c4-6444-4ba7-a614-cb6eeed...  IMX Test with 5000 Users - Exclusive  ebug mode

Testruns  Trends

n in debug mode will run with only one
ngine and up to 10 minutes duration. Learn

Time range : None Status : All
Description Duration (in minutes) Virtual users (averag...  Virtual user hours (V...  Runby
.. | NewRun | 403 310 2157 ayandaezekiel@hibi
Run 1- Threshold =5... | 5.12 947 8161 ayandaezekielG

Run2-Threhold = 9. | 247 942 3927 ayandaezekiel @hibi

Figure 21: Test Plan Launch

7.3 (Optional) Add Backend Listener for Azure Application In-
sights

Backend Listeners can be added to the test plan in other to provide more logging and in-

formation about response from each requests. For setup guide, see: https://github.com /adrianmo/jmete
backend-azure

Once added to the JMeter confugration file, you can query logs of new Azure Load testing

run in real time from Application insights

% IDMS-App-Insight =
®  Application Insights

Search Application Dashboard &4 Getting started Search| :® Logs ¥ Monitor resource group

Overview Essentials

Activity log Resource group (. Instrumentation Key
6e985b0d-542b-42b9-9574

Access control (IAM) Location Connection String

North Europe InstrumentationKey=6e984

¢ Tags

Subscription (; Workspace
Diagnose and solve problems

Investigate Subscription ID
d0afe958-a32a-4df1-86d2-672fa1a7f707
Monitoring
Tags (edit)
Usage

Configure

Figure 22: Application Insights logs
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New Query 1* Try the new Log Analytics ) Feedback Queries hub

IDMS-App-Insight ‘ Time range : Last 48 hours =l Save New alert rule Export Pin to

1 requests

Tables  Queries  Functions . - -
| pr ct id, customMeasurements, customDimensions

Results  Chart

Collapse all ) .
customDimensions

4 (RS 2708877742998329208  {"ResponseCode":"200", " TestStartTime":"1733476536196","IdleTime":"0.0" "ResponseData":"{\"message\"\"Login failed. ...

» B traces 6386668828070260060 {"ResponseCode":"200","TestStartTime":"1733476536264","IdleTime":"0.0","ResponseData":"{\"message\":\"Login failed. ..
Application Insights 8817346858767028156 {"ResponseCod TestStartTime":"1733476536246 i .0","ResponseData":"{\"message\":\"User Access ..
» B availabilityResults 5665202532651261775 {"ResponseCode":"200","TestStartTime":"1733476536323","IdleTime":"0.0","ResponseData":"{\"message\":\"No user foun.. |
» B browserTimings 6004618194466348185 {"ResponseCode":"200"," TestStartTime":"1733476536196","IdleTime":"0.0","ResponseData":"{\"message\":\"User Access ..,

customEvents 6250385653109165100 {"ResponseCod 200","TestStartTime":"1733476536246' i .0","ResponseData! "message User Access ...

customMetrics 2154559477461016658 {"ResponseCode":"200"," TestStartTime":"1733476536264","IdIeTim .0","ResponseData":"{\"message\":\"User Access ...

dependencies 9032636932284130038 {"ResponseCode":"200","TestStartTime":"1733476536323","ldleTime":"0.0","ResponseData":"{\"message\":\"No user foun.. |

@Eainn 5965895296692424360  {"ResponseCode":"200","TestStartTime":"1733476536196' i .0","ResponseData":"{\"message\":\"Login failed. ...
LY 4711503675669287018 {"ResponseCode":"200","TestStartTime":"1733476536246" "IdleTime":"0.0","ResponseData”:"{\"message\":\" User Access ..
performanceCounters . .

1978715628991091001 {"ResponseCode":"200","TestStartTime":"1733476536264","IdleTime":"0.0","ResponseData":"{\"message\":\"User Access ..

Figure 23: App Insights Logs
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