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1 Introduction

Abin Shaji
Student ID: 22190619

This document demonstrates the implementation of kubernetes dynamic rbac structure.

2  System configuration

Software Requirements
GCP Account: Ensure you have a Google Cloud Platform account.

Billing Enabled: Make sure billing is enabled for your GCP project.
gcloud CLI: Install the gcloud CLI and authenticate it. (Google Cloud, n.d.)

3 Implementation

3.1 Step 1: Set Up GCP Project

1. Create a GCP Project: Create a new project.
gcloud projects create PROJECT _ID

Select a project

Search projects and folders

[3 NEWPROJECT

Q|
RECENT STARRED ALL
Name ID

v Yr 3¢ Kubernetes RBAC @ kubernetes-rbac-430305
Yr 8¢ My First Project @ tinfinity-429516-3
Yr 9 My First Project Q advance-drive-429111-i9
Y¢ 8¢ My First Project @ graceful-trees-429111-i3
Yr 9 My First Project Q noble-descent-428917-f0




3.2 Set the GCP Project:
gcloud config set project PROJECT _ID

3.3 Step 2: Enable Required APIs

Enable the Kubernetes Engine API and other required services.
gcloud services enable container.googleapis.com

gcloud services enable iam.googleapis.com

gcloud services enable cloudresourcemanager.googleapis.com
gcloud services enable monitoring.googleapis.com

gcloud services enable pubsub.googleapis.com

= Filter Filte

Name J Requests Errors (%) Latency, median (ms) Latency, 95% (ms)
Compute Engine APl 377,727 0 54 122
Cloud Monitering AP1 156,700 0 25 55
Cloud Logging API 39,398 0 88 129
Container File System API 5,579 0 7 27
Kubernetes Engine API 1,659 0 45 63
Cloud DNS API 1,449 0 29 95
Cloud Autoscaling API 140 1 36,870 536,870
Cloud Resource Manager API 20 50 203 03
Cloud Pub/Sub API 10 0 49 122
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3.4 Step 3: Create a Kubernetes Autopilot Cluster
1. Create the Autopilot Cluster:

gcloud container clusters create-auto CLUSTER_NAME --region REGION

2. Get Credentials for the Cluster:

gcloud container clusters get-credentials CLUSTER_NAME --region REGION

Cluster basics

Name kubernetes-rbac
Location type Regional

Region europe-west1
Default node zones @ europe-west1-b

europe-west1-c
europe-west1-d

Release channel Regular channel

Version 1.29.6-gke. 1326000
35.187.119.60

Show cluster certificate
10.132.0.2

Show cluster certificate

External endpoint

Internal endpoint
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3.5 Step 4: Create a Pub/Sub Topic for Alerts

1. Create a Pub/Sub Topic:
gcloud pubsub topics create TOPIC_NAME

2. Create a Subscription (Optional):
gcloud pubsub subscriptions create SUBSCRIPTION _NAME --topic=TOPIC_NAME

Topic name projects/kubernetes-rbac-430305/topics/cpu-usage-alerts IQ

Export to BigQuery X Export to Cloud Storage

Export data to a BigQuery table. Export data to a text or Avro file in Cloud Storage.

EXPORT DATA EXPORT DATA

SUBSCRIPTIONS SNAPSHOTS METRICS DETAILS MESSAGES

Only subscriptions attached to this topic are displayed. A subscription captures the stream of messages published to a given topic. You can
also stream messages to BigQuery or Cloud Storage by creating a subscription from a Cloud Dataflow job. Learn more [

CREATE SUBSCRIPTION ity EXPORT

= Filter Filter subscriptions (]
Subscription ID 4> Subscription name Project

cpu-usage-alerts-sub projects/kubernetes-rbac-430305/subscriptions/cpu-us kubernetes-rba : v
gcef-escalateRole-us-centrall- projects/kubernetes-rbac-430305/subscriptions/gcf-es kubernetes-rba : v

cpu-usage-alerts

3.6 Step 5: Set Up Alert Policy

1. Create an Alert Policy via gcloud CLI or Console: Using gcloud CLI:
gcloud alpha monitoring policies create --policy-from-file=alert-policy.json
Using Console:
e Go to the Monitoring Console.
e Navigate to "Alerting" > "Create Policy."
e Set up conditions (e.g., CPU usage).
e Under "Notifications,” select "Add Notification Channel* and choose
"Pub/Sub."
e Select the created topic TOPIC_NAME.
Samplealert-policy.json:
{
"displayName": "High CPU Usage",
"conditions™: [
{
"displayName": "VM Instance - CPU Utilization",

"conditionThreshold": {
"filter": "metric.type=\"compute.googleapis.com/instance/cpu/utilization\" AND

resource.type=\"gce_instance\"",



"comparison”: "COMPARISON_GT",

"thresholdValue™: 0.8,

"duration™: "60s",

"trigger": {

"count™: 1
}
}
]}
"notificationChannels": ["projects/PROJECT _ID/notificationChannelss CHANNEL_ID"]
}

Cpu Usage Alert

Conditions Severity

Policy violates when ANY condition is met B waming

Kubernetes Container - CPU usage time

Condition type Triggers when Threshold position Threshold value Retest window
Threshold Any time series cross threshold Above threshold 0.015 No retest

0.0
UTC+5:30 1:00PM 1:05PM 1:10PM 115PM 120PM 125PM 1:30PM 1:35PM 1:40PM 1:45PM 1:50PM

3.7 Step 6: Implement Dynamic Role Management Using Node.js and
Google Cloud APIs

1. Set Up Node.js Project:
mkdir gcp-role-management
cd gcp-role-management
npm init -y
npm install @google-cloud/pubsub @google-cloud/resource-manager googleapis

2. Create a JavaScript File (index.js):
const { PubSub } = require('@google-cloud/pubsub’);
const { google } = require('googleapis’);
const { ProjectsClient } = require('@google-cloud/resource-manager').v3;

const pubSubClient = new PubSub();
const projectld = "YOUR_PROJECT_ID";
const resourcemanagerClient = new ProjectsClient();

/l Hardcoded user email to escalate privileges
const userEmail ='USER_EMAIL;

/I Function to handle Pub/Sub messages
exports.escalateRole = async (event, context) => {
const message = event.data



? Buffer.from(event.data, 'base64').toString()
: 'No data’;
console.log("Received message: ${message}");

Il Parse the message if it's JSON
let parsedMessage;
try {
parsedMessage = JSON.parse(message);
console.log("parsed_data:" + JSON.stringify(parsedMessage, null, 2));
} catch (err) {
console.error('Error parsing message JSON:', err);
return;

ky

try {
const auth = new google.auth.GoogleAuth({

scopes: ['https://www.googleapis.com/auth/cloud-platform’]

hok

const authClient = await auth.getClient();

Il Get the current IAM policy

const policyResponse = await resourcemanagerClient.getlamPolicy({
resource: “projects/${projectld}’,

options: { requestedPolicyVersion: 3 }

b
let policy = policyResponse[0];
const roleBinding = policy.bindings.find(binding => binding.role === "roles/owner");

if (roleBinding) {
if ('roleBinding.members.includes("user:${userEmail}")) {
roleBinding.members.push("user:${userEmail}’);

}
}else {
policy.bindings.push({
role: "roles/owner”,
members: ["user:${userEmail} ],
b
}

console.log(*'policy:", JSON.stringify(policy, null, 2));

const response = await resourcemanagerClient.setlamPolicy({
resource: “projects/${projectid}",
policy: {
"bindings": [
{
"role": "roles/owner",
"members": [‘user:${userEmail}]

ki
1,



"version": 3
}
b

console.log("IAM policy set successfully:", response);
} catch (error) {
console.error("Error setting IAM policy:", error);

}
}

3. Deploy the Function: gcloud functions deploy escalateRole --runtime nodejs14 --
trigger-topic CPU_USAGE_ALERT --allow-unauthenticated

3.8 Step 7: Testing and Verification

1. Publish a Message to Test the Function: gcloud pubsub topics publish
CPU_USAGE_ALERT --message '{"alertType": "CPU"}'

2. Verify Logs: gcloud functions logs read escalateRole --limit 100

3. Check 1AM Policy: Ensure that the policy was updated correctly by checking IAM
roles in the GCP console.
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