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1 Introduction 
 

 This document demonstrates the implementation of kubernetes dynamic rbac structure. 

 

 

2  System configuration 
 

 Software Requirements 

• GCP Account: Ensure you have a Google Cloud Platform account. 

• Billing Enabled: Make sure billing is enabled for your GCP project. 

• gcloud CLI: Install the gcloud CLI and authenticate it. (Google Cloud, n.d.) 

 

3 Implementation  

3.1 Step 1: Set Up GCP Project 

1. Create a GCP Project: Create a new project. 

gcloud projects create PROJECT_ID 
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3.2 Set the GCP Project: 

gcloud config set project PROJECT_ID 

 

3.3 Step 2: Enable Required APIs 

Enable the Kubernetes Engine API and other required services. 

gcloud services enable container.googleapis.com 

gcloud services enable iam.googleapis.com 

gcloud services enable cloudresourcemanager.googleapis.com 

gcloud services enable monitoring.googleapis.com 

gcloud services enable pubsub.googleapis.com 

 

 
 

 

 

 

3.4 Step 3: Create a Kubernetes Autopilot Cluster 

1. Create the Autopilot Cluster: 

gcloud container clusters create-auto CLUSTER_NAME --region REGION 

 

2. Get Credentials for the Cluster: 

gcloud container clusters get-credentials CLUSTER_NAME --region REGION 
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3.5 Step 4: Create a Pub/Sub Topic for Alerts 

1. Create a Pub/Sub Topic: 

gcloud pubsub topics create TOPIC_NAME 

 

2. Create a Subscription (Optional): 

gcloud pubsub subscriptions create SUBSCRIPTION_NAME --topic=TOPIC_NAME 

 

 

3.6 Step 5: Set Up Alert Policy 

 

1. Create an Alert Policy via gcloud CLI or Console: Using gcloud CLI: 

gcloud alpha monitoring policies create --policy-from-file=alert-policy.json 

Using Console: 

• Go to the Monitoring Console. 

• Navigate to "Alerting" > "Create Policy." 

• Set up conditions (e.g., CPU usage). 

• Under "Notifications," select "Add Notification Channel" and choose 

"Pub/Sub." 

• Select the created topic TOPIC_NAME. 

Samplealert-policy.json: 

{ 

  "displayName": "High CPU Usage", 

  "conditions": [ 

    { 

      "displayName": "VM Instance - CPU Utilization", 

      "conditionThreshold": { 

        "filter": "metric.type=\"compute.googleapis.com/instance/cpu/utilization\" AND 

resource.type=\"gce_instance\"", 
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        "comparison": "COMPARISON_GT", 

        "thresholdValue": 0.8, 

        "duration": "60s", 

        "trigger": { 

          "count": 1 

        } 

      } 

    } 

  ], 

  "notificationChannels": ["projects/PROJECT_ID/notificationChannels/CHANNEL_ID"] 

} 

 

3.7 Step 6: Implement Dynamic Role Management Using Node.js and 

Google Cloud APIs 

1. Set Up Node.js Project: 

mkdir gcp-role-management 

cd gcp-role-management 

npm init -y 

npm install @google-cloud/pubsub @google-cloud/resource-manager googleapis 

 

2. Create a JavaScript File (index.js): 

const { PubSub } = require('@google-cloud/pubsub'); 

const { google } = require('googleapis'); 

const { ProjectsClient } = require('@google-cloud/resource-manager').v3; 

 

const pubSubClient = new PubSub(); 

const projectId = "YOUR_PROJECT_ID"; 

const resourcemanagerClient = new ProjectsClient(); 

 

// Hardcoded user email to escalate privileges 

const userEmail = 'USER_EMAIL'; 

 

// Function to handle Pub/Sub messages 

exports.escalateRole = async (event, context) => { 

    const message = event.data 
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        ? Buffer.from(event.data, 'base64').toString() 

        : 'No data'; 

    console.log(`Received message: ${message}`); 

 

    // Parse the message if it's JSON 

    let parsedMessage; 

    try { 

        parsedMessage = JSON.parse(message); 

        console.log("parsed_data:" + JSON.stringify(parsedMessage, null, 2)); 

    } catch (err) { 

        console.error('Error parsing message JSON:', err); 

        return; 

    } 

 

    try { 

        const auth = new google.auth.GoogleAuth({ 

            scopes: ['https://www.googleapis.com/auth/cloud-platform'] 

        }); 

        const authClient = await auth.getClient(); 

 

        // Get the current IAM policy 

        const policyResponse = await resourcemanagerClient.getIamPolicy({ 

            resource: `projects/${projectId}`, 

            options: { requestedPolicyVersion: 3 } 

        }); 

 

        let policy = policyResponse[0]; 

        const roleBinding = policy.bindings.find(binding => binding.role === 'roles/owner'); 

 

        if (roleBinding) { 

            if (!roleBinding.members.includes(`user:${userEmail}`)) { 

                roleBinding.members.push(`user:${userEmail}`); 

            } 

        } else { 

            policy.bindings.push({ 

                role: "roles/owner", 

                members: [`user:${userEmail}`], 

            }); 

        } 

 

        console.log("policy:", JSON.stringify(policy, null, 2)); 

 

        const response = await resourcemanagerClient.setIamPolicy({ 

            resource: `projects/${projectId}`, 

            policy: { 

                "bindings": [ 

                    { 

                        "role": "roles/owner", 

                        "members": [`user:${userEmail}`] 

                    } 

                ], 
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                "version": 3 

            } 

        }); 

 

        console.log("IAM policy set successfully:", response); 

    } catch (error) { 

        console.error("Error setting IAM policy:", error); 

    } 

}; 

 

3. Deploy the Function: gcloud functions deploy escalateRole --runtime nodejs14 --

trigger-topic CPU_USAGE_ALERT --allow-unauthenticated 

 

3.8 Step 7: Testing and Verification 

1. Publish a Message to Test the Function: gcloud pubsub topics publish 

CPU_USAGE_ALERT --message '{"alertType": "CPU"}' 

 

2. Verify Logs: gcloud functions logs read escalateRole --limit 100 

 

3. Check IAM Policy: Ensure that the policy was updated correctly by checking IAM 

roles in the GCP console. 
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