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Abstract

The integration of technology and healthcare has become has increased due to high speed internet and
widespread use of smart devices. the study involves the application of Hyperledger Fabric, a
permissioned blockchain technology which is enabled in a FitVault ecosystem which enhances the
security and fitness of data. This approach will ensure a secure environment for data which is
generated through healthcare system and fitness and wellness centers. [oT - Internet of Things and
wearables has led to increase in the amount of personal and sensitive information. Traditional data
management systems, cloud computing and edge computing, face challenges of latency issue and
vulnerabilities over data transfer over unsecured networks.

Keywords: Hyperledger Fabric, Fitness Data Management, Blockchain Technology, Privacy,
Healthcare, Fitness, Smart Devices, Encryption

1 Introduction

The fusion of healthcare and technology has led to attention among technologists and
researchers. This is largely due to high-speed internet and wide use of smart devices in our
daily life. The ecosystem has been improved by edge Computing, Cloud Computing and Data
analytics which helps in preventing the PII (personally identifiable information) data. The
main issues with these technologies is of latency, security issues during data transfer over
unsecured channels. Fitness data along with permissioned blockchain technology,
Hyperledger fabric can secure and individuals information in various ways.

Hyperledger Fabric is a permissioned blockchain technology that uses various techniques like
encryption, digital signatures and smart contracts to prevent tampering of user’s data while
ensuring transparency and authenticity. The consensus is developed with the help of a
consensus mechanism which allows transparency and authenticity of fitness data stored on
the immutable block as part of blockchain network. Hyperledger Fabric is an open-source
permissible blockchain platform that helps in the development of DApps (Decentralized
Applications) for various industrial purposes like finance, healthcare, research where data
security is the topmost priority.

Hyperledger Fabric offers a promising solution for data protection generated from fitness
devices, institutions and healthcare system. The study aims to explore the poteintail of
Hyperledger Fabric and how blockchain network helps in data accountability and privacy.
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The introduction of 5G, along with enhanced security gives the user with the control of how
their data flow through a system thus creating a robust platform for fitness data management.

1.1 Research Motivation

The popular usage of fitness devices and application s has resulted to growth of fitness data
which is highly personal and sensitive. This surge in data production has led to creation of
robust mechanisms to ensure data privacy and security of the users. Cloud computing, Edge
Computing faces a serious concern of security and latency challenges when data is
transferred over unsecured network channels. These challenges highlight the importance of
more secure and fitness data management solution.

This led to address of more advanced blockchain technology, Hyperledger Fabric.
Hyperledger Fabric is a permissioned blockchain technology which is known for its high
security, flexibility and ability to handle complex data management tasks. It is decentralized
and permissioned approach to data management which ensures safe and secure transfer of
user data without compromising transparency and accountability.

Furthermore, this research seeks to demonstrate the potential of Hyperledger Fabric in
revolutionizing fitness data management by addressing the following key points -

a) Data Privacy and Security : Hyperledger Fabric helps in protecting sensitive fitness
data by giving permission to only authorized users over the channel .

b) Transparency and Accountability :transparency and accountability mechanisms in
Hyperledger Fabric can be utilized for securing fitness data generated through various
organizations.

c) User Control and Consent: Through Hyperledger Fabric empowers users with control
over their personal data, which includes the ability to grant and revoke access.

1.2 Research Question

Can Hyperledger Fabric enhance security, privacy, scalability and regulatory compliance in
FitVault’s fitness data management ?

1.3 Report Structure

SECTIONS Introduction

SECTION 2 Related work and Literature review
SECTION 3 Research Methodology

SECTION 4 Design Specifications

SECTION 5 Implementation of the proposed solution
SECTION 6 Evaluation

SECTION 7 Conclusion and Future Work




2 Related Work

The advancement in healthcare through digital technologies has made it necessary to ensure
data security, privacy and interoperability. The literature review provides findings on
application of blockchain technology, Hyperledger Fabric, to address challenges in the
management of electronic health records. (EHRs)

2.1 Review of Technology in Health

The shift to Patient-Driven Healthcare

Farahani et al. (2018) looked into the transition from clinic-centric to patient-driven
healthcare-systems, highlighting importance of technologies that has any anomaly detection
and provides us with a early warning. The major challenges faced during this shift are data
security, privacy, system scalability and method standardization. The patent-driven model
could help us in providing more effective healthcare services but require immediate robust
mechanisms to counter the challenges faced during the shift.

Drawish et al. (2019) investigated on integration of IoT and cloud computing for healthcare
data management. The found out the need for robust data management system which would
be better be scalable, storage system and a durable solution. The lack of these mechanism
can lead to inconsistencies in implementing [oT and cloud solutions in healthcare systems
leading to reduced efficiency and reliability of healthcare delivery.

Ahmadi et al.(2019) further categorized the Tech-Health ecosystems into multiple sub-
domains such as Hospitals, Patient management systems, E-Health and Mobile health. They
pointed out about the lack of standardized designs and interoperability as significant issues.

2.2 Review of Data Security

Enhancing Data integrity and Authentication

Sicari et al.(2015) has proposed architecture for Tech-Health systems, which focuses on
privacy, access control and authentication however the authors did not emphasize much on
architectural design. This can lead to difficulties in implementing and standardizing security
protocols across various platforms and devices within the healthcare systems.

Sfar et al.(2018) vulnerabilities in 10T system security thus proposing a system/framework
focused on access control, data privacy and authentication. However eternal threats found in
the communication channels can lead to failure of the propose architecture.

Aksu et al.(2017) proposed a risk assessment methodology which quantifies various risk
levels based on various predefined metrics on internal and eternal threats. They did not
adequately address secure storage of PII. This becomes crucial for the data kept at rest in the
storage systems, which is target by the attack which can lead to risk of loss of sensitive
information.



2.3 Review of Data Privacy

Alshalali et al. (2018) further discusses the advantage of using Hyperledger Fabric for
managing EHRs. They mentioned about the advantage of using blockchain technology which
provides access levels, allowing users with complete control of their data on how it is
communicated through different channels. The decentralized approach help in preventing
sensitive data, thus creating data integrity and preventing unauthorized manipulations. It also
emphasizes on cryptographic keys and digital certificates in securing the share of the data in
blockchain network across various channels.

Benhammouda et al. (2018) investigates about secure multipart computation(MPC) with
Hyperledger Fabric to handle private data transactions securely. The private data is encrypted
through MPC. This paper strengthens combining blockchain and cryptographic techniques
thereby enhancing the overall security framework of EHRs.

Udden et al.(2021) proposed a Hyperledger Fabric system to improve the interoperability,
scalability and availability of EHR systems. it involves creation of ledger network with
channels enabled for private communication between the organization enrolled as part of the
channel. This lead to creating a immutable environment for storing and sharing EHRs. This
ensures data segregation, privacy and collaboration among different organization involved in
the channel.

Use Cases and Applications

Kumar and Dakshayini(2020) presents a practical application of Hyperledger Fabric of how
securely patient data can be share among healthcare organizations. Trust and security can be
achieved with the help of features of blockchain technology such as distributed technology
such as distributed channels, chaincodes, encryption. This application shows the potential of
blockchain technology in the healthcare domain which provides decentralized, immutable
transactions ensuring transparency and accountability.

Antwi et al. (2021) investigate the feasibility of using Hyperledger Fabric and testing various
scenarios on how different scenarios for testing security can help in confidentiality, flexibility,
privacy and scalability in healthcare applications. This tells us about the versatility of
Hyperledger Fabric in meeting diverse security and operational requirements int he fitness
and healthcare sector.

Wang and Quin (2021) addresses the need for interoperability through proposing a
permissioned blockchain technology, Hyperledger Fabric. This is developed with chaincodes
with hierarchical access control to strengthen privacy protection in data sharing. This helps in
improving the existing data storing systems to enhance data security and interoperability.
This approach highlights potential of blockchain which can be integrated with existing
systems making it a suitable solutions for fitness and healthcare providers.

Uddin et al. (2021) propose a Hyperledger Fabric mechanism architecture for different EHR
system to improve interoperability, scalability and availability. This involved where
organizations are enrolled over secured channels on a ledger network where consensus
mechanism is achieved through chanicodes. This architecture enables a private channels for
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the healthcare stakeholders. This ensures the segregation of data ensuring privacy while
collaborating with different organizations.

Several studies highlight the privacy preserving mechanisms in the healthcare data
management systems. The integration of MPC(multiparty computation) and use of encryption
of private data through Hyperledger Fabric led to further advancement and research in this
area. This ensures secure data transfer with authorized parties over a ledger network. 13-
Benhamouda et al.(2018) demonstrated how MPC can be used to handle private data
transactions securely without comprising the integrity and functionality of the system.

Based on the most papers evaluated above does not address the issues related to data access,
privacy management and access control for sensitive user health and fitness data at its core
architecture in the Tech-Health ecosystem. Our proposed architecture shall make use of core
principles of Blockchain technology, Hyperledger Fabric technology, Distributed channels,
and immutable block technology to improve upon the security and privacy aspects of the
Tech-Health ecosystem.

3 Research Methodology

In this section we shall discuss the concepts of the building blocks that from the basis of our
proposed system, FitVault system.

The research methodology follows research work is based on concept Agile Software
Development process. Agile methodology reduces obstacles that may affect the research
process. It promotes quick learning from continuous feedback mechanisms. It helped in
identifying gaps in the process and continuously improve the process without affecting the
objective.

3.1 Overview of Research Methodology

The research methodology help us in understanding the evaluation of blockchain technology
and its application on maintaining the fitness data management with the help of permissioned
blockchain technology, Hyperledger Technology. Testing data has been presented in the form
of scenarios, we first need to establish the majority requirements required of the fitness data
management. The goal of the research activity is establish that the goal of this research
activity is to identify key requirements and math against the results of test sets when
implemented on Hyperledger Fabric network. A full production ready application will not be
ready in this project but will have scope for that too.

3.2 Research Phases

The research methodology consists of the following phases -
1) Requirements :
a) Identify and finalize the functional requirements of the proposed architecture

b) Define the design requirements for implementing the proposed architecture using
Hyperledger Fabric and related technologies



Design:

a) Develop detailed design specifications for the proposed architecture.
b) Create design prototypes to visualize the proposed solution in the Hyperledger Fabric
network
Reaui t » Functional requirements of the proposed architecture is finalised
SRRSO | « Finalise the design requirements of proposed architecture using Hyperledger Fabric

« Develop required application on Hyperledger Fabric, chaincodes, JWT tokens, React

Design and
framework, Hyperledger Explorer, CouchDB

Validate « Verify and validate whether the implementation output in Phase 2 which has been
and Verify finalized in the phase 1
Feeadnl:lack * Feedback provided in phase 3

« desired application is tested if it meets the desired research objective
compare

Figure 1: Overview of Research Methodology

Develop and Implement:

Implement the designed applications on Hyperledger Fabric using couchDB, Chaincode,
JSON Web Tokens, React Framework, Hyperledger Explorer, MongoDB and postman.
Develop the necessary software components and integrate them into the blockchain
environment

Validate and Verify:

Verify and validate whether the implementation meets the requirements defined in the
initial phase
Perform the validations to ensure the architecture performs as expected

Feedback and Compare:
Collect feedback based on the validation and verifiaction phase

Compare the results against the desired research objectives
Iterate and refine the methodology based on the feedback to improve the solution




3.3 Ethical Considerations

To adhere to data ethics requirements, the presented research did involve amny PII -
personally Identifiable Information or any other kind sensitive information which can affect
any user/person. Dummy data has been used as part of this research papers for the purpose of
demonstration of how data flow happens through network channel between different
organizations which are part of the channel.

4 Design Specification

Through the proposed design our aim is to have a system with high privacy, security and
transparency for managing fitness data generated through devices, fitness centers and
healthcare systems. The architecture is designed in such a way for efficient and safe handling
of sensitive data.

4.1 Hyperledger Fabric - An Introduction

Hyperledger Fabric, a permissioned blockchain technology has the ability to provide
decentralized, secure and transparent data management system. Hyperldeger Fabric, is a used
to meet the privacy, security and consensus of th data flow through the channels in the
system .

Key components of Hyperledger Fabric:

1)

2)
3)
4)
S)

6)
7

8)

9

Peer: Peers are the fundamental building blocks of Hyperledger Fabric network. They

host ledgers and smart contracts and have two types of peers -

a) Endorsing peers : These peers help in endorsing transactions based on chaincodes.
They are responsible for validating transactions between the peers which will be
committed in the ledger.

b) Committing peers : Peers commit the valid transactions to the ledger. Every peer in
the network act as committing peer.

Chaincodes (Smart contracts) - Business logic of the blockchain network. Rules for the

transaction are defined in the chaincodes. chaincodes are written in JavaScript, Go, Java.

Consensus Mechanism: Rules on how blockchain transactions are executed and agreed

upon by participating nodes in the blockchain network.

Transaction: Information transfer between two blockchain address or the peers in the

channels through chaincodes.

Block: A storage unit for performing batch of transactions, distributed to all participating

peers involved in the channel and blockchain network.

Chain : A sequence of immutable blocks

Membership Service Provider(MSP): Manages identities and roles of network

participants

Channel: Pre-approved participants are only allowed on a blockchain network are able

to execute the transactions

Orderer: A central hub for communication for creation of the blocks and are maintained

over a consistent ledger state in the network.

10) Communication Channel(CA) : Communication channels helps in establishing a secure

communication between nodes/peers.

11) Certifying Authority(CA): Issues public and private keys and signs certificates thus

verifying the participants involved in the network.
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12) Ledger: The database are replicated across all the peers for maintaining the latest
transactions data in each peer within the channel.

13) Web Application: Front-end application created using React and JavaScript as
programming language for the users to interact with blockchain network.

14) Entities: Participants such as fitness trainers, doctors, users, administrators are the
participants in the blockchain network known as entities.

4.2 Benefits in the Fitness Data Management

Hyperledger Fabric offers significant advantages for managing fitness data:

1) Data confidentiality: Permissioned access ensures only authorized participants can
access sensitive data in the channel

2) Data Integrity: Immutable records are maintained through cryptographic hashing
method

3) Data Availability: High fault-tolerance due to decentralized storage

4)  Access Control: Smart contracts help in maintaining consensus mechanisms.

4.3 Architecture

The architecture for proposed fitness data management system includes several key
components for a secure and effecient data handling as illustrated in Fig. 2

Orderer Org

Figure 2 Proposed Architecture

4.4 Privacy and Security Considerations

Privacy and security of fitness data is of topmost priority. Proposed architecture uses the
following below given mechanism -



1) Private Data Collection : Sensitive data is stored securely on the nodes using hashing
and encryption techniques and only authorized entities are allowed to access this
information

2) Smart Contracts: Business logic of the blockchain network. Rules for transactions are
defined in the chaincodes. Chaincodes are written in JavaScript, Go, Java.

3) Access Control - Access control is managed through the MSP and its validated through
the chaincode.

4) Data Encryption - Ensures data privacy and integrity through hashing algorithm

S Implementation

The implementation phase of this research focuses on developing and integrating the
necessary components for the proposed fitness data management system using Hyperledger
Fabric. This section outlines the steps and technologies used to realize the proposed
architecture.

5.1 Setting Up Hyperledger Fabric

The Hyperledger Fabric network is set up and configured to support the fitness data
management system. This involves creating a test network and configuring the nescessary
components.

Steps:

1) Install Prerequisites: Install Docker, Docker Compose, Postman, Hyperledger Explorer,
Node.js, and Hyperledger Fabric binaries and samples.

2) Network Setup: Basic network is setup in hyperledger network using Hyperledger
Fabric binaries and samples. Modify configuration files to include specific organizations
and peers(3 peers) required for the fitness data management system.

3) Channel creation: Channel is created for 2 peer organizations and 1 orderer
organizations for fitness data management. Each organizations has to join the channel to
participate in the network after approval from Certificate Authority(CA).

4) Generate Certificates: Certificate Authority(CA) generates necessary certificates for
identities (admin, peers, orderers) and manage the MSP.

5.2 Developing Chaincode

Business logic of the blockchain network, Hyperledger Fabric network. Rules for transaction
are defined in the chaincodes. Chaincodes are written in JavaScript, Go, Java. Current
implementation of chainocodes has been done on JavaScript(JS).

Steps:

1) Define Business Logic: A business logic is created for creating, updating and quering
fitness records for different organizations which are part of Hyperledger Fabric network
channel.

2) Chaincode Implementation: Implementation of the chaincode in the programming
language - JavaScript. The chaincode includes function for creating fitness
records,updating data, quering information.



3) Package and Install chaincode : Packaging of the chaincode and installing it on the
endorsing peers of each organization in the channel.

4) Instantiate Chaincode: Instantiate the chaincode on the channel, making it available for
execution which could fulfill the organization’s request.

Implemented Function in chaincode:

1) Create Record: Creates a new fitness record for a user or enroll a new user which can
be part of any organization in the channel

2) Update Record: Updates existing fitness data/task for a user. Update the nescessary
state of the chaincodes based on request by the organizations.

3) Query Record: Query data for a user/approval state based on specified criteria

"_.i.d":

"approvals": [
{
"action":
"agreementId":
"comment" :
"createAt":

"createBy":

"department" :
"description": "ME!
"docType":
"id": ycaa
"orgId": 1,
"status": "ar
"updatedAt":
"updatedBy":
}
]I

"comments": [

Figure 3 Sample Data Record - Chaincode Implementation - CouchDB

5.3 Setting up distributed ledger

The distributed ledger stores all the transactions stores al the information securely as
immutable transaction. For ledger data , Hyperledger Fabric has been utilized , which
provides a user friendly interface for momtorlngFand' interacting with Hyperledger Fabric
network. Key advantages of using Hyperledger Fabric networks are -

1) Enhanced visibility and Transparency

a) Real-time monitoring
b) Detailed Metrics

2) User-friendly Interface

a) Intuitive Dashboard
b) Easy Navigation

10



3) Simplifies Network Management

a) Network configuration
b) Channel Management

4) Improved Debugging and Troubleshooting

a) Transaction Details
b) Block Inspection

5) Enhanced Security Compliance

a) Access Control

I>.> HYPERLEDGER 1 NETWORK BLOCKS TRANSACTIONS CHAINCODES CHANNELS  mychannel

‘Search by Txn Hash / Block
Txn Hash Q

s 34 34 ® 2 e

BLOCKS TRANSACTIONS NODES CHAINCODES
Pear ame Status BLOCKS/HOUR  BLOCKS/MIN  TX/HOUR  TX/MIN
poer0.0rg2.examplo.com:9051 Y
peer0.org1.example.com:7051 [ ]
2
orderer.example.com:7050 [ )
o o —o—a . . é = it
orderer2.example.com:7050 ® 7:00AM  10:00AM  1:00 PM 3:00 PM 5:00 PM 7:00PM  1000PM  1:00 AM 3:00 AM  6:00 AM

Transactions by Organization

©

Channel Name: mychannel
Datahash: 6ce9bb34c49cf0a5b460a28084197b08 12e37581d944121c0340606069b 1351
Number of Tx: 1

5 days ago
Channel Name: mychannel B OrGIMSP B Org2MSP
Ratahanh. W OrdererMSP

Figure 4 Hyperledger Explorer blockchain network interface

Databases Databases
Name Size
Name Size
_replicator 2.3KB
_replicator 2.3KB
_users 2.3KB
_users 2.3 KB
fabric__internal 291 bytes
fabric__internal 291 bytes
mychannel_ 37.7 KB
. mychannel_ 37.7 KB
mychannel__lifecycle 2.0KB
mychannel_lifecycle$ 2GS mychannel__lifecycle 2.0KB
$h_implicit_org_$org1$m$s$p :
mychannel_lifecycle$ mychannel__lifecycle$$h_implicit_org_$org1$m$s$p 26KB
S 2.6 KB
$h_implicit_org_$org2$m$s$p
L peke mychannel__lifecycle$$h_implicit_org_$org2$m$s$p 2.6 KB
$p_implicit_org_$org1$m$s$p )
mychannel__lifecycle$$p_implicit_org_$org2$m$s$p 25KB
mychannel_agreement 10.6 KB
mychannel_agreement 10.7 KB
mychannel_lscc 0 bytes
mychannel_Iscc 0 bytes

Figure 5 CouchDB configuration for orgl and org2
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Steps for Distributed Ledger : -

a) Configure Database: CouchDB will be used as current state database for storing fitness
data in JSON format. Through postman API calls, data can be fetched from couchDB for the
requested organization part of the channel - mychannel

b) Initialize Ledger: Initializing the ledger by deploying the chaincode and creating initial
fitness records for testing purpose.

c) Perform Transactions - Transactions are executed through chaincode to create, update
and query fitness records, ensuring ledger is updated consistently across all the peers. Once
transaction has been verified, orderer peer will send signed transaction if the parent peer of
the respective organization to place transaction on the ledger as a new block

Channel name: mychannel

Block Number 33

Created at 2024-07-31T10:41:01.7532

Number of Transactions 1

Block Hash ad0abdc3517f4545665e0014d478dbe7593ed02f3b48410fec94753615a0e168 2|
Data Hash 6ce9bb34c49cf0a5b460a28c84{97b081ae3758f1d944121c03406b6069b1351 @
Prehash dc7d5f4e412577b2dd08cfe5963be5266c1f0dadefb4al3e277ec74f0dce2fd56 @

Figure 6 Block Transaction details
5.4 Hyperledger Fabric SDK

The Hyperledger Fabric provides a set of tools for the developers to interact with the
Hyperledger Fabric network. SDK helps in creation of chaincodes, which helps in perform
transactions and querying in the network.

Key features of Hyperledger Fabric SDK -
1) Chaincode deployment and management of chaincode:

a) Chaincode deployment: Through the help of Postman, APIs are used to install and
instantiate chaincodes on peers which allows business logic/chaincodes to be defined
between peers participating in the network

b) Invoke chaincode: invoking APIs to perform certain functions, which leads to
execution of transactions ultimately updating the ledger

¢) Query Chaincode: APIs can be used to fetch the transactions stored in the ledger
without modifying the current state of the transaction.

2) Network Creation

a) Connection Profiles: Connection profiles are used in the SDK for network
configuration including the details of peers, orderers, and channels.

b) Gateway: Efficient communication in the blockchain network is maintained through
SDKs gateway

12



c) Event Handling: SDK provides mechanism for handling blockchain events when a
block commits and transactions is succeeded

3) Identity Management:

a) Wallet: wallet is used for managing user identities, which includes digital signature
and private keys of the peers involved in the channel

b) MSP Integration: Network participants enrolling in the blockchain network are
authorized by MSP

EXPLORER
v E-CONTRACT-MA.. [} BT U &
> .vscode 1 yversion: "3.4"

> Apache Conf
v api

networks:
test:

connection-profiles

misc services:

e-contract-ui:
container_name: e-contract-ui
image: e-contract:1.4
env_file: ./.env
uploads build:

v wallets context: .

networks:
- test

ports:

.dockerignore — 3002:3000

.editorconfig

node_modules
src

tests

> orgl
> org2

.env

Figure 7: Wallets for orgl and org2

Hyperledger Fabric SDK is used for below purposes:

1) Initializing network connections: Connections profiles which are part of Hyperledger
Fabric Samples are used for setting up connection to hyperledger Fabric network

2) User Authentication : Authenticate users using their digital signatures stored in the
wallet

3) Invoke transaction: Transactions can be invoked by authorized parties(e.g,
administrators, fitness trainers, doctors, users) to create, update and query fitness data
records.

4) Handle Events: SDK provides mechanism for handling blockchain events when a block
commits and transactions is succeeded.

5.5 JSON Web Tokens(JWT)

JSON Web tokens (JWT) are a compact, URL-safe means of representing claims between
two parties. They are widely used for authentication and authorization purposes in web
applications.

Key features of JSON web tokens:
a) Compact and URL-safe

b) Self-contained
c) Signed
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Encoded PASTE A TOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE
eyJhbGci0iJIUZI1NiIsINR5CCI6IKpXVCJY. ey
J1bWFpbCI6IMRVY3Rvci01MEBNbWFpbC5jb28il « o
CJ@eXB1IjoiYWRtaW4ilCJvemdJZCI6MSwibmFt o pepe
ZSI6IMRVY3RvCi1tYXgilCJpZCI6I Y2YTC2NGM )

3ZjQ2Njc4NmI30DhkM2M5ZCIsImR1cGFydG11bn
Qi0iJsZWdhbCIsIm9yZ@5hbWUiOiJPcmexIiwia
WFOIjoxNzIyNDQwNjcxLCJ1eHAiOjE3MjI2MTMO g
NzEsInRva2VuVH1wZSI6ImFjY2VzcyJ9. "email”: "doctor-50@gmail.com”,

"type": "admin",

"orgId": 1,

"name" : "doctor-max",

"id": "66a764c7f466786b788d3c9d",
"department": "legal",

"orgName": "Org1",

"iat": 1722440671,

"exp": 1722613471,

"tokenType": "access

PAYLOAD: DATA

Figure 8 JWT token of an dummy user part of “mychannel” blockchain network
JWT usage in Hyperledger Fabric network -

a) Authentication of users
b) Authorize access
c) Session Management

JWT Usage in Fitness Data Management System -

a) User Login

b) Authenticated Requests
¢) Chaincode Invocation
d) Event handling

5.6 Wallets in Hyperledger Fabric SDK

In the Hyperledger Fabric, wallets are used to manage identities (certificates and private keys)
for users and applications that interact with the blockchain network. the wallet makes sure
only authorized users can perform actions on blockchain such as invoking chaincodes or
quering the ledger.

Key Features of Wallets:

a) Identity Management
b) Secure Storage
c) Integration with MSP

Types of Wallet:

a) File system wallet

b) Hardware Security module wallet (HSM)
c) Cloud-based wallet

Wallet are used in Hyperledger Fabric Network:

Wallets are used to manage the identities of diffeent participants (e.g, administrators, fitness
trainers, users) and ensure secure interactions with the blockchain network.
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a) Enrollment of Identities

b) Admin Enrollment: These credentials are stored in the wallet. Administrators are
enrolled by Certificate Authority by creation of public and private keys

c) User Enrollment: Users are enrolled by the admin. Users can be doctors, fitness trainers
and users whose credentials are stored in the wallet

d) User Authentication: User’s Identity is retrieved from the wallet when user logs into the
web application. The identity of the user includes a signed certificate from CA and a
private key through which the user is authenticated into the network

Chaincode Invocation:

a) Transaction Proposal
b) Endorsement
c) Submission

Querying the Ledger:

a) Identity Retrieval
b) Query Execution

5.7 Deploying Web application

A web application using JavaScript and React, is developed to provide an inetrface for users
(administration, fitness trainers, and users) to interact with the the blockchain network.

Steps:

1) Choose Framework: Use React Framework to build a user-friendly and responsive web
application

2) Create User Interfaces: Develop different views for administrators, fitness trainers, and
users. Each view provides specific functionalities based on the user’s role.

3) Integrate with blockchain: Use the Hyperledger Fabric SDK for node.js to inetract with
the blockchain network. The web application communicates with the blockchain using
the PI hit from postman to execute transactions and query data.

4) Testing and Validation: testing and validation are crucial to ensure the system meets
defined requirements and performs as expected

Deployment

Once the system has been thoroughly tested and validated, it can be deployed in production
environment. A full production ready application will not be ready in this project but will
have scope for that too.

Steps -

1) Setting up Network: configure a Hyperledger Fabric network with high availabilityand
fault tolerance

2) Deploy Chaincode: Deploying the finalized chaincodes on to the network

3) Launch Web Application: Deploy the web application on a secure server, ensuring it is
accessible to users.

4) Monitor and Maintain: Continuously monitor the system for performance and security
issue, applying updates and improvements as necessary.
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Figure 9: Admin console
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Figure 10: User console

6 Evaluation

In this section, we evaluate the proposed FitVault architecture by examining various
scenarios related to storage, data privacy, and data security. It has been divided inot 3
sections - storage, data privacy and data security to ensure it meets the requirements an
objectives of the research project.
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Data Storage

This category assesses the system’s capability to handle storage-related tasks, such as
creating and modifying fitness records. The following scenarios were tested:

It will also deal with how efficiently the designed system is in accordance with the research
objective to handle storage-related tasks which include creation, modification of records. The
below scenarios were tested -

SCENARIO RESULT

An authorized user can create a trasanction | Successful
(fitness record)

An authorized user can update/modify a | Successful
record

An authorized user can create a smart | Successful
contracts with doctors and fitness trainers

Data Privacy

Data privacy for nay system is most critical. The following scenarios were tested to ensure
data privacy for the proposed architecture:

SCENARIO RESULT

User Interface for the homepage depends on | Successful
the user (Admin, Fitness Trainers, doctors,
users)

A user requires special permissions to be | Successful
invoked to view other user’s data

A user can grant/revoke access from UI | Successful
interface when allowed by the admin user
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Data Security

Data security is another crucial aspect addressed in the FitVault architecture. The following
scenarios were tested to ensure enhanced security levels in the system

SCENARIO RESULT

Use of private data collections to avoid | Successful
tampering of data

MSP ID verificatio before granting access to | Successful
a user within the channel and network

Data Integrity is maintained through hashing | Successful
algorithms and JWT tokens

Metadata as well as agreement used in the | Successful
chaincodes are securely stored in the cloud
S3 buckets and in the blocks (encrypted
form)

7 Conclusion and Future Work

The integration of Hyperledger Fabric in the FitVault ecosystem has shown significant
advancements in management of fitness data. Through this research critical issues like data
privacy, security and transparency has been addressed with permissioned blockchain
technology. Through this system fitness data is stored securely maintaining its integrity and
authenticity. The key findings of this research include:

a) Enhanced Data Privacy and Security: Encryption algorithms, digital signatures and
smart contracts has shown significant advancements on how fitness data can be securely
managed on a Hyperledger network. Implementation of Private Data collections
strengthens data privacy by only authorized users having access to personal identifiable
information (PII).

b) Transparency and Accountability: Decentralization nature of blockchain technology
provides an immutable and transparent ledger of all transactions, enhancing

c) User control and consent: The system empowers users by providing control of their
own data where users can revoke/grant access to their data giving full control on how
their data has been utilized

d) Scalability and Flexibility: To meet the market requirements, Hyperledger Fabric’s
architecture is able to scale and customize according to the need.

In conclusion , the FitVault system powered by Hyperledger Fabric offers a promising
solution for secure and private management of fitness data. The systems design ensures that
data privacy, security, and user control are priortized, addressing key concerns in the fitness
and healthcare industry.

7.1 Future Work

As with any emerging technology there are opportunities for further improvement and
exploration. Further work in this area could focus on the following aspects -
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d)

Enhancement in scalability: We can sale the architecture to include more organizations
and users, this involves integrating more advanced consensus and storage mechanisms
to handle huge data loads effectively.

Integration with Advanced Technologies: Further Hyperledger Fabric can be integrated
with [oT and Al technologies. This could be enhance real-time data processing which
can solve more complex security, privacy concerns for fitness data

Regulatory Compliance with network: Ensuring compliance with evolving data
protection regulations, such as GDPR, will be crucial. Future work could focus on
developing automated compliance checks and integrating them into the blockchain
network.

User Experience Improvements: Enhancing user interface and experience to make it
more intuitive and user-friendly for a wider adoption. This can be enabled for mobile
applications and improving control access mechanisms.

By focusing on these areas, future research can be build on the foundation laid by this
research to enhance security, privacy, and usability of fitness dara management by users.
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