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1 Introduction 
 
This Configuration Manual covers all AWS prerequisites for repeating the study and its 
outcomes. This document covers a synthetically generated dataset, Python ML packages, AWS 
Lambda, and AWS CloudFormation implementation. 
 

2 AWS Lambda Configuration 

 
Figure 1: IAM Execution Role for MNIST Distribute Lambda Function 
 

Figure 2: Security Token Service Role Policy for Cross-cloud Access 
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Figure 3: S3 bucket policy to access the client bucket, cloud-4-bucket from host cloud 

lambda function 

Figure 4: S3AccessRole Trust Relationship for Cross-cloud Access from Host Cloud 
 

 

3 Data Science Environment and Packages 
 

o Pandas 
o Numpy 
o Matplotlib 
o Scikit-learn  
o TensorFlow 
o PyTorch 
o PyCryptodome 
o Imblearn 
o Boto3 
o Logging 
o  
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4 Dataset 
 
This work uses MNIST dataset for model aggregation on the host cloud, and distributes the 
MNIST subsets across client clouds. The MNIST is a database of handwritten digits. It consists 
of 60,000 training Examples and a Test set with 10,000 examples It is a subset of the larger 
NIST Special Database 3 and Special Database 1, which contain binary images. NIST 
originally designated black and white, bilevel images in a (minimum) 20x20 pixel box with 
aspect ratio preserved.  
 
The MNIST dataset can be download from the link, 
 
https://paperswithcode.com/dataset/mnist 
 

5 AWS S3 Access 
 

Figure 5. MNIST Host Data Bucket 

 Figure 6. MNIST Host Model Bucket 
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Figure 7. MNIST Client Model and Data Bucket 
 

6 AWS Sagemaker Domain 
 

 
Figure 8. SageMaker Domain Access for Local Training 
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