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Introduction

In this guidebook you will see how to deploy and run an optimized cold start solution in a
stateless serverless environment using AWS Lambda. The primary goal is to apply the Bi-
LSTM approach for building a machine learning algorithm. In order to overcome the cold
start problem described, genetic algorithm is introduced to optimize the handling of Lambda
function invocation. A dashboard is also provided to monitor the machine learning model and
its training in the serverless mode of an application with a user-friendly interface. Through
this guide, users will be able to understand how to configure, run and manage the system.

2 System Configuration

This section outlines the requirements of Hardware and Software.

2.1 Hardware Requirements

2.2

Brand and Model: MacBook Pro or Dell Precision

Processor: Apple M2 Max or Intel Core 17/19 processor

Memory: 16 GB RAM to handle data processing

Storage: 250 GB of SSD storage for quick access to the files and data processing.
Internet Connection: Stable and fast internet connection for accessing cloud

services.

Software requirements

Operating System: Windows 10/11, macOS, or Linux

Programming Languages: Python 3, JavaScript

Machine Learning and Data Processing Libraries: TensorFlow, NumPy, Pandas,
Matplotlib, Scikit-learn.

AWS Account for deploying and managing serverless architecture

Integrated Development Environment (IDE): VS code or Jupiter Notebook



3 Project Implementation

3.1 Environment setup

3.1.1 Setup AWS Account

e Create or Login to your AWS account to access the services such as Lambda,
S3, Sagemaker and CloudWatch

Console Home Reset to defaut layout | [ AGG Widgets ©
c]
i Recently visited o g it Applications (0) info Create application H
Region: US East (N. Virginia)
EN tambaa B coderipetine
B 1AM identhty Center us-east-1 (Current Region) ¥ | | Q Find applications
Amazon SageMaker B eostic seanstaik !
B s B ros Name a | Description @ | Region v | Originating account
Cloudwatch Clouds
CodeDeploy Noapplica

Get started by cre

2 Billing and Cost Management
g 9 Create application

View all services P Go to myApplications 7
i Welcome to AWS g i AWS Health i ii Costand usage info
Getting started with Open issues Current month costs Cost ($)
) AWSE2
g Ase 0 P $0.25 o
44 Lear the fun S
get the most out of AWS. Scheduled changes o
0 Forecasted month end costs
Upcoming and past 7 days
Training and $0.73 o
1Y certification (3
) Other notifications costs =
©  Learn from AWS experts and [ ]
T advnceyour sl nd 0 Prans - 0
avings opportunities dar May 24 ul 24
Knowledge. gs opportu Mar 24 ay 24 Jul 24

Month (Year)

Figure 1: Creation of AWS Account

3.2 Packages & Libraries Used

e NumPy: For math operations and array manipulation.

e Pandas: For data handling and analysis.

e TensorFlow/ Keras: For building and training neural network models.

e Matplotlib/Seaborn: For graph and creating visualizations.

e Scikit-learn: For machine learning tasks like data pre-processing and
evaluation.

e Boto3: AWS SDK for Python

e Sequential, Dense, LSTM, Bi-Directional: Components and layers in Keras
for building neural network architectures.



: jupyter Minimizingcoldstart Last Checkpoint: a few ds ago (a d) P Logout
File Edit View Insert Cell Kernel Widgets Help Trusted conda_tensorflow2_p310 O

B+ < @B 4 % PRin B C W Code v @ O nbdif

In [1): # Importing the necesseray Libraries
import pandas as pd
import numpy as np
import tensorflow as tf
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import LSTM, Dense, Bidirectional
from datetime import datetime, timedelta
import random
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler
from sklearn.metrics import accuracy_score
import matplotlib.pyplot as plt
import seaborn as sns
import boto3
import pandas as pd

Figure 2: Importing the Libraries

4 Phases

This section has the detailed Implementation methodology for the project

4.1 Data Generation

e The Dataset used in this study is system generated as the machine learning mode is
trained on the real invocations, so the study utilizes a synthetic dataset.

File Edit Find View Go Tools Window

B lambda_function < Environment Vari
v gendataset L 8 def generate_synthetic_data(num_records):
&) lambda_function.py 9 start_time = datetime(2024, 6, 1, 0, 0, @)
- 10 function_ids = ['FuncA', 'FuncB', 'FuncC', 'FuncD']

11
12 data = []
13 current_time = start_time
14
15 for i in range(num_records):
16 function_id = random.choice(function_ids)
17
18 # Introduce variations in behavior for different functions
19 if function_id == 'FuncA’:
20 cpu_usage = np.random.normal(30, 5)
21 memory_usage = np.random.normal(200, 50)
22 elif function_id == 'FuncB':
23 cpu_usage = np.random.normal(20, 5)
24 memory_usage = np.random.normal (150, 30)
25 elif function_id == 'FuncC':
26 cpu_usage = np.random.normal(40, 5)
27 memory_usage = np.random.normal(250, 60)
28 else: # FuncD
29 cpu_usage = np.random.normal(25, 5)
30 memory_usage = np.random.normal(100, 20)
31
32 request_size = np.random.normal(500, 100)
Sl response_time = cpu_usage * 2 + np.random.normal(50, 10) # Some correlation between (PU usage and response time
34 cold_start = np.random.choice([@, 1], p=[0.9, @.1]) # chance of a cold start
35
36
37 cpu_usage = max(1@, min(cpu_usage, 50))
38 memory_usage = max(64, min(memory_usage, 256))
39 request_size = max(10@, min(request_size, 1000))
40 response_time = max(10@, min(response_time, 300))
41
42 data.append([
43 current_time,
44 function_id,
45 cpu_usage,
46 memory_usage,
47 request_size,
48 response_time,
49 cold_start
50 D
51
52 current_time += timedelta(seconds=1)
53
54 columns = ['Timestamp', 'FunctionID', 'CPUUsage (%)', 'MemoryUsage (MB)', 'RequestSize (KB)', 'ResponseTime (ms)', 'ColdStart (0/1)']

Figure 3: Synthetic Dataset Generation



e Dataset that is generated is stored in the S3 bucket named as ‘“historical.csv” as
showed in Figure 4.

Amazon S3 D> Buckets » bucket00435

bucket00435 ..+

Objects Properties Permissions Metrics Management Access Points

Objects (1) info

Create folder [ Upload

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory Z to get a list of all objects in your bucket. For others to access your
objects, you'll need to explicitly grant them permissions. Learn more E

‘ Q Find objects by prefix ‘ 1 &

d Name A | Type v Last modified v | Size v Storage class v
July 13, 2024

O B historical.csv csv y 41.8 KB Standard

15:09:39 (UTC+05:30)

Figure 4: Dataset Stored Location
e From S3 bucket csv file is being downloaded in Amazon Sagemaker in Figure 5.

In [2]: import boto3
import pandas as pd

s3_client = boto3.client('s3")
bucket_name = 'bucket@0435'
file_key = 'historical.csv'

# Download the file from S3
s3_client.download_file(bucket_name, file_key, 'historical.csv')

# Load the data into a pandas DataFrame
df = pd.read_csv('historical.csv')
print(df.head())

Timestamp FunctionID CPUUsage (%) MemoryUsage (MB) \

0 2024-06-01 00:00:00 FuncA 30.561682 227.286844

1 2024-06-01 00:00:01 FuncA 29.381101 199.124056

2 2024-06-01 00:00:02 FuncA 34.583019 110.234565

3 2024-06-01 00:00:03 FuncC 45.594580 256.000000

4 2024-06-01 00:00:04 FuncC 43.940998 256.000000
RequestSize (KB) ResponseTime (ms) ColdStart (0/1)

0 422.467181 106.783783 0

1 567.574967 105.540158 0

2 562.496880 121.818300 0

3 472.139546 138.608779 0

4 714.367864 150.896196 0

Figure 5: Dataset Information

4.2 Data Pre-processing

e Loading the dataset from S3 into a Pandas DataFrame to perform pre-processing.
Perform cleaning, removing outliers and transformations to prepare the data for model
training.



In [12]: #outlier Detection
import matplotlib.pyplot as plt
import seaborn as sns

# Box plot for each numerical column

plt.figure(figsize=(15, 10))

sns.boxplot(data=df[['CPUUsage (%)', 'MemoryUsage (MB)', 'RequestSize (KB)', 'ResponseTime (ms)'l])
plt.show()
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Figure 6: Outlier Detection and Cleaning

In [16]: # Identify outliers
outliers = (df[['CPUUsage (%)', 'MemoryUsage (MB)', 'RequestSize (KB)', 'ResponseTime (ms)']] < (Q1 - 1.5 % IQR)) |
df_outliers = df [outliers.any(axis=1)]
print(df_outliers.head(3))

FunctionID CPUUsage (%) MemoryUsage (MB) \

Timestamp

2024-06-01 00:00:19 FuncC 50.000000 256.0

2024-06-01 00:01:28 FuncC 46.738806 256.0

2024-06-01 00:03:08 FuncC 50.000000 256.0
RequestSize (KB) ResponseTime (ms) ColdStart (0/1)

Timestamp

2024-06-01 00:00:19 493.808821 167.073657 1

2024-06-01 00:01:28 691.935942 156.010319 1

2024-06-01 00:03:08 463.646208 161.613317 0

Figure 7: Identified Outlier

4.3 Training Dummy Machine Learning Model

e Run the code in the Jupiter notebook named “Minimizingcoldstart.ipynb” in AWS
Sagemaker for the results.

e Ensure the accuracy of the dummy model and generation of “initial results.csv” in
your s3 bucket



In [32]: # Build the model
from tensorflow.keras.optimizers import Adam
from tensorflow.keras.layers import Bidirectional, LSTM, Dense
model = Sequential()
model.add(Bidirectional(LSTM(50, return_sequences=True), input_shape=(X_train.shape[1], X_train.shape([2])))
model.add(Bidirectional(LSTM(50)))
model.add(Dense(1, activation='relu'))
optimizer = Adam(clipvalue=1.0)
model.compile(optimizer=Adam(learning_rate=0.01), loss='binary_crossentropy', metrics=['accuracy'])

2024-08-08 22:49:42.477424: E external/local_xla/xla/stream_executor/cuda/cuda_driver.cc:282] failed call to culni
t: CUDA_ERROR_NO_DEVICE: no CUDA-capable device is detected

In [33]: # Train the model
history = model.fit(X_train, y_train, epochs=8, batch_size=10, validation_data=(X_test, y_test))

Epoch 1/8
560/560 [
_accuracy: 0.9064

Epoch 2/8

560/560 [ 1
ccuracy: 0.9064

Epoch 3/8

560/560 [ ] - 3s 6ms/step — loss: 0.3232 - accuracy: 0.9023 - val_loss: 0.3144 - val_a
ccuracy: 0.9064

Epoch 4/8

560/560 [ ] - 4s éms/step — loss: 0.3224 - accuracy: 0.9023 - val_loss: 0.3137 - val_a
ccuracy: 0.9064

Epoch 5/8

560/560 [ ] - 4s 7ms/step - loss: 0.3225 - accuracy: 0.9023 - val_loss: 0.3200 - val_a
ccuracy: 0.9064

Epoch 6/8

560/560 [ ] - 4s 6ms/step - loss: 0.3232 - accuracy: 0.9023 - val_loss: 0.3231 - val_a
ccuracy: 0.9064

Epoch 7/8

560/560 [ ] - 4s 7ms/step - loss: 0.3225 - accuracy: 0.9023 - val_loss: 0.3213 - val_a
ccuracy: 0.9064

Epoch 8/8

560/560 [ ] - 4s 7ms/step - loss: 0.3319 - accuracy: 0.9023 - val_loss: 0.6732 - val_a
ccuracy: 0.9064

37s 12ms/step - loss: 0.9137 - accuracy: 0.8989 - val_loss: 1.0099 - val

4s 7ms/step - loss: 0.4112 - accuracy: 0.9013 - val_loss: 0.3194 - val_a

44/44 | ] - 25 2ms/step
Model Accuracy: 90.64%

Model loss
Model accuracy
R 4 —— Train
Train M1 = \alidation
0.906 1 — validation atio
0.9
0.905
0.8
0.904 -
> ]
2 0.903 a 07
3 9
< 0.902 - 0.6 1
0.901 A 0.5
0.900 - 0.4 1
0.899 034
T T T T T T T T v T v T T T T
0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7
Epoch Epoch

Figure 8: Model Training

4.4 Train Optimized Machine Learning Model

e Browse recent invocations for the “gendata” lambda functions to manually save it as
csv

e View it in CloudWatch logs and Run the query Figure



CloudWatch Logs

Lambda logs all requests handled by your function and automatically stores logs generated by your code through Amazon CloudWatch Logs. To validate your code, instrument it
with custom logging statements. The following tables list the most recent and most expensive function invocations across all function activity. To view logs for a specific function

Recent invocations b
# : Timestamp i RequestId i LogStream :DurationInMS :BilledDi 4
»1 2024-07-13T713:39:38.219Z 7ecb8@41-0e6e-4f54-93F2-0af0169c6690 2024/07/13/[$LATEST JeSdffafb6c@648edb2c2f31a8a3d42b5 333.97 334.0

»2 2024-07-13T13:30:53.5127 48054c0e-Cd06-4246-517e-9945299a77bb 2024/07/13/ [$LATEST ]cF905e88a6954423b03080abaa2d7be4 319.57 320.0

»3 2024-07-13T13:14:22.962Z e30f3a67-eac6-4771-9cb2-36719c55cfeS 20824/07/13/[$LATEST]c@b7b83516654f9eadb5552a44a96736 124.92 125.9

» 4 2024-97-13T13:89:47.3@6Z d1cb4@9d-cebl-459c-a535-5ad0f5983e9f 2024/07/13/[$LATEST ]cBb7b83516654F9eadb5552a44a96736 25e.42 251.0

»5 2024-07-13T712:27:42.578Z 25f24851-9042-44ee-al2f-ca2efe3lbeSc 2024/07/13/[$LATEST]66a6faal9fc540c5b33cc454cadd8c50 142.97 143.9

»6 2024-97-13712:27:11.359Z fd4ac289-efb8-4e3d-9520-7d91b3a51f4a 2024/07/13/[$LATEST]66a6faal9fc540c5b33cc454cadddc5o 121.55 122.9

»7 2024-07-13712:26:16.778Z 2998F445-1a77-424F-bb41-2e885e39e623 2024/07/13/[$LATEST)66a6faal9fc540c5b33cc454cad48c50 113.e3 114.9

»8 2024-97-13712:25:58.316Z 58b26d66-bfaf-4260-9307-106096327565 2024/07/13/[$LATEST]66a6faal9fc540c5b33cc454cadddc50 192.99 193.9

»9 2024-07-13T12:22:40.156Z 154b0266-Fa2f-49c5-ba24-cFF25e2da98a 2024/07/13/ [$LATEST]66a6Faal9fc540c5b33cc454cadasc50 124.48 125.0 -
‘ >

Cloudwatch X CloudWatch » Logs Insights = Discovered fields X
Learn more [2
Favorites and recents > Discovered
Logs Insights info fields Q. Search for a field

Dashboards
[4 start tailing
O

» Alarms Ao @o Qo

Found 11 suggestion(s) for your input
30m  3h  3h Compare (Off) ‘ UTC timezone ¥ ‘ Queries
¥ Logs
Select log groups, and then run a query or choose a sample query. @ingestionTime 100%
Log groups ®
Log Anomalies @logStream 100%
Select up to 50 log groups. v Browse log groups Help
Live Tail @message 100%
/aws/lambda/gendataset X
Ls Insight:
0gs Insights @requestld 100%
Contributor Insights
i o
4 | tields @tumestamp as limestamp, Coalesce(@requestid, @timestamp 100%
¥ Metrics 5 | ‘sort Timestamp desc
6 | head 9 @type 100%
All metrics 7
Explorer > @billedDuration -
¥ Query generator 9 c &
Streams @duration -
Run query
¥ X-Ray traces @initDuration -
o Logs Insights y can run for maximum of 60 minutes. -

Figure 9: CloudWatch Log

e Export the data in csv format to your Computer

CloudWatch X ¥ Query generator 9 c &
Favorites and recents > Run query
Dashboards Logs Insights query can run for maximum of 60 minutes.
» Alarms Ao @o Qo © Complete
¥ Logs Logs (9) Patterns (-) Visualization
Log groups
a
Log Anomalies Logs (9) Export results l Add to dashboard @
Live Tail Copy table to clipboard (markdown)
fve far Showing 9 of 22 records mat¢ Hide histogram
Copy table to clipboard (CSV.
Logs Insights 71 records (8.8 kB) scanned in 3.3s @ 21 Py P v
. . 2 Copy table to clipboard (JSON)
Contributor Insights
1 | | I I II Download table (CSV) I
—_—
V¥ Metrics 0 Download table (JSON)
04:30 05 PM 05:30 06 PM
All metrics l Download table (XLSX) ‘
Explorer stId LogStream Durationl.  BilledDur.. MemorySet..  Memoryl
Streams 1041-0e6e-4F54-93F2-0a70169C6690  2024/07/13/[SLATEST]e5dffafb6c0648edb2c2f31a8a3da2bs [4  333.97 334.0 2327.0 191.0
‘B2 -cdP6-4246-8172-994229937700 2024/07/13/[$LATEST]cf905e88a6954423b03080abaa2d7b04 [}  319.57 320.0 2327.0 191.0
¥ X-Ray traces
. 367-2306-4771-9cb2-36719C55¢Fe5 2024/07/13/[$LATEST]cOb7b83516654f9eadb5552a44a96736 [4  124.92 125.2 2327.0 192.0

-

Figure 10



e Upload the csv to your S3 Bucket

Amazon S3 D> Buckets » bucket00435 » Upload

Upload i

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Files and folders (1 Total, 1.3 KB) Add files ‘ | Add folder

All files and folders in this table will be uploaded.

Q, Find by name I 1
O Name v Folder v | Type
O logs-insights-results.csv - text/csv
‘ »

Destination info

Figure 11

e Ensure the file has been uploaded successfully to S3

Amazon S3 X Amazon S3 ) Buckets > bucket00435
]

suckets bucket00435 ...
Access Grants
Access Polits Objects | Properties | Permissions | Metrics | Management | Access Points
Object Lambda Access Points
Multi-Region Access Points
Batch Operations Objects (5) iwte O CopyS3URI | O CopyURL [ Download  Open 5 Delete | Actions v || createtoicer | [JEiIUPIGSAR

T}

1AM Access Anatyzer for S3 Objects are the fundamentl entites stored in Amazon S3. You can use Amazon 3 inventory [2} to get a st of il objects in your bucket. For others to access your abjects, you'll need to explicily grant them permissions. Learn mor
Q Find objects by prefix 1 ®
Block Public Access settings for
this account m] Name a Type v Last modified v | size v Storage class v
w Storage Lens 0 D historical.csv v August 9, 2024, 21:01:49 (UTC+01:00) 649.8KB Standard
Dashboards ) DB initial_results.csv v August 8, 2024, 23:50:51 (UTC+01:00) 55K8  Standard
Storage Lens groups.
AWS Organizations settings O D logsinsights-results.csv ov July 13, 2024, 14:56:07 (UTC+01:00) 13K8  Standard
0 B metrics.csv v August 10, 2024, 07:31:37 (UTC+01:00) 658.2K8 Standard
Feature spotlight
O results.csv v August 10, 2024, 07:37:40 (UTC+01:00) 24.4K8 Standard

» AWS Marketplace for 53

Figure 12



e Run all the cells in “Optimizing Cold” Start notebook in sagemaker

“— Jupyter OptimizingCold Start Last Checkpoint: Yesterday at 07:37 (autosaved) A Logout
Fle  Edt View Insert Cel  Kemel  Widgets  Help Not Trusted conda_tensorflow2_p310 O
+ 32 @B 4 ¥ PRin B C W Code v & | O nbdiff

In [137): # Importing the necesseray Libraries
import pandas as pd
import numpy as np
import tensorflow as tf
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import LSTM, Dense, Bidirectional
from datetime import datetime, timedelta
import random
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler
from sklearn.metrics import accuracy_score
import matplotlib.pyplot as plt
import seaborn as sns
import boto3
import uuid

In [140]: s3_client = boto3.client('s3')
bucket_name 'bucket00435"'
file_key = 'metrics.csv'

# Download the file from S3
s3_client.download_file(bucket_name, file_key, 'metrics.csv')

# Load the data into a pandas DataFrame
df = pd.read_csv('metrics.csv')

print(df.head())
Timestamp ProcessID StartTime EndTime \
0 31-07-2024 13:33 8596 31-07-2024 13:33 31-07-2024 13:33
1 31-07-2024 13:33 8596 31-07-2024 13:33 31-07-2024 13:33
2 31-07-2024 13:33 8596 31-07-2024 13:33 31-07-2024 13:33
3 31-07-2024 13:33 8596 31-07-2024 13:33 31-07-2024 13:33
4 31-07-2024 13:33 8596 31-07-2024 13:33 31-07-2024 13:33
MemoryUtilization CPUUtilization ProcessingSpeed ReadBytes \
0 29.66 . 826860 932149
1 31.72 4.57 826952 932609
2 33.37 4.61 828464 935466
3 35.21 4.65 828927 935914
4 37.26 4.69 829390 936362
WrittenBytes IncomingBytes OutgoingBytes DiskIO
0 753398 143289 0.28 63
1 753398 143289 0.28 63
2 753398 143473 0.58 63
3 753398 143481 0.58 63
4 753398 144593 0.58 63

Figure 13

e Test the optimization function in lambda to pre-warm the main function with the help
of Genetic Algoritm

L @ © Nvignav  MoizStudent

4 Fle Edt Find View Go Tools Window EEI HH ﬁ !

Q B Environment Vari
£ 1
§ v optimization LN
£ 2 import json
g ] lambda_function.py 3 from numpy.random import randint, rand
§ 4
] 5 # Initialize ANS SOK clients
6 cloudwatch_logs = boto3.client('logs")
7
8 t!
9 def onenax(x):
10 return -sun(x)
1
12 def selection(pop, scores, k-3):
13 selection_ix = rondint(len(pop))
14 for ix in randint(®, len(pop), k-1):
15 1f scores[ix] < scores[selection_ix]:
16 selectionix - ix
17 return pop[selection_ix]

19 def crossover(pl, pZ, r.cross):

20 <1, @ = pl.copyQ, p2.copyQ)
2 if rand() < r_cross:

2 pt = randint(1, len(p1)-2)

23 <l = pi(:pt] + p2(pt:]

2% @ = p2[:pt] + pifpt:]

25 return [c1, 2]

2%

27 def mutation(bitstring, r_mut):

28 for 1 in range(len(bitstring)):

29 if randQ) < rmt:

3 bitstring[i] = 1 - bitstring[i]

31

32 def genetic_algorithm(objective, n_bits, n_iter, n_pop, r_cross, rmut):
3 pop = [randint(8, 2, n_bits).tolist() for _ in range(n_pop)]
3 best, best_eval = 0, objective(pop[0])

35 for gen in range(n_iter):

3% scores « [objective(c) for ¢ in pop]

37 for 1 in range(n_pop):

38 i scores[{] < best_eval:

39 best, best_eval - pop[i], scores[i]

4 print(">%d, new best f(%s) = %.3f" % (gen, pop[i], scores[i1))
4 selected = [selection(pop, scores) for _ in range(n_pop)]
a2 children

43 for 1 in range(9, n_pop, 2):

“ pl, p2 = selected[i], selected(i+1]

45 for ¢ in crossover(pl, p2, r_cross):

46 mutation(c, rmt)

47 children. append(c)

48 pop = children

49 return [best, best_eval])

@

Figure 14



e Optimized cold start time and Original Invocation Time

Cold Start Times vs. Original Invocation Time
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Figure 15
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