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1 Requirements 
 

In this research several software tools were used to develop the TFHE framework. The 

framework was first tested on windows machine, and then deployed on a cloud environment. 

Let’s go through the installation guide to run our framework.  

 

1. Download and install Visual Studio Code and open Visual Studio code the user 

interface would look like this  

 

Figure 1: Visual Studio Code 

 

2. Install GIT on the system. Below is the installation guideline to GIT 

https://github.com/git-guides/install-git 

 

3. Download and install Python on system: 
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Figure 2: python download 

 

• Visit the Python official website. 

• Download the latest version of Python 3.9 

• Run the installer. 

• During installation, make sure to check the box that says, "Add Python to 

PATH." 

 

4. Building the SEAL Library: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Cmake 

 

• Download CMake Visit the CMake official website and download the installer 

for windows. Run the installer and follow the instructions and add the system 

PATH during installation. 

5. Download and Visual Studio: Visit the Visual Studio official website. 

Download the installer for Visual Studio 2019 or newer. During installation, select 

the "Desktop development with C++" workload. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Visual Studio 

2 Setting Up the Development Environment 
 

1. Clone the repository in the terminal. Open VS Code open terminal in the terminal run 

this commands: 

• Git clone https://github.com/flonix-93/TFHE-ZKP-Deduplication-

framework.git 

• cd TFHE-ZKP-Deduplication-framework 

 

 

https://www.python.org/downloads/windows/
https://cmake.org/download/
https://visualstudio.microsoft.com/
https://github.com/flonix-93/TFHE-ZKP-Deduplication-framework.git
https://github.com/flonix-93/TFHE-ZKP-Deduplication-framework.git
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Figure 5: Git Repository 

 

2. Initialize the submodules: git submodule update --init –recursive 

3. pip install -r requirements.txt 

4. Build SEAL Library:  

 

 

 

 

 
 

5. Build the Python Bindings: 

• python setup.py build_ext -i 

 

6. Run the framework:  

python app.py 

go to http://127.0.0.1:5000/ to interact with the web interface. 

3 Setting up Cloud Environment 
1. Log in to AWS Console: 

• Open the AWS Management Console and log in to your account. 

2. Launch an EC2 Instance: 

• Navigate to EC2 Dashboard under the "Compute" section. 

• Click on Launch Instance. 

3. Choose an Amazon Machine Image (AMI): 

Select a Linux-based AMI. For a general Linux distribution, you might choose 

something like Amazon Linux 2 

4. Choose Instance Type: 

Select t2.xlarge as your instance type (4 vCPUs, 16GB RAM). This instance type 

provides sufficient resources for most compute-intensive tasks. 

5. Add Storage: 

Select the default storage size 8 GB.  

 

• cd SEAL 

• cmake -S . -B build -G "Visual Studio 16 2019" -A x64 -

DSEAL_USE_MSGSL=OFF -DSEAL_USE_ZLIB=OFF -

DSEAL_USE_ZSTD=OFF 

• cd.. 

 

http://127.0.0.1:5000/
https://aws.amazon.com/console/
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Figure 5: EC2 Setup 

 

 

 
6. Configure Security Group: 

• Create a new security group or select an existing one. 

• Add rules to allow SSH (port 22) for remote access. 

• Add rules for HTTP (port 80) and HTTPS (port 443)  
7. Review and Launch: 

• Review and launch the instance and download the keypair (.pem file) 
8. SSH into the EC2 Instance 

 

 

 

 

 

 

 

4  Set Up the Environment 
1. Update the Package List: sudo yum update -y 

 

2. Install Required Packages: sudo yum install -y gcc gcc-c++ make cmake python3 

python3-pip git 

 

3. Clone Your GitHub Repository:  

 

• git clone https://github.com/flonix-93/TFHE-ZKP-Deduplication-

framework.git 

 

• cd TFHE-ZKP-Deduplication-framework 

 

4. Install Python Dependencies 

• pip3 install -r requirements.txt 

Navigate to the directory where your key pair 

(.pem file) is located. 

chmod 400 your-key-pair.pem 

ssh -i "your-key-pair.pem" ec2-user@your-

ec2-public-dns 
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5. Install SEAL Library: 

• Initialize submodules: git submodule update --init –recursive 

• Build SEAL library: 

cd SEAL 

cmake -S . -B build -DSEAL_USE_MSGSL=OFF -DSEAL_USE_ZLIB=OFF -

DSEAL_USE_ZSTD=OFF 

cmake --build build 

cd .. 

• Compile and Build the Project: 

python3 setup.py build_ext -i 

• Run the Application 

Start the Application: python3 app.py 

http://54.195.230.23:5000/ 

 

5 Web Interface: Step-by-Step Guide 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6: Web Interface 
 

1. Upload a File: 

• Click the "Choose File" button to open the file selection dialog. 

• Navigate to the file you wish to upload and select it. 

• Once the file is selected, click the "Upload" button. 

• The system will process the file and pass it to the deduplication module to 

check for duplicacy in the file content. 

2. Clear Deduplication Log 

Clear Log:  

If you want to delete the information in the deduplication log [for instance, to 

restart the process and have all the files processed as fresh], you can click on 

the ‘Clear Deduplication Log’ button. This will delete all the old file hashes 

from the logs so the system 

 

 

 

http://54.195.230.23:5000/
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Figure 7: Result page 

 

 

3. Get Results 

• After the file has been processed, you can click the "Get Results" button. 

• This will display the results of the encryption, and homomorphic computations 

for that file. 

• The results will contain information like Parameter Setup Time, Key 

Generation Time, Encryption Time, Decryption Time, etc. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


