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1 Introduction

This document outlines the specific hardware and software requirements used to conduct
the research project on Medicare fraud detection through data analysis. Additionally, it
details the step-by-step process followed to successfully complete the project.

2 System Configuration
2.1 Hardware Requirements
e System OS: Windows 10

e Processor: 15

e RAM: 8 GB

2.2 Software Requirements

The project is implemented in Google Colab with the Python 3.

Change runtime type

Runtime type

Python 3 -

Hardware accelerator (7)

@® cru (O T4cPU
QO TPUw2

Want access to premium GPUs? Purchase additional compute units

Cancel Save

Figure 1: Google Colab Run Type Configuration



3 Implementation

3.1 Data Collection

The dataset was obtained from the Kaggle website and must be extracted before use.
The dataset link is provided below:

https: / /www.kaggle.com /datasets/rohitrox /healthcare-provider-fraud-detection

« C % kagglec provider-fraud-detecti urc EENEEGS Lf
[0 Songs [ Fourbeing [ Microsoft [J Job [3 NCI [ lrish General o
= kaggle Q searcn
+ crese @ rourr anand curra - ueoaten s veass aco <285 | [ NewNotebook i
® Home N
@ Compettions HEALTHCARE PROVIDER FRAUD DETECTION ‘
B Datasets ANALYSIS ’
A Models HEALTHCARE PROVIDER FRAUD DETECTION ANALYSIS N\ 4
<> Code

DataCard Code (35) Discussion (9)  Suggestions (0)
B oiscussions
B! Laam About Dataset Ussbiy @
v More -

Figure 2: Dataset Link

= | data - ) X
Home  Share  View

« v 4 [ > ThisPC » Downloads > data v & | Searchdata »
A Name - Date modified Type Size
# Quick access
B Deskiop 0. Test_Beneficiarydata- 1542969243754 -Aug-24 11:41 PM Microsoft Excel Comma Separated Values File
=] Test_Inpatientdata- 1542969243754 Aug-24 11:41 PM Microsoft Excel Comma Separated Values File
¥ Downloads B Test_Outpatientdata-1542069243754 411:41 PM Microsoft Excel Comma Separated Values File
0] Test-1542969243754 g-24 11:41 PM Microsoft Excel Comma Separated Values File
B:] Train_Beneficiarydata- 1542865627584 24 11:41 PM Microsoft Excel Comma Separated Values File
@:] Train_Inpatientdata-1542865627584 g-24 11:41 PM Microsoft Excel Comma Separated Values File
0. Train_Qutpatientdata- 1542865627584 -Aug-24 11:41 PM Microsoft Excel Comma Separated Values File
Train-1542865627584 Aug-24 11:41 PM Microsoft Excel Comma Separated Values File 86 KB
v
8items

Figure 3: Dataset Extraction

The dataset consists of multiple CSV files and need to load all these files to Colab.

TR
+ Code + Text v v+ Gemini
Files 0O x Disk —

S v &
alele B = o -
) I~ © open X

» [ sample_data <« “ 4[> ThisPC > Downloads » data v 0| | serchdata »
e Organize v Newfolder =~ @ @
A Name < Date modified Type
- # Quick access
i 1] Test Beneficiarydate- 1542060243754 24T1:41PM  Microsoft Excel C.
i 24T1AIPM Microsoft Excel C.
A 411:41 PM Microsoft Excel C.
4T141PM Microsoft Excel C.
€1 Train_Beneficiarydata- 1542865627584 4T141PM Microsoft Excel C..
7] Trn_Inpatientdata- 1342865627564 g24THATPM  Microsoft Excel .
£ Train_Outpatientdata-1542865627564 241:41PM  Microsoft Ercel C.
1] Train- 1542865627584 24T1:41PM Microsoft Excel C.
File name: [ Test 1542069243754" "Test_Inpatientdata-1542069243754" "Test O, 1542t v | Al Files v
s Cancel
B e P T D L

Figure 4: Uploading data files


https://www.kaggle.com/datasets/rohitrox/healthcare-provider-fraud-detection-analysis?resource=download

= M X + Code + Text  Allchanges saved
= lles

RANDOM_SEED = 42

o B C w
]
» [l sample_data [ 1 start codi generate wit

LABELS = ["Normal”, "Fraud”]
X}

= B rest1542969243754 csv e
¥ Losd Train Datase

. Test_Beneficiarydata-1542969243754.csv

U

Train=pd.read_csv("Train-1542855627584
Train_Beneficiarydata=pd.read_csv("Tra
Train_Inpatientdatas=pd.read csw(™
Train_Outpatientdata=pd. read_csv{

. Test_Inpatientdata-1542969243754 csv
. Test_Outpatientdata-1542969243754 csv

B Train-1542865627584.csv ¥4 CodTE-t [tanrt.

B Train_Beneficiarydata-1542865627584.csv e O S

Test_Beneficiarydata=pd.read_cs
Test_Inpatisntdata=pd.read_csw(”
Test_Outpatientdata=pd.read_csw(™

. Train_Inpatientdata-1542865627584.csv

. Train_Outpatientdata-1542865627584.csv

Figure 5: After Uploading data files

3.2 Feature Selection

Given that we have already extracted maximum information from these columns by
grouping, we can now eliminate redundant columns from the dataset.

° # Lets remove unnecessary columns, as we grouped based on these columns and derived maximum information from them.

cols=Train_ProviderWithPatientDetailsdata.columns

remove_these_columns=[|'BenelID', 'ClaimID’, 'ClaimStartDt’,'ClaimEndDt’,’AttendingPhys:
*DperatingPhy i

‘€lnbiagnosistode_1',

» 'ClmbiagnosisCode 3", 'ClmDiagnosisCode 4',

'ClmDiagnosisCode 7',

'ClmDiagnosisC

"timDizgnosisCod
] mProcedu

oceduraCo

"ClmProcedureCode
" ClmAdmitDiagno i
'Dischargebt’, 'DiagnosisGroupCode’,’DOB', '0DOD',
'State”, "County’(]

Train_category_removed=Train_ProviderWithPatientDetailsdata.drop{axis=1,columns=remove_these_columns)
Test_category_removed=Test_ProviderWithPatientDetailsdata.drop(axis=1,columns=remove_these_columns)

Figure 6: Feature Selection

3.3 Data Pre-processing

Replace missing values in numeric columns with zeros.

f ] wiF#t Lets imput numeric columns with @

colsl = Train_ProviderWithPatientDetailsdata.select dtypes([np.number]).columns
cols2 = Train_ProviderWithPatientDetailsdata.select dtypesi{exclude = [np.number]).columns

Train_ProvidersithPatientDetailsdata[colsl] = Train_ProviderWithPatientDetailsdata[colsi]
Test_ProviderWithPatientDetailsdata[colsl]=Test_ProviderWithPatientDetailsdata[colsl].fillna(value=@)
print('Test_ProviderWithPatientDetailsdata shape:’,Test_ProviderWithPatientDetailsdata.shape)

illna(vwalue=8)

53

Test_ProviderWithPatientDetailsdata shape: (693683, 187)

Figure 7: Data Pre-processing



3.4 Feature Engineering

Combining the training and test data for feature engineering can be tempting, especially
when the test data seems to lack the full range of values present in the training data.
However, this approach introduces data leakage, as the model gains access to information
about the test set it shouldn’t have during evaluation. Instead, we recommend exploring
alternative feature engineering techniques that leverage only the training data. This
ensures a more robust and unbiased evaluation of the model’s performance on unseen
data.

## Lets add both test and train datasets

Test_ProviderWithPatientDetailsdata=pd.concat([Test_ProviderWithPatientDetailsdata,
Train_ProviderWithPatientDetailsdatalcol_merge]])

Figure 8: Feature Engineering

By examining claim counts and specific combinations of provider, beneficiary, physician,
diagnosis, and procedure codes, patterns indicative of organized fraud can be uncovered.

x=diagnosi: _2chars.sort_ ing=True)

[ ] *-disgrosiscoda 2chars.sort_values(ascending-Trus)

[ ] xunique()
#x.value_counts()[:1€

5% array(['ee', 'Bl', ‘82, '@3°, ‘84’, 'e5’, '@6’, '@7', 'e8', 'ea’, 'lo’

» "EB', 'E9', 'Ve@', 'v1', 'v2', ‘v4', 'v5', ‘Veé', 'V7', 'VB', I
‘na'], dtype=object)

Above Data Shows that if we take only first 2 characters of diagnosis code for the purpose of grouping them, we might end up creating large
sparse matrix, as each 'code' column will generate 120+ dummy columns.This will increase computational time and loose explicability.

Figure 9: Feature Engineering

3.5 Exploratory Data Analysis

Analyze the distribution of fraudulent and non-fraudulent cases in both the training and
combined datasets.



° #PLotting the frequencies of fraud and non-fraud Merged transactions in the data

sns.set_style( ‘white',rc={'Figure. Figsize':(12,8)})

count_classes = pd.value_counts(Train_ProviderWithPatientDetailsdata['Potentialfraud'], sort = True)
print(“"Percent Distribution of Potential Fraud class:- \n",count_classes*1e8/len(Train_ProviderwithPatientDetailsdata))
LABELS = ["Mon Fraud", “Fraud"]

#Drawing a barplot

count_classes.plot(kind = 'bar’, rot=8,figsize=({18,5))

#Giving titles and labels to the plot
plt.title("Potential Fraud distribution in Aggregated claim transactional data™)
plt.xticks{range(2), LABELS)

plt.xlabell{"Potential Fraud class “f]

plt.ylabel("Number of Potentizlfraud per Class ")

plt.savefig(’ PotentialfraudDistributionInMergediata’)

_Z' Percent Distribution of Potential Fraud class:-
PotentialFraud
Mo 61.878931

Yes 38.121@69
MName: count, dtype: float64

Figure 10: Exploratory Data Analysis

The initial analysis reveals a higher prevalence of fraudulent claims compared to
legitimate ones. To gain deeper insights, we will examine claim volumes and associated
amounts across various categories such as beneficiary, physician, and diagnosis.

Potential Fraud distribution in individual Providers data
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Figure 11: Exploratory Data Analysis



3.6 Model Building

1. Logistic Regression
The ”balanced” mode automatically adjusts class weights based on class frequency
imbalance. Classes with fewer instances receive higher weights to counteract their
underrepresentation in the dataset.

[ ] from sklearn.linear_model import LogisticRegressionCV

log = LogisticRegressionCV(cv=18,class_weight="halanced’, random_state=123)

he values of y to automatically adjust weights inversely proportional to class frequencies

#in the input data as ~“n_samples / (n_classes * np.bincount(y)}) ".

log.fit{X_train,y_train)

- | LogisticRegressionCV

LogisticRegressionCV(class weight='balanced', cv=1@, random_state=123)

Figure 12: Model Building for Logistic regression

2. Random Forest

[ | * Lets Apply Random Forest
from sklearn.ensemble import RandonForest€lassifier

[ ] rfc= RandomForestClassifier(n_estimators=50@,class_weight='balanced’,randon_state-121,max_depth=d) 1 We will set max_depth =4

[ ] rfe-fit(x_trainy train) #fit the madel

[ RandomForestClassifier

RandomForestClassifier(class_weight="balanced', max_depth=4, n_estimators=50@,
random_state=123)

Figure 13: Model Building for Random Forest

3. Autoencoder
Autoencoders will be used to learn patterns within normal transactions. By identi-
fying significant reconstruction errors, we aim to detect potential fraudulent activity.

et pra =np.array{test poa)

Figure 14: Converting data to array



_traln F = X_traln_pcal X Uraln pcal o, -1] = 1]

srint(X_train F.shape)

Figure 15: Separating out the fraud records from the train data

Fron sklearn.metrics Inport precision_siore, recall score, accuracy score, confusion_matrix
Fraud = (recon_error]:,1]>thr)

print("Recall=",recall ey _test, fraud))
ecision=",precision Score(y test, fraud))

"Accuracy=" accuracy_score(y_test,frawd))

int("Fl-Score” ,f1_score(y_test,frauwd) )

Figure 16: SKlearn Import Function

4 FEvaluation

All models are evaluated using industry-standard metrics and the results are summarized
as shown in table.

4.1 Logistic Regression

iCorfusion matrix, Acclracy, sensitivity and specificity

Fron sklearn.metrics import confusion_matrix,accuracy_score,cohen_kappa_score,roc_auc_scere,fl_score,auc

leg_train_pred_68,labels=[1,8]}

» )

pred 68, labels=(1,8])

ulate accuracy
otale

, accuracyd)

accuracyd= (o8
print {'Accuracy Trai
eccuracyl=(cml[8 1,1])/totall

print {‘Accura . accuracyl)

(@[ 8,8 ]+cne(@,1])

*. sensitivityd )

ivitydl = cnl[®,8]/ (cnd[8,8]+enif@,1])
nsitivity Val: *, sensitivityl )

5] +end(1,1])
e ificityd)

J@l+en1[1,1])

*, specifieityl)

core(y_val, log val_pred 68)
ppavalue)

AUC=roc_aue_scere(y_val, log val pred 68)
print [ ALC Lo ALC)

print("F1-Seere Train : ",#1_scere(y_train, log train_pred 68))

Figure 17: Logistic Regression Evaluation



FContusion Matrix Train

[[ 263 &5]

[ 218 3223]]

Confusion Matrix val:

[[ 182 =a8]

[ =22 137%]]
Accuracy Train: @8.9221819276472141
ACCuracy val: .9125877817363145
sensitivity Train @ @.7598379856497176
sensitivity val: ©.6718526315789473
Specificity Tralm: @.938829@125254879
cpecificity val: ©.9374575118966689
Kappa Value : 8.5414368243781526
AL : 8.3842558717378081
Fl-score Train : @.6458583433373348
Fl-score Val : @.5895953757225434

Figure 18: Logistic Regression Evaluation Result

log test pred 68 = (log.predict proba(X teststd)|:,1)>8.68}).astype(bool )
log test pred=pd.DataFrame(log test pred G8)

log test pred.head(2}

Figure 19: Prediction on Test data

4.2 Random Forest

| s o o e g e e
Fron sklearn.metrics import eorfusion matelix,accuracy_score,cohen_kappa_score,roc_aue_scors,Fl_seore, roc_curve
cmd = confusion_matrix(y_train, r¥c_train_pred,labels=[1,8])

print('Confusion Matrix Train : \n', cm@)

il = confusion_matris(y_val, rfe_val pred,labels=[1,8])

print('Confusion Matrix Test: Wn', eml)

“ix calculate accuracy

accuracyls(emi[8,8]+end[1,1]) /totall

print ('Accuracy Test @ ', accuracyl)

sensitivityl = cmi(e,

Flemi[e,@]+cni]e,1])
print('Sensitivity : °, sensitivityl )

specificityl = cmd(1,1]/(eml[1,8]+emif1,1])
print(’

leity : °, specificityl)

Kappaalue-cohen_kappa_score(y_val, rfc_val_pred)

print ("Xappa Value

Kappavalue)
AUc=roc_auc_score(y_val, rfc_val_pred)
print ("AUC 1" AUC)

print("F1-See

print ("F1-Sco

", F1_scorely_train,rfc_train pred))

lidation : ".f1 score(y_val, rfc_val pred))

Figure 20: Random Forest Evaluation



[Specifi

AUC

Fl-score Train @.5973782771535582
Fl-score Validation : @.5344827586286896

Confusion Matrix Train ;
[[ 319 35]
[ 235 3@38]]
Confusion Matrix Test:
[[ 12a 28]
[ 188 1283]]
Accuracy Train @ @.E8864535572484817
y Test : @.866913123844732

Kappa Valué E

B.8157894736842185
8.8721957851881435
€.46740315484944322
: ©.8439326294321881

Figure 21: Random Forest Evaluation Result

4.3 Autoencoder

predictions wnseen. shape

predictions_mnseen-autoencoder  predictifest poaf:, 229]]

Figure 22: Prediction on Unseen data

A

Submission_sutoEncoder=pd.DataFrame({"Proy

J=AE_Labels

Figure 23: Potential Fraud with Autoencoder

ider” :Test_category_removed groupedbyProv_PF.Provider})
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