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The Global Cybersecurity Workforce Shortage and the Potential 

of Artificial Intelligence. 

By Karl Flynn. 

Abstract 

As technology becomes more integral to every facet of society, and the modern world becomes 

increasingly digitised, the threat of cyber-attacks to governments, organisations and individuals 

represents a significant risk factor. The field of Cybersecurity is tasked with protecting 

governments, organisations and individuals against these threats. Cyber-attacks are becoming 

increasingly advanced, threat actors are becoming increasingly sophisticated, new working 

practices and governmental regulations are increasing the workload of already pressurised 

Cyber teams. While this is happening, there is a significant and growing shortage of 

Cybersecurity professionals globally, even though there is global understanding of the criticality 

of the issue, and some actions have been taken to try and mitigate the issue, demand is still 

outstripping supply year on year. 

 This study researches the increasing demand for Cybersecurity professionals, what’s 

driving that and the impact of the Covid-19 pandemic on demand for Cyber professionals. The 

study also researches the global Cybersecurity workforce shortage and the numbers of Cyber 

professionals needed globally. The research study also investigates what attempts have been 

made to mitigate that shortage and how effective those efforts have been. The research study 

then investigates the capabilities of Artificial Intelligence, and it’s potential in helping mitigate 

the workforce shortage. The primary research consisted of ten in-depth interviews, with open-

ended questions. The ten interview subjects, consisted of Cybersecurity stakeholders, five of 

the interviewees were directly involved in the hiring process as HR professionals or hiring 

managers, or part of the hiring team. Thematic analysis was used to identify themes and 

patterns within the data, then an inductive approach was used to identify findings and 

encourage discussion. The aim of the research is to study the existing literature, gain insights 

from the primary research interviewees and determine if Artificial Intelligence can help mitigate 

the Cybersecurity workforce shortage. 
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CHAPTER 1: 

INTRODUCTION TO THE RESEARCH TOPIC AND THESIS. 

1.1 BACKGROUND TO THE STUDY. 

Organisations and governments globally are finding it increasingly difficult to recruit 

Cybersecurity staff to help them secure and protect their assets against the growing numbers of, 

and increasingly sophisticated cyber-attacks which are causing financial loss, reputational 

damage and service disruption. This study will research the existing shortage, the increasing 

demand, the current attempts to mitigate the shortage, and the potential of Artificial Intelligence 

in alleviating the shortage. 

1.1.1 Global shortage of Cybersecurity Professionals. 

The International Information System Security Certification Consortium or ISC2, compile 

an annual report called the “Cybersecurity Workforce Study”. The 2023 report stated that even 

though there has been an increase in the global workforce of Cybersecurity Professionals by 

nearly 9% to nearly 5.5 million year on year, as shown in Fig. 1. below. Demand for 

Cybersecurity professionals has still outgrown supply and the workforce gap has grown by 

12.6%, see Fig. 2. below (ISC2, 2023).  

 

  

 

Figure 1: 2023 Global Cybersecurity Workforce. 
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Figure 2: 2023 Global Cybersecurity Workforce Gap 

 

 

 

1.1.2 Current approaches to mitigating the shortage of Cybersecurity Professionals. 

Organisations such as the European Union Agency for Cybersecurity (ENISA) in Europe, 

the National Institute of Standards and Technology (NIST) in the US, have developed 

frameworks to help define roles and responsibilities within the field of Cybersecurity. The ENISA 

developed the European Cybersecurity Framework (ECSF) (ENISA,2022a). NIST have published 

the National Institute for Cybersecurity Workforce Framework (NICE) framework (CISA,2024a). 

The purpose of these frameworks is to guide Cybersecurity managers, HR professionals and 

Educators in defining roles and responsibilities, creating Job specifications, and developing 

certifications and educational content. The goal of these initiatives is to help educate, train and 

develop candidates into Cybersecurity professionals. 

 

1.1.3 Drivers of Increasing demand for Cybersecurity Professionals. 

In the Pre-Covid world, increasing levels of digitisation within global economies, with 

increasing reliance on online shopping had meant that opportunities for Cyber Criminals had 

increased. Between 2012 and 2019, new categories of Cybercrime had been introduced, as can 

be seen in Fig: 3. below (Ross et al., 2019). 
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During the Covid-19 pandemic, due to the restrictions put in place globally, both 

shopping and work practices had to change. This presented an opportunity for Cybercriminals 

who sought to gain from the sudden change in both shopping and working practices (Monteith, 

2021).  

The Post-Covid Cybersecurity landscape has seen most of the work practices that were 

introduced remain, at least in some capacity. However there have also been new regulations 

introduced that have put additional pressure on Cybersecurity teams to achieve compliance 

(Blazic,2021). All of the above mentioned factors have contributed to an increasing demand for 

Cybersecurity Professionals as can be seen in the ISC2 Cybersecurity Workforce Study  

(ISC2,2023). 

 

Figure 3: Changes in UK Cybercrime Categories between 2012 and 2019. 
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1.2 GAPS IN THE LITERATURE. 
 

1.2.1 Aligning Artificial Intelligence Cybersecurity Capabilities, with the tasks and roles specified 

in the competency Frameworks. 

Artificial Intelligence (AI) is today used by Security vendors such as Palo Alto Networks. 

Cisco and Fortinet within their Cybersecurity product suite. These vendors have identified the 

value that AI can bring in automating tasks like handling large amounts of data, detecting 

anomalies and identifying malicious behaviour (Gregory, 2024). 

The ENISA and NIST have both published frameworks that identify Cybersecurity role 

profiles, and the main tasks that are carried out by people in those roles. Frameworks such as 

the ECSF, which lists 12 role profiles (as seen in Fig. 4. below) and gives the main task list and 

key skills needed to be carried out for each of the Role Profiles, as seen in Fig. 5. below. The 

NIST:NICE framework lists 7 job categories (as seen in Fig. 6. below), which encapsulate 52 roles 

and over 2,200 tasks that are to be carried out within the roles (NIST,2020). 

Existing literature encapsulates the Cybersecurity workforce shortage, the Cybersecurity 

Frameworks and AI in Cybersecurity, however a literature gap exists in bringing together and 

aligning the capabilities of AI, with the Categories, roles and tasks of the established 

frameworks. The existing Body of Knowledge could be enhanced by further research into 

aligning the tasks and roles AI can perform, with the categories, roles and tasks that have been 

defined in the established frameworks. This could in turn help organisations identify and utilise 

AI tools to help mitigate the workforce shortage within their organisations and also within the 

wider field of Cybersecurity. 
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Figure 4: ENISA: ECSF 12 Role Profiles. 

 

 

Figure 5 Main Tasks & Key Skills example: Chief Information Security Officer. 
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Figure 6 NIST:NICE Framework Workforce Categories. 

 

 

1.2.2 Education on the use of AI for Cybersecurity Analysts. 

Both the primary and secondary research in this study identifies the area of Security 

Operations as a key area where the use of Artificial Intelligence can play a role in automating 

workloads and performing menial repetitive tasks and ultimately freeing up SOC analysts to 

perform more high level activities and thus making better use of their time (Palo Also Network, 

2024c), potentially giving them more job satisfaction and reducing their levels of “alert fatigue”. 

The benefits of the use of AI in this area include reducing burnout and staff turnover, but also 

potentially the headcount requirement is lower as more workloads, tasks and roles are handled 

by AI, with the SOC analyst managing the AI. When the AI capabilities have been aligned with 

the frameworks as suggested in section 1.2.1 above, the next step will be around education. 

Educational institutions, certification providers and developers of curricula will need to 

integrate AI training and education into their education programs so that SOC analysts and 

other Cybersecurity professionals can learn the skills necessary to manage AI in executing 

workloads, tasks and jobs and to help them achieve efficiencies. The existing body of 

knowledge on this area could be further developed by more research into exactly how this can 

best be achieved.  
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1.2.3 Education on the use of AI for Cybersecurity hiring managers and Leadership. 

 While there is evidence of the existing use of AI within the field of Cybersecurity (Wheatley, 

2020). The finding from the primary research revealed that AI was not identified by hiring managers as a 

technology that they could leverage as an alternative to hiring more SOC analysts or as part of a hiring 

strategy when recruiting for Cybersecurity roles or building out Cybersecurity capability. Outside being 

embedded in products from vendors, the use of AI in the field of Cybersecurity is still in the early stages 

of development and how to leverage this technology is not widely known. There is a gap between being 

aware of the existence of the Cybersecurity AI tools, products and solutions and actually understanding 

how they can be leveraged by Cyber leaders and hiring managers within their Cyber strategies to 

increase efficiencies in their Security Operations teams. There is an opportunity here to carry out 

additional research, to understand how best to close this gap and add to the existing body of 

knowledge.  

 So education is key here. Cybersecurity leaders and hiring manages need to become educated 

on the specifics of how to leverage AI. When the capabilities of AI have been aligned with the education 

and certification programs as highlighted above in section 1.2.1. Cybersecurity leaders and hiring 

managers will need to skill up on how to leverage AI, and then integrate it into their Cyber capability 

strategy and hiring strategy to realise the efficiencies that AI promises.  

 

 

 

1.3 ACADEMIC JUSTIFICATION. 

According to Stuart Madnick (2024), there has been a 20% increase in data breaches in 

the US between 2022 and 2023. Madnick also states that there has been an increased number 

of ransomware attacks. Madnick also mentions that industry vendors are being increasingly 

targeted. This presents a risk for the customers of these vendors, as their systems could 

potentially be compromised via the vendor, or via the vendor’s products. Madnick mentions 

that in the past 2 years, 98% of organisations have a relationship with a vendor that has 

suffered a breach. 
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New Cybersecurity regulations have been introduced in the EU in 2024, specifically the 

NIS2 Directive, which mandates that all EU member states implement a high level of 

Cybersecurity to protect their critical infrastructure (European Commission, 2024). 

While cyber-attacks have been increasing, and new regulations are being introduced, 

the shortage in Cybersecurity professionals is growing, in 2023 the ISC2 reported that the global 

cybersecurity workforce shortage increased by 12% to nearly 4 million workers (ISC2, 2023). 

The current body of knowledge discusses the Cybersecurity workforce shortage, it also 

discusses current attempts to mitigate that shortage, however there is an opportunity to add to 

the body of knowledge with research into the possibility of AI helping mitigating the workforce 

shortage in Cybersecurity by automating tasks and roles that are currently carried out manually. 

If realised, and AI can help mitigate the workforce shortage in Cybersecurity, it can potentially 

help Cybersecurity teams and organisations react to cyber-attacks more quickly and potentially 

reduce the impact and losses for both business and society. 

 

1.4 RESEARCH AIMS. 

The research aims for this study are to research the industry literature pertaining to the 

Global Cybersecurity Workforce Shortage and what effect this shortage is having on 

organisations. The research further aims to examine industry knowledge around the demand 

for Cybersecurity professionals, and what’s driving that demand. A further research aim is to 

understand existing initiatives that have been established to address the Global Cybersecurity 

Workforce Shortage and finally to provide insight into the potential of Artificial Intelligence to 

help mitigate the Cybersecurity Workforce Shortage. The ultimate aim of the research is to 

identify gaps in the existing body of knowledge of the subject, and then to justify further 

academic research into filling those gaps with the aim of helping organisations mitigate the 

cybersecurity workforce shortage. 

 

1.5 Research Questions. 

The research questions shown in Fig. 7. below, serve the purpose of providing direction, 

focus and scope for the research project. These research questions form the basis of the 
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research objectives, these are highlighted and discussed later in chapter 3. The research 

objectives form the basis for the Primary Research interview questions. 

 

Figure 7: Research questions derived from Research Objectives. 

 

1.6 Methods and Scope. 

 1.6.1 Research methods for the study. 

 The study of the Cybersecurity workforce shortage and the potential of Artificial 

Intelligence revealed key issues with both the increasing demand and the inability of the 

mitigation attempts to produce enough candidates to satisfy demand. The research embarked 

on a strategy of interviewing ten stakeholders from within the field of Cybersecurity to gather 

primary data about their experiences, their perspective and their interpretations of the answers 

to the interview questions and ultimately the research objectives. Due to limitations around 

sample size for data gathering, and limitations around time, the researcher found that the 

qualitative research method would be the most appropriate for this study, justification and 

reasoning behind this decision is discussed in depth in Chapter 3.  

 The sample parameters included a sample of ten stakeholders from the field of 

Cybersecurity, a mix of two women and eight men, a mix of experience within the field, five 

stakeholders with direct experience of hiring for their organisations and five from a vendor 

background. Three of the interview subjects with less than ten years experience and seven of 

the interviewees with ten or more years of experience in the field of Cybersecurity. 
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1.6.2 Scope of the research study. 

In-depth interviews have been carried out with ten subjects, the interview subjects fall 

into two categories, subjects from Cybersecurity vendors, and subjects from organisations that 

have internal Cybersecurity teams. The interview subjects faced 12 questions that were derived 

from the 4 objectives listed in Fig. 8. The researcher has sought to gain an objective 

understanding of the interviewee’s knowledge and experience of the Cybersecurity workforce 

shortage, the interviewee’s knowledge and experience of what is driving the demand for 

Cybersecurity professionals, and the interviewee’s knowledge and experience of the current 

initiatives to mitigate the shortage, and the interviewee’s knowledge and experience of 

Artificial Intelligence and how it could be used to help mitigate the shortage.  

Due to limitations in terms of time and access, the scope of this research paper is 

primarily focused on the Cybersecurity workforce shortage, and the potential for AI to help 

mitigate that shortage. The scope of this study is confined to the experiences and perspectives 

of stakeholders within the field of Cybersecurity, their knowledge of the shortage, the existing 

mitigation efforts and their knowledge of AI. AI experts outside the field of Cybersecurity were 

not included due to time and access restraints, perhaps further research could be undertaken in 

this area which included specific AI experts. 

 

1.7 Overview of the research structure. 

 

1.7.1 Chapter 1: Introduction to the research area and Thesis. 

 Chapter 1 introduces the area of research, the global cybersecurity workforce shortage 

and the potential of Artificial Intelligence to help mitigate the shortage. This chapter also 

introduces the research aims and objectives, methodology, the scope of the research study. 

 

1.7.2 Chapter 2: Literature review. 

Chapter 2 is made up of an in-depth review of the existing academic literature and body 

of knowledge relating to the research topic. The existing literature relating to the global 

Cybersecurity workforce shortage, what is driving the increasing demand, what current efforts 
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are being made and by who, to mitigate the shortage, and the literature on Artificial 

Intelligence, and it’s use within the field of Cybersecurity is reviewed. Also the gaps in this body 

of knowledge for all of these areas are identified and critically discussed. 

 

1.7.3 Chapter 3: Methodology. 

 Chapter 3 of the research study is concerned with the research methodology that was 

used for the study. The research aims and objectives, the research philosophy, approach and 

strategy, the data collection methods used, the population sample, the data analysis 

techniques, the ethical considerations and the limitations of the research. 

 

1.7.4 Chapter 4: Findings and Discussion. 

Chapter 4 of this study is concerned with the findings and discussion relating to the 

primary research. A thematic approach is used to analyse the data gathered to reveal the 

themes, patterns and nuances that provide insight into the research theme of “the global 

Cybersecurity workforce and the potential of Artificial Intelligence”. The insights are further 

critically discussed, gaps identified and unexpected results explored and references are made 

back to the literature reviewed in chapter 2. 

 

1.7.5 Chapter 5: Conclusions and Recommendations. 

Chapter 5 of the research study draws conclusions from the data gathered from the 

primary and secondary data, and the findings and insights that have been revealed. The 

research gaps that have been discovered are put forward for additional research, and 

recommendations are made for all stakeholders in the field, with the aim of mitigating the 

Cybersecurity workforce shortage, and helping organisations and governments protect their 

assets from Cyber criminals more effectively.   
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CHAPTER 2: 

LITERATURE REVIEW. 

 

2.1 INTRODUCTION. 

The following chapter will explore the existing body of work that describes the current 

workforce shortage within the field of Cybersecurity and the potential for Artificial Intelligence 

to help alleviate that workforce shortage. Initially the literature that describes the field of 

Cybersecurity and the role of Cybersecurity will be examined and critiqued. Next the literature 

describing the reasons for the increasing demand for Cybersecurity professionals is explored 

from the perspective of various academics and professional and governmental bodies within 

the Cybersecurity sector. The literature describing the threat landscape pre-covid, mid-covid 

and post-covid is then explored and discussed. Following that, the literature on the workforce 

shortage that exists within the field of Cybersecurity is examined and critiqued, again from the 

perspective of academics, professional bodies and governmental agencies. Next specific roles 

within the field of Cybersecurity where workforce shortages exist are then described, again 

from the perspective of the various academics, professional bodies and governmental agencies. 

Then the literature that describes the current approaches to filling those Cybersecurity skills 

shortages is explored, and the researcher highlights the gaps that exist in this area of the 

existing literature. The professional bodies and governmental agencies mentioned above 

include the European Union Agency for Cybersecurity (ENISA), the National Institute of 

Standards and Technologies (NIST) in the USA, and the International Information System 

Security Certifications Consortium (ISC2) for a global perspective, with literature from other 

academics also reviewed. 

 

2.1 WHAT IS CYBERSECURITY AND WHAT IS ITS FUNCTION. 

Cybersecurity can be described as the act of protecting the systems, services and 

devices that are used by organisations and individuals (NSC, 2024). The goal of Cybersecurity is 

to protect the Confidentiality, Integrity and Availability of these systems, services and devices, 
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meaning that when an individual or an organisation is using them they can do so in a 

confidential manner, also that the integrity of the data they are accessing is intact, IE: It has not 

been altered or changed in anyway, also the systems and services that the individuals or 

organisations are accessing are available and have not had their availability affected by 

malicious attacks (Nieles et al., 2017). 

 

2.2 THE INCREASING DEMAND FOR CYBERSECURITY PROFESSIONALS. 

 

2.2.1 The Increasing Demand for Cybersecurity Professionals, Pre-Covid, Mid-Covid, Post Covid. 

In the pre-Covid world organisations and governments faced increased Cyber threats 

due to the growth in ecommerce, where more and more consumer transactions were moving 

online and away from traditional consumer store transactions, this growth of the digital 

economy created an increasing demand for Cybersecurity professionals, as society became 

more digitised and reliant on IT systems (Teoh & Mahmood, 2017).  

Tiberiu-Marian Georgescu (2021) argues that during the Covid-19 pandemic 

organisations and governments were forced to change their working practices due to global 

lockdowns, restricted movement and social distancing rules. These new working practices 

introduced remote working, put pressure on supply-chains and saw the spread of 

misinformation through social media networks. This new working landscape was then targeted 

by cyber criminals for both financial gains and to spread misinformation. Tiberiu-Merian 

mentions that during Covid-19 there was an increase in Ransomware attacks, where cyber 

criminals gain access to a system, encrypt files then demand payment of a ransom to un-

encrypt the files. An increase in Phishing, where cyber criminals target specific employees 

within organisations with malicious emails and try and get them to divulge financial information 

or make bogus payments. Another attack mentioned was data exfiltration, where cyber 

criminals seek to compromise an organisations systems and steal intellectual property or 

financial information. As described by Tiberiu-Marian the Cybersecurity landscape was severely 

impacted by the Covid-19 pandemic, all of the new work practices and attacks put additional 
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pressure on the already undersupplied Cybersecurity workforce, thus increasing demand for 

Cybersecurity professionals even further that in pre-Covid times. 

In the post-Covid landscape demand for Cybersecurity professionals continues to 

increase, it was projected that the global spend on Cybersecurity including risk management 

would increase by 11.3% (Gartner, 2022). The remote work practices that were introduced 

during the Covid pandemic have largely stayed, with some element of Hybrid working being 

offered by most employers. A shift towards Zero-Trust network access and Cloud has increased 

the demand for Cybersecurity professionals with these skill sets, while Cloud attacks were 

reported to had increased by 95% in 2021 (CrowdStrike, 2022).  

 

2.2.2 The increasing demand for Cybersecurity Professionals as described by the European 

Union Agency for Cybersecurity. 

The European Union Agency for Cybersecurity (ENISA) was initially setup in 2004, it is a 

EU agency that has the remit of preparing Europe for the Cybersecurity landscape of tomorrow, 

the ENISA contributes to EU wide Cybersecurity policy and helps EU nations prepare for the 

Cybersecurity challenges of the future (ENISA, 2024a). 

As reliance on digital systems and services in a more interconnected world increases so 

does the potential for Cyber Criminals to intercept, alter or take down those systems and 

services for financial gain or to disrupt organisations or governments. Globally the Cyber 

landscape has become more dangerous since the Covid-19 pandemic where cyber criminals 

have sought to take advantage of the new environment individuals and organisations have 

found themselves in. Some of these Cyber-attacks since the outbreak of Covid-19 included 

email campaigns from Cyber criminals purporting as being from the World Health Organisation 

(WHO) seeking to trick individuals into downloading malware that could be used to 

compromise their systems, Cyber-attacks on health infrastructure such as the Czech hospital 

system, the UK National Health Service and fake information websites that direct individuals to 

malicious websites that steal their payment credentials (Lallie et al., 2021). 

The onset of the Covid-19 pandemic forced individuals, organisations and learning 

institutions into new working patterns and practices. For example the need to implement 
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lockdowns, travel bans, social distancing and quarantines caused organisations to roll out 

solutions like remote working and remote learning where employees and students typically 

connected into the systems and services that they needed for their work remotely, from their 

homes. This has meant that organisations have had to invest in the technology needed to 

facilitate remote working, like Software as a Service (SaaS) applications which are available over 

the internet, and Virtual Private Network connectivity that enables remote workers to connect 

securely into the organisation. The ENISA Threat Landscape Report (Ardagna et al., 2021) 

reflects the new threat landscape where cyber criminals are seeking to exploit this new working 

environment, with an increase in Ransomware attacks where cyber criminals will send a 

malicious email to an unsuspecting user, the user opens the email and attachment, which 

subsequently can encrypt both the users own PC and potentially any systems on their network, 

the cyber criminals will then demand a payment to un-encrypt the files. The Covid-19 pandemic 

period from 2020 to 2021 saw various types of threat actors try and leverage the pandemic to 

commit Cyber-crime. The 2021 ENISA Threat Landscape Report categorised four main types, 

State-sponsored, Cyber criminals, hackers for hire and hacktivists. State-sponsored, Cyber 

criminals and hackers for hire were seeking to make financial gains through the various means 

mentioned above, to also create confusion amongst the populations of other nations states, 

and to spread misinformation to disrupt government efforts to contain and limit the damage of 

the Virus (EURESCOM, 2024). 

The increased level of threats facing governments and organisations has increased the 

strain on existing Cybersecurity teams who have been trying to protect their organisations from 

exploitation from the various threat actors. Hence the demand for Cybersecurity professionals 

has increased, in 2021 Europe in general saw an increase of 22% and some countries, namely 

Romania, Poland and Germany has seen an increase in demand of over 30% (Misheva, 2023). 

 

 

2.2.3 The increasing demand for Cybersecurity Professionals as described by the National 

Institute for Standards and Technologies. 

The National Institute for Standards and Technology (NIST) is a US governmental agency 

that is part of the US Department of commerce. In the area of Cybersecurity, it produces 
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guidelines, frameworks and standards that it publishes for Cybersecurity professionals to adopt, 

follow and comply with. For the June 2023 Cybersecurity Workforce Demand communication, 

NIST compiled data from various reputable sources that it then presented. A key finding was 

that the expected increase in demand for Information Security Analysts would be in the region 

of 35%. (NIST, 2023). 

 In a post Covid-19 world, with increased digitisation and an ever more connected 

workforce, securing manufacturing operations is becoming a more complex and challenging 

task, creating more demand for Cybersecurity professionals (Toth, 2022). The Manufacturing 

landscape has also changed from a time where manufacturing systems were not connected to 

IT systems and had no access to the internet, or remote maintenance. Now manufacturing 

equipment includes connectivity to traditional IT systems, which brings all of the threats 

associated with that environment and can cause production outages or ransomware attacks. 

Operational Technology (OT) which includes Industrial Control Systems (ICS), Programable Logic 

Controllers (PLCs) and Internet of Things devices now have a need for not only connectivity to 

other IT Systems, but also the Public internet and to be remotely accessible by third party 

suppliers that provide maintenance, remote monitoring and remote upgrades. Manufacturing 

systems use customised software, which brings the challenging of introducing security patches 

to fix the vulnerabilities in the software. As it is customised it is often not patchable by 

traditional patch releases from the suppliers. Due to this increased connectivity, and 

customisation these systems are now more susceptible to attack than ever before. Securing 

these Manufacturing systems creates additional demand for Cybersecurity Professionals. 

 

2.2.4 The increasing demand for Cybersecurity Professionals as highlighted by the International 

Information System Security Certification Consortium.  

The International Information System Security Certification Consortium (ISC2) are a 

leading Global organisation for Cybersecurity Professionals that was setup in 1989, they offer 

training and certification in some of the industry’s most respected Cybersecurity certifications. 

The ISC2 also produce an annual Cybersecurity workforce study that highlights opportunities 

and challenges within the field of Cybersecurity (ISC2, 2024a). 
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 In the US, the decade from 2014 and 2024 has seen an 18% growth in demand of 

Cybersecurity professionals as reported by the US Bureau of Labour Statistics, however the 

2015 ISC2 Global Information Security Workforce study that is compiled and published by the 

ISC2 displayed that just 10% of the Cybersecurity workforce were Women, and by 2021 the 

number had improved somewhat to represent 24% of the Cybersecurity workforce (Lingleback, 

2023).   

  Disruption of critical infrastructure, compromised sensitive data and US city 

governments impacted by cyber-attacks as described by Dom DiFurio’s (2023a) article for Drata 

a Security and Compliance company. These incidents serve as an example of the need for 

Cybersecurity professionals to protect organisations and governments. DiFurio’s article argues 

that demand in the US for Cybersecurity experts has grown twice as fast as the Cybersecurity 

workforce has grown, with a demand growing by 9% between 2021 and 2022, while the 

number of Cybersecurity jobs grew by just 5.5% (DiFurio, 2023b). 

 The war in Ukraine and increasing global geopolitical tensions have pushed up the 

demand for Cybersecurity professionals Year on year even further. Even though between the 

years 2022 and 2023 the number of Cybersecurity professionals increased by 12% globally 

(Meineke, 2024). 

 

2.3 THE WORKFORCE SHORTAGE THAT EXISTS WITHIN THE FIELD OF CYBERSECURITY. 

2.3.1 The Workforce Shortage that exists within the Field of Cybersecurity in Europe and as 

highlighted by the ENISA. 

New legal requirements mandated by the European Union in directive 2023/2841 have 

called for a minimum level of cybersecurity to be implemented by EU member states (EUR-Lex, 

2023). This new EU directive has increased the demand for Cybersecurity professionals in 

Europe even further, with the European wide Cybersecurity professionals shortage estimated 

to be around 300,000 in 2022 (ENISA, 2023).  

 In 2020, the UK Govt Department for Digital, Culture, Media & Sport (DCMS) had a 

report commissioned investigating the UK Cybersecurity Labour Market. Part of that study 

involved looking at the workforce shortage within the field of Cybersecurity. The study findings 
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showed that 68% of the businesses that were canvassed had tried to recruit Cybersecurity staff 

in the preceding three years, of this 68%, 35% of these businesses reported difficulty in filling 

their advertised positions. With approximately 48% or 653 thousand businesses reporting Basic 

Cybersecurity Skills Gaps in their workforce, 30% or 408 thousand businesses reporting 

Advanced Cybersecurity Skills Gaps in their workforce (Pedley et al., 2020).  

 As argued by Borka Jerman Blazic (2021), the European Cybersecurity labour shortage 

has had an impact on the readiness of European businesses to comply with the European 

Union’s General Data Protection Regulation (GDPR) that was published in 2018, as a shortage in 

Cybersecurity professionals in the area of Data Security meant businesses didn’t have the 

expertise to make necessary changes to comply with the new regulations, Blazic estimated this 

figure at 60% or European businesses.  

 

2.3.2 The Workforce Shortage that exists within the Field of Cybersecurity as highlighted by 

NIST. 

NIST compiled data from various reputable sources, then published the June 2023 

Cybersecurity Workforce Demand communication. This communication highlighted some of the 

challenges facing both US Government agencies and US Private industry in terms of the 

Cybersecurity workforce shortage within a US context. For example, One of the key findings 

was that in June 2023 in the US, there were an estimated 663,434 Cybersecurity unfilled job 

openings, with an estimated 1,129,659 people in the US employed in the field of Cybersecurity. 

Another key finding was that leadership teams specified that key skills that are needed included 

Cloud Security, Cyber intelligence and Malware analysis candidates. NIST also quoted that it 

was expected that by 2025, more than half of serious Cybersecurity incidents would be as a 

result of human failure, or a lack of talent (NIST, 2023b). 

 In August 2022 the US government signed into law the Cybersecurity Workforce Data 

Initiative (CWDI). The purpose of this initiative was to have the US National Center for Science 

and Engineering Statistics (NCSES) work with other governmental agencies including NIST to 

produce data around the US Cybersecurity workforce. The four key phases for this project 

included Scanning the existing definitions and data, Organising stakeholder interviews and 
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workshops, preparing research questions for the survey and conducting a pilot study (NSF, 

2024). To produce estimates for the current size of the US Cybersecurity workforce, the CWDI 

pulled data from numerous sources, as the definition of Cybersecurity worker can vary, the 

CWDI created two ranges for the estimates. A lower range with strict definitions of 

Cybersecurity workers and a broader definition of Cybersecurity workers that included workers 

that had some element of Cybersecurity in their role, but not a Cybersecurity job title. The 

Stricter definition limited the category to workers with the title of “Information Security 

Analyst” or “Computer and Information Systems Security. The wider definition included all 

workers that had an Cybersecurity element to their role, without a specific Cybersecurity job 

title. The estimates for the existing numbers of US Cybersecurity workers were returned as 

follows, the low estimate was 164,000 workers and the high estimate was 3,567,000 

Cybersecurity workers currently working within the Cybersecurity field. To represent the 

demand for Cybersecurity Professionals, the CWDI claimed there were an estimated 570,000 

Cybersecurity jobs available in the US for 2023 (Hogan et al., 2024). 

 

2.3.3 The Workforce Shortage that exists within the Field of Cybersecurity as highlighted by the 

ISC2. 

The 2020 ISC2 Workforce study presented findings that highlight the shortage that 

existed in the field of Cybersecurity for that year, the workforce study is a global study that 

incorporates fourteen countries over four regions globally, North America (NA), Europe Middle 

East and Africa (EMEA), Latin America (LATAM), and Asia Pacific (APAC). The 2020 study was 

conducted in the middle of the Covid-19 global pandemic. The study consisted of approximately 

3,700 participants from the field of Cybersecurity. In total the worldwide shortage was 

estimated at 3.1 million Cybersecurity workers (ISC2, 2020). 

 The 2021 ISC2 Workforce study was compiled from data from a pool of approximately 

4700 participants from the field of Cybersecurity. 2021 saw an increase in the number of 

workers working in the field of Cybersecurity globally by approximately 700,000 new workers, 

bringing the global number of Cybersecurity Professionals to approximately 4.2 million. This 

increase in the number of Cybersecurity professionals helped reduced the Cybersecurity 
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shortage from the 2020 figure of  3.1 million, however the shortage of workers for the 

Cybersecurity field still stood at approximately 2.72 million workers globally (ISC2, 2021). 

 The 2022 ISC2 workforce study saw the number of Cybersecurity practitioners and 

decision makers surveyed increase to approximately 11,700 participants globally. The data from 

the 2022 report stated that the global Cybersecurity workforce stood at approximately 4.7 

million globally. Again the survey was conducted in 14 countries across 4 regions globally, North 

America, Latin America, Europe Middle east and Africa and Asia Pacific. This 4.7 million figure 

represented an increase of 11.1% or approximately 460,000 jobs on the 2021 Cybersecurity 

workforce figures. However a global increase in demand saw the global Cybersecurity 

workforce shortage estimate grow to 3.4 million Cybersecurity Professionals needed (ISC2, 

2022). 

 The 2023 ISC2 workforce study showed an increase in the global Cybersecurity 

workforce to an estimated 5.5 million Cybersecurity Professionals, an increase of 9% on the 

2022 workforce numbers. However in 2023 the demand for Cybersecurity professionals grew 

again, with the 2023 Cybersecurity workforce shortage reported at approximately 4 million, a 

13% increase in the shortage from the 2022 figures (ISC2, 2023). Some of the driver of this 

increased demand include the War in Ukraine, an increase in the work from home/work from 

anywhere company policy and an increasing reliance of Cloud based services as stated in the 

2023 report. 

 

2.4 CYBERSECURITY FRAMEWORKS THAT DEFINE CYBERSECURITY ROLES WHERE THE 

SHORTAGES EXIST. 

2.4.1 Cybersecurity Roles defined in The European Cybersecurity Skills Framework: ECSF. 

The European Cybersecurity Skills Framework (ECSF) was first presented in September 

2022, at the Cybersecurity Skills conference (ECSO 2022). Developed by the ENISA, The ECSF is 

an initiative that was designed to standardise and enhance Cybersecurity Roles, tasks, skills and 

Competencies across Europe (ENISA, 2022a). The ECSF has five goals, One Goal is to agree on a 

shared understanding of common terminology across Europe, so that defining roles for 

Recruitment, job specifications and qualifications is uniform across Europe. This helps hiring 

managers and HR professionals use a common framework when they are hiring for 
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Cybersecurity professionals across Europe. Another goal is to provide a reference framework 

that helps educational institutions and training providers create programs that meet industry 

standards, ensuring that students and trainees acquire the necessary skills to be employable in 

the Cybersecurity sector and help mitigate the Cybersecurity skills shortage. A third goal is to 

help recruiters and HR departments use the framework to craft precise job descriptions, 

recruitment criteria and career development pathways. A fourth goal is to establish a common 

framework and understanding for Cybersecurity roles, skills, standards and practices and 

enable mutual recognition of qualifications and certifications across Europe. The fifth goal of 

the ECSF framework is to help organisations and government agencies perform workforce 

capacity planning to upskill employees with the skills needed to perform the relevant 

Cybersecurity roles (ENISA, 2024b).  

The ECSF provides a framework that separates Cybersecurity roles into twelve profiles. 

Each of these profiles then lists the responsibilities, skills, knowledge and training that is 

relevant to each of the profiles. These twelve profiles include Chief Information Security Officer, 

Cyber Incident Responder, Cyber Legal, Policy & Compliance Officer, Cyber Threat Intelligence 

Specialist, Cybersecurity Architect, Cybersecurity Auditor, Cybersecurity Educator, 

Cybersecurity Implementer, Cybersecurity Researcher, Cybersecurity Risk Managers, Digital 

Forensics Investigator, Penetration Tester (ENISA, 2022b).  

 

2.4.2 Cybersecurity Roles defined in The National Initiative for Cybersecurity Education 

Framework: NICE Workforce Framework. 

In November 2020 the US National Institute for Standards and Technology (NIST) 

published Revision 1 of the Workforce Framework for Cybersecurity (NICE Framework) under 

the NIST Special Publication 800-181 (Petersen, et al., 2020). The NICE Framework was 

developed to standardise common Cybersecurity tasks, knowledge and skills so that businesses,  

Governmental bodies and academia could use a common framework when creating and 

defining Cybersecurity roles, creating training and educational content and defining 

competencies (CISA, 2024a). The Revision 1 release of the NICE Framework was an upgrade on 

the original version that was released in 2017. Since 2017 the Cybersecurity landscape had 
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changed significantly and a revised framework was needed to satisfy the needs of different 

stakeholders across organisations and governmental bodies (Santos, 2020). In order to be more 

dynamic and introduce flexibility, the Revision 1 release created a separate Components 

document that can be updated separately from the Nice Framework Revision 1 document, the 

NICE Framework Components v1.0.0 was released in March 2024 (NIST, 2024). The 

Components v1.0.0 document lists 7 Work Categories which include Oversight & Governance, 

Design & Development, Implementation & Operation, Protection & Defence, Investigation, 

Cyberspace Intelligence and Cyberspace Effects. These 7 Work Categories contain 52 Work 

Roles. These Work Categories and Roles are accompanied by over 2,200 defined Tasks, 

Knowledge and Skills, and 11 defined Competency Areas which make up the NICE Framework 

(NIST, 2024b).  

 

2.4.3 The literature gap that exists in the ECSF and NICE frameworks. 

 The ever increasing demand for Cybersecurity professionals would suggest that broadening the 

scope of the current mitigation efforts beyond the areas of education and certification in order to bring 

more Cybersecurity professionals into the field is warranted. The researcher believes there is an 

academic research opportunity to research further how AI can be leveraged to help mitigate the 

Cybersecurity workforce shortage, specifically in relation to the existing ECSF and NICE frameworks 

which already list Cyber tasks and roles. By aligning AI capabilities and tools with the existing 

frameworks, that would help educational institutions, and AI researchers and developers develop 

curricula, tools and products that can be leveraged by organisations to supplement existing Cyber 

workers by automating some of their workloads and thus introducing more efficiencies for Cyber 

professionals. 

 

2.5 EDUCATION & TRAINING APPROACHES TO FILLING THE CYBERSECURITY WORKFORCE 

SHORTAGE. 

There are various governmental agencies and organisational bodies that are engaged in 

trying to fill the Cybersecurity shortage. From a standardisation perspective, the ECSF and NICE 

Frameworks have offered these organisations a framework to help them to produce 

educational content, training, certifications and define the job roles that are needed to tackle 
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the Cybersecurity Workforce Shortage. From a technical perspective Cybersecurity vendors 

have already integrated AI into their products, and in some cases developed products and 

solutions that fulfil some of the activities and job functions that would have traditionally been 

performed by a human, thus reducing the burden on already overstretched Cybersecurity 

teams. 

 

2.5.1 Current approaches to filling the Cybersecurity workforce shortage in Europe and the  

ENISA. 

The ENISA launched the Cybersecurity Skills Academy in 2023 to combat the Europe 

wide Cybersecurity workforce shortage. The ECSF Framework forms the foundation of the 

Cybersecurity Skills Academy, meaning all of the educational and training material in the 

Cybersecurity Skills Academy is based off roles, skills and competencies that are defined in the 

ECSF (Polemi and Kioskli, 2023). The Cybersecurity Skills Academy is based on four areas of 

activities, Knowledge Generation & Training, this is where citizens and educational institutions 

can access information on Cybersecurity courses and training, campuses and academies. 

Funding and Projects is the second activity the Cybersecurity Skills Academy is focused on, 

where citizens and learning institutions can find information on funding opportunities for 

Cybersecurity skills and projects. Stakeholder Involvement, Pledges & Strategies is the third 

activity that the Cybersecurity Skills Academy is focused on, this is where stakeholders are 

encouraged to make pledges and contribute to strategies in an effort to close the Cybersecurity 

shortage. Measuring Progress is the fourth activity, this is where the Cyber Skills Academy will 

make available data indicating progress in upskilling and learning programs that are 

contributing reducing the shortages in certain Cybersecurity areas (EU, 2024).  

 

2.5.2 Current approaches to filling the Cybersecurity workforce shortage in the US. 

In the US, the Cybersecurity & Infrastructure Security Agency (CISA) is a US 

governmental body that acts as a national coordinator for Industry, small and medium 

businesses, educational institutions and government bodies. It publishes information about 

current cyber threats, vulnerabilities in systems, and publishes advisories to help secure 
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businesses and organisations (CISA, 2024b). The National Initiative for Cybersecurity Careers 

and Studies (NICCS) is an initiative within the CISA, the remit of the NICCS is to be a central 

source of information about available educational content, career resources and training. It 

provides resources for the general public, Cybersecurity Professionals and Managers, 

Educators, College and University students, all level of government and HR managers. The 

NICCS have dedicated resources for Education and Training, Workforce Development and 

Cybersecurity Careers (CISA, 2024c). The NICSS education, training, workforce development and 

career resources are underpinned by the NICE Framework. In addition to the NICSS, the CISA 

runs a Cybersecurity Education and Training Assistance Program (CETAP), for the past 14 years 

the CISA has worked with the Cyber.org which is an education and training organisation that 

has the primary goal of providing resources to educators who cater for the K-12 category of 

students, IE; Kindergarten to Year 12 students (Cyber.org, 2024). Cyber.org receives funding 

from CISA, in 2023 they received $6.8m as CETAP recipients (CISA, 2024d). Agencies such as the 

CISA and dedicated initiatives such as the NICCS have been established to increase 

Cybersecurity awareness and to provide the educational resources that are needed to combat 

the Cybersecurity Workforce shortage.  

2.5.4 Current approaches to filling the Cybersecurity workforce shortage in the United 

Kingdom. 

The UK Cyber Security Council have been established to support the UK Governments 

National Cyber Strategy. Their remit is to expand the UK’s Cybersecurity knowledge and skills at 

all levels. In order to achieve this goal, they have developed a career framework that educates 

on the paths into a career in Cybersecurity. They have mapped and developed the qualifications 

and certifications that are relevant to each of the Cybersecurity roles across the Cyber industry 

(UK Cyber Security Council, 2024a). In its efforts to combat the Cybersecurity workforce 

shortage, the UK Cyber Security Council have established resources that provide guidance and 

direction to anyone that is interested in a career in Cybersecurity, they explain entry routes into 

a career in Cybersecurity via training resources and also resources and information on 

qualifications and a framework that helps map out the training, education and certifications 
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necessary to follow a path to any of the specific careers in Cybersecurity (UK Cyber Security 

Council, 2024b). 

 

2.5.4 Current approaches to filling the Cybersecurity workforce shortage Globally and ISC2. 

The ISC2 offer a myriad of education options, trainings and certifications within the field 

of Cybersecurity. Regarding the ISC2 Certification Framework Mapping, it maps to various 

global Cybersecurity Frameworks including the ECSF (ISC2, 2024b).  

Knapp, Maurer & Plachkinova (2017) argue that due to the dynamic nature of the 

everchanging Cybersecurity landscape higher education can struggle to keep their curricula up 

to date. However due to a more flexible structure, professional Cybersecurity certifications that 

are designed to specific competencies and tasks and which can be updated more frequently 

than a College/University curricula can offer both students and employers a closer 

representation of the skillset of a candidate and a definition of a job specification. The ISC2 is 

one of the most respected member associations for Cybersecurity Professionals, with over 

650,000 members globally (ISC2, 2024c). ISC2 boast some of the industry’s most respected and 

renowned Cybersecurity Certifications, the Certified Information Systems Security Professional 

(CISSP) is considered throughout the Cybersecurity industry as one of the most valuable 

certifications, frequently polling in the top 10 list of Cybersecurity certifications (Seiter, 2024). 

Tommi Äijälä (2018) argues that from a employees perspective, the CISSP certificate offers an 

industry trusted certification that will display the candidates Cybersecurity knowledge and 

skillset, while from a recruiter or employer perspective the CISSP certification offers them a 

level of trust in understanding a candidates knowledge, skillset and level of proficiency within 

the field of Cybersecurity. By providing certifications such as the CISSP and other industry 

leading Cybersecurity certifications and training, the ISC2 organisation is helping the 

Cybersecurity industry develop talent, knowledge and ultimately Cybersecurity professionals 

that will contribute to closing the workforce shortage within the field of Cybersecurity. 
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2.6 CYBERSECURITY VENDOR TOOLS AND THEIR USE OF ARTIFICIAL INTELLIGENCE. 

The Cyber firm Sophos (2024) describe Artificial Intelligence (AI) in Cybersecurity as a 

tool that can process vast amounts of data and recognise patterns of behaviour and respond to 

threats in real time. Machine Learning has been described by Sara Brown (2024) of the 

Massachusetts Institute of Technology (MIT) as a subfield of Artificial Intelligence that can be 

used to imitate human behaviour in order to solve difficult problems in the same way a human 

would.  

 

2.6.1 The Structure of Cybersecurity Teams and their tasks.  

 The twelve job profiles that are listed within the ECSF are a list of the roles that are 

defined to help organisations understand how to structure their Cybersecurity teams. Typically 

within an organisation the top Cybersecurity role is that of Chief Information Security Officer or 

CISO, The CISO is responsible for among other things building the team needed to carry out the 

tasks required to secure the organisation and counter any Cyber threats (Menzola and Nunes, 

2019). One key function within the wider Cybersecurity team is that of the Security Operations 

Center or SOC. As described by Arif Ali Mughal (2022), the SOC is the central hub of an 

organisations Security Operations, the SOC are responsible for both detecting and then 

responding to any Cybersecurity incidents that arise affecting the organisation, the SOC is 

staffed by Cybersecurity professionals, typically called SOC Analysts. The SOC Analysts monitor 

the organisations IT environment for malicious activity. Depending on an organisations size and 

complexity, a SOC can range from one SOC Analyst for a small organisation up to one hundred 

SOC Analysts for a large organisation  (InfoSecInstitute, 2024). As described by Palo Alto 

Networks (2024a), there are many levels to the role of SOC Analyst, they are typically described 

as tiers, each tier will typically focus on certain functions. Tier 1 which is entry level Analyst will 

typically be responsible for Triage, which involves monitoring the IT environment for malicious 

activity, this includes monitoring and analysing Network traffic and logs from devices and also 

for initial response and containment efforts for any incidents and for corelating information and 

escalating to higher Tier Analysts within the SOC for further investigation. Tier 2 SOC Analysts 

are typically engaged with Security Incident Investigation, determining the source of the 
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incident and for compiling post-incident reports and remediation recommendations. Tier 3 SOC 

Analysts is the top tier of SOC Analysts and they are typically engaged in proactively searching 

for malicious threats and weakness within the organisations security posture. Tier 3 SOC 

analysts will also carry out forensic level analysis of logs, network traffic and engage in incident 

response, and compile threat Intelligence report on the environment and provide 

recommendations for securing the environment further.  

 

2.6.2 The Cybersecurity Tools used by the SOC teams. 

The tools that are typically used throughout the SOC would include a Security 

Information and Event Management (SIEM) tool, this is a tool that is used to gather and analyse 

events and logs from various security tools to collate them in a central location and learn about 

the behaviour of various systems on the network, the SIEM tool can also take action if it 

discovers malicious activity by integrating into other tools such as firewalls to block threats 

(Podzins and Romanovs, 2019).  

Network Intrusion Detection Systems (NIDS), is a security tool that analyses traffic on 

the network and attempts to identify malicious behaviour, The traffic doesn’t have to pass 

through the NDIS system, the traffic can be sent to it so that it can analyse the behaviour of the 

systems on the network for malicious activity (Uppal et al., 2014). The NIDS can be used to 

produce reports that administrators can either look at later, or examine live to try and identify 

malicious activity on the network. The NDIS cannot however block any traffic or isolate any 

hosts that are deemed to be behaving in a malicious way.  

Network Intrusion Prevention Systems (NIPS) are similar to NDIS systems, as they can be 

used to analyse network traffic for malicious behaviour or infected systems, the difference 

however is that the NIPS system can take action to neutralise the threat, it can work with other 

network devices such as Firewalls to block systems that are acting in a malicious fashion 

(Goncalves, D.G.V. et al,. 2019).  

Another tool that can be used by SOC teams is known as a Security Orchestration, 

Automation and Response (SOAR). A SOAR tool typically combines three elements, 

Orchestration where the SOAR tool works with both internal and external tools to collate data 
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and intelligence. Automation, where the SOAR tool will trigger tasks that can react to specific 

threats, the SOAR tool will perform the actions set out in a playbook when a certain rule is 

triggered by the identification of a threat. The third element is incident Response, this is where 

the SOAR tool will act to mitigate or block the threat by instructing other devices like Firewalls 

or NIPS devices to block the threat (Microsoft, 2024).  

Security Analytics Platforms are tools that are considered the next generation of SIEM 

tools, they collect large amounts of data and logs from a myriad of sources and can trigger 

alerts for incident response, analysis and investigation (Palo Alto Networks, 2024b). SOC teams 

also use Endpoint Protection and Response (EDR) tools to help them both mitigate and react to 

security incidents, EDR tools are installed on systems such as Workstations, Tablets, Laptops, 

Desktops and Servers and their role is to protect the endpoint device and integrate into other 

tools to provide threat intelligence data and protect both the device and the wider 

infrastructure (Chandel et al., 2019). 

Extended Detection and Response (XDR) is a tool that integrates into Security tools from 

multiple vendors, it gathers and inspects data from multiple systems including endpoints, 

servers, email, networks and cloud workloads, XDR then offers insights and context into threats 

that are seen within the environment (Cisco, 2024). 

 

2.6.3 How Cybersecurity Vendors use AI within their existing tools. 

 Some of the biggest challenges Cybersecurity teams face when protecting organisations 

include correlating and analysing the vast amounts of data they receive from the numerous 

Cybersecurity tools that they utilize within their environments (Sarker et al., 2020). Sandra 

Wheatley in her article for Fortinet (2020) argues that organisations can often take months to 

detect a network breach due to the Cybersecurity team being overwhelmed by the challenge of 

correlating and analysing large amounts of data from their various Cybersecurity tools. 

Wheatley argues that AI and ML can be used to essentially build a Virtual Security Analyst that 

can assist with behavioural analytics, zero day threat detection and with responding to 

identified threats.  
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 Within the vendor ecosystem of Cybersecurity products and tools, the various vendors 

have in recent years been seeking to leverage AI and ML to perform tasks and roles to help 

Cybersecurity professionals with their duties. One such vendor is Palo Alto Networks who are 

an industry leading Cybersecurity vendor and they leverage the use of AI and ML in their 

product suite to help Cybersecurity teams detect and mitigate Cyber-attacks. Some of the 

products and platforms where they use AI and ML include Cortex, Strata and Prisma Cloud. 

Cortex is a platform for Cybersecurity operations, in its press release “Palo Alto Networks Adds 

"Bring Your Own AI" Capability To Cortex XSIAM AI-driven Security Operations Platform” (2023). 

Palo Alto Networks describe the Cortex Security Operations Platform as a Security Operations 

Center, it collects and correlates data, performs behavioural analysis to detect and prevent 

threats. It then uses AI to analyse and detect anomalies and incidents which improves the 

speed and accuracy of the threat detection, this tool directly assists SOC Tier 1 and 2 Analysts 

with their tasks. 

Palo Alto’s Strata, Prisma and Cortex platforms all make use of AI through a “Copilot” for 

each of the solutions, these Copilots are chatbots that are available to Cybersecurity 

professionals, they allow them to enter plain English text and query the solution on existing 

threats and help them mitigate these threats and protect the environment (Palo Alto Networks, 

2024c). These Copilot chatbots could be useful for Tier 1 and Tier 2 SOC analysts in identifying 

and mitigating threats found on the network. The underpinning AI technology that Palo Alto has 

developed to integrate and support each of its products is called “Precision AI”, this solution 

offers protection against advanced threats and facilitates safe AI adoption by protecting users 

that are using AI solutions such as ChatGPT, these AI solutions assist Cybersecurity Professionals 

that are using the Palo Alto Product suit as they carry out Tier 1 & 2 SOC tasks by gathering vast 

amounts of data, analysing it and mitigating attacks (Palo Alto Networks, 2024d). 

 

2.6.4 Literature GAP, education on the use of AI for Cybersecurity analysts. 

 The education and training approaches to mitigating the Cybersecurity workforce shortage 

discussed above are having limited success in mitigating the workforce shortage, as can be seen with the 

ever rising shortage of Cybersecurity workers.  When AI capabilities have been aligned with the 

frameworks as suggested in section 2.4.3, the next step in mitigating the shortage will be for educational 



30 
 

institutions, certification providers and developers of curricula to integrate the AI training material into 

their education programs and certifications so that SOC analysts and other Cybersecurity professionals 

can learn the skills necessary to manage AI in executing workloads, tasks and jobs, to help them achieve 

efficiencies. The existing body of knowledge has a gap in relation to how to develop the training 

modules for integrating AI into Cybersecurity and this represents an opportunity to justify further 

research in the area. 

2.6.5 Literature GAP, education on the use of AI for Cybersecurity hiring managers and 

leadership. 

 A literature gap exists in the area of education and training for hiring managers and 

Cybersecurity leaders, in the capabilities of AI in the field of Cybersecurity. The existing literature does 

not display hiring managers or Cybersecurity leaders considering AI as a technology that they could 

leverage as an alternative to hiring more SOC analysts or as part of their hiring plans or capability 

strategy. Outside being embedded in the products from Cybersecurity vendors, AI in the field of 

Cybersecurity is still in the early stages of development, and how to leverage this technology is not 

widely known. There represents an academic research opportunity, to carry out additional research into 

educating and training Cyber hiring managers and leadership in how they can leverage AI within their 

hiring plans and capabilities strategies.  

CHAPTER 3 

RESEARCH DESIGN, PROCESS AND METHODOLOGY. 

 

3.1 INTRODUCTION. 

 The research process can be described in many ways. In the book “How to research,” 

Blaxter, Hughes and Tight (2010) describe research as the process of choosing a topic, deciding 

on methods, reading for research, collecting data, analysing that data, then producing a report 

that adds to the existing body of knowledge on the subject. The methodology section of a thesis 

has the aim of conveying the philosophy, approach and the strategy that has been determined 

to guide the primary research for the thesis. The methodology section of a thesis is key to 

establishing the reliability of the research. Blair (2016) argues that a well-structured 

methodology section enhances the credibility of the research by detailing the systematic 
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approach taken to address the research questions. It also addresses the potential limitations of 

the rejected methodologies and philosophies and offers a comprehensive understanding of the 

study’s scope and context. 

 The methodology section explains the foundation for the research by detailing the 

procedures, sampling techniques, data collection methods and analytical strategies that have 

been employed to collect and analyse the feedback from the primary research interviewees. 

The methodology section details the research design, which is based on the research aims and 

objectives. It then discusses the research philosophy and the relevant philosophy chosen to 

provide a balanced unbiased method of collecting and interpreting the data, but also why other 

philosophies, strategies and approaches are rejected. By documenting each step of the process, 

the methodology section seeks to uphold the academic rigor and contribute valuable insights to 

the existing body of knowledge (Kumar, 2011). 

 

3.2 RESEARCH AIMS AND OBJECTIVES. 

 Research aims are broad, overarching goals that describe the primary purpose of the 

research study. They describe what the researcher intends to achieve and sets the general 

direction for the research. These research aims are typically written in broad terms and reflect 

the overall ambitions of the research. Research objectives are more specific, with measurable 

steps that are taken to achieve the research aims. They break the broader aims down into 

precise findings that the researcher is seeking to establish (Longo, 2024). 

 The research aims for this study are to research the industry knowledge pertaining to 

the Global Cybersecurity Workforce Shortage and what affect this shortage is having on 

organisations. The research further aims to examine industry knowledge around the demand 

for Cybersecurity professionals, a further research aim is to understand existing initiatives to 

address the Global Cybersecurity Workforce Shortage and finally to provide insight into the 

potential of Artificial Intelligence to help mitigate the Cybersecurity Workforce Shortage.  

The research objectives that have been devised to realise the aspirations of the research 

aims are set out below in Fig. 8. 
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Figure 8: Research Objectives. 

Research 
Objective 1: 

Investigate the awareness and understanding of the global cybersecurity workforce  
shortage. 

Research 
Objective 2: 

Examine the factors driving the increasing demand for cybersecurity professionals. 

Research 
Objective 3: 

Assess knowledge and perspectives on education and training approaches to 
addressing the Cybersecurity Workforce Shortage. 

Research 
Objective 4: 

Examine knowledge and perspectives on the use of AI in mitigating the 
Cybersecurity Workforce Shortage. 

 

3.3 PROPOSED RESEARCH METHODOLOGY. 

 The Research Onion is a tool that was first developed by Mark Saunders, Philip Lewis 

and Adrian Thornhill in the fourth edition of their book “Research Methods for Business 

Students (2007), The Research Onion (as seen below in Fig: 9) assists in the design of research 

studies by defining six layers, each layer representing a key element of the research process. 

The researcher starts at the outer layer and works their way through the layers to the center 

layer. These layers help guide researchers through the different stages of philosophy, approach, 

methodological choices, strategy, time horizon, data collection and analysis methods.  

 The research onion has been used by the researcher as a guide to work through the 

various aforementioned elements of the research process with the goal of answering the 

research questions that have been discussed in Chapter 1. Some of the criticisms that have 

been levelled at the Research Onion would include oversimplification. Due to the oversimplified 

nature of the Research Onion with its step by step approach, it can miss the dynamic and more 

complex nature of some research. A second criticism of the Research Onion is that of its linear 

and rigid structure which can mean the research is not accurately reflecting the true nature of 

research where researchers will revisit research when new insights have been discovered. 
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Figure 9 The Research Onion. 

 

3.4 Research Philosophy 

 According to Kirongo & Odoyo (2020a), research can be described as study that’s carried 

out into a particular field or topic, with the aim of investigating a particular problem and adding 

to the existing body of knowledge of that particular topic. Because there can be different 

interpretations of what constitutes valid research, there has been an effort to organise, 

structure, and develop research philosophies, elements and methodologies that align with the 

belief systems and aims of researchers that are seeking to solve problems and add to the 

existing bodies of knowledge. Ontology, epistemology and axiology are such elements, they 

underpin research philosophies and shape the way researchers approach their studies, 

influencing their choice of methods and the approach to gathering and analysing the data. 

Kirongo & Odoyo (2020b) argue that ontology is about one’s own experience of reality, 

about the nature of reality and how this impacts one’s experience of everything around us, 
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using the ontology philosophical element means the rest of the research is guided by the 

perception of reality of the researcher.  

Epistemology is another key element that is used to shape the approach to research, 

Mauthner (2020) argues that epistemology is concerned with the very nature of knowledge, 

how it is acquired and what constitutes knowledge.  

Axiology is the final key element relevant to this research, axiology is the research 

element that is concerned with the values of the researcher, and how those values shape the 

approach to the research process (Hart, 1971).  

Positivism, Interpretivism, Realism, and Pragmatism are terms that are used to describe 

the four main research philosophies (Winit-Watjana, 2016). These four main research 

philosophies are found in the outer layer of the Research Onion (Saunders et al., 2019).  

The Positivism research methodology is concerned with removing the influence of 

human interpretation or bias in a study and focusing on facts, data and exact evidence that is 

observable and measurable (Alharahsheh & Pius, 2020).  

Interpretivism is a research philosophy that is concerned with the understanding from 

the perspective of the individuals involved in the research, the experience of the individuals is 

paramount and their interpretation of the subject is what is researched through this philosophy 

(Scotland, 2012).  

Realism, or Critical Realism as it is also known is a research philosophy that embodies 

aspects of both positivism and interpretivism to offer an alternative to each as a research 

philosophy (Lawani, 2020).  

Pragmatism is a research philosophy that doesn’t subscribe to the strict concepts that 

concern both positivism and interpretivism, but seeks to accept that there can be multiple 

realities that can be open to research (Kaushik & Walsh, 2019). 

For the purposes of this research, the researcher has chosen interpretivism as the 

research philosophy, with the underpinned element of epistemology. Interpretivism through 

the paradigm of epistemology asserts that reality is subjective and established through the 

social interactions and interpretation of the subject, in this case the researcher and the 

interviewees (Junjie & Yingxin, 2022). The logic behind this decision is based on the researchers 
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understanding that answering the key question of whether AI can help mitigate the global 

workforce shortage is best served by conducting in-depth interviews with stakeholders within 

the field of cybersecurity. The interviewees knowledge and interpretation of the workforce 

shortage, their knowledge and interpretation of the current approaches to mitigating it and 

their knowledge and interpretation of the capabilities of Artificial Intelligence and how it can 

leveraged are paramount to answering the question and serve in the opinion of the researcher 

as the best philosophy to tackle this research. Positivism has been rejected as it is a philosophy 

that it frequently requires a scientific approach with exact measurement and results, and is 

more closely associated to a quantitative approach (Yoon Soo et al., 2020), and given the time 

restraints and lack of access to scientific measuring resources, for the purposes of this research 

Interpretivism with epistemology was considered by the researcher a better philosophy. Both 

the philosophies of pragmatism and realism, which were described above, were also rejected. 

The logic behind their rejection is the same reasoning behind the rejection of positivism. 

Pragmatism being a philosophy that doesn’t align with either interpretivism or positivism and 

tends to rely on a mixed methods approach using both qualitative and quantitative approach 

(Allemang et al., 2021), was not considered optimal by the researcher because of time 

restraints and access restraints. 

 

3.5 Research Approach 

Inductive and deductive research approaches guide how research studies are carried 

out. They are both different approaches to conducting research and are each better suited to 

different kinds of studies.  Saunders et al. (2007), lists the research approaches of inductive and 

deductive at the second layer of the research Onion (see Figure 9 above). So having decided on 

a research philosophy at the outer layer of the research onion, the researcher now chooses a 

research approach at the second layer of the research onion. 

Soiferman (2010) describes inductive research as having a bottom up approach, 

beginning with the specific and moving to the general. In contrast, Soiferman describes 

deductive research as a top down approach, beginning with the general and moving to the 

specific. Trochim & Donnelly (2006) argue that with the inductive research approach, 
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researchers will start with an observation, then collect data without having already formed a 

hypothesis or theory, then analyse that data for patterns or themes. The researcher will then 

form a theory or hypothesis based on those observations. Inductive research is more closely 

associated with developing new theories, or gaining new insights. Dr Kara (2022) argues that 

this approach is based on inductive reasoning, and therefore is more closely aligned with or 

appropriate for a Qualitative research approach. 

Deductive research as described by Soiferman (2010) being top down research will start 

with a general hypothesis or theory already formed, then collect data for the purpose of 

specifically proving or testing the existing hypothesis, then upon analysing the collected data 

the researcher will conclude the outcome, either agreeing with the hypothesis or refuting the 

hypothesis. Because of this approach deductive research is more commonly used for testing 

theories or hypothesis that already exist. Dr Kara (2022) argues that this deductive approach is 

more closely aligned to or apt for Quantitative research. 

For the purposes of this research study, the researcher has chosen the inductive 

research approach. The logic behind this decision is because the researcher starts with the 

observation that there is a global Cybersecurity workforce shortage, then gathers data in the 

form of research questions put to stakeholders in the field of Cybersecurity, then gathers the 

responses and correlates the data with the potential of developing a new framework that will 

align Cybersecurity tasks and roles that are in demand, and tasks and roles that AI can carry out.  

The deductive research approach has been rejected as a preconceived hypothesis is not 

driving the research. The researcher has sought to explore the data in the form of interview 

question answers, then draw conclusion from that data, as opposed to trying to prove trying to 

prove an existing hypothesis.  

 

3.6 Research Strategy 

Qualitative and Quantitative are the two fundamental research methods used in the 

field of research. Each approach has its relevance to certain topics within the field of research, 

and each approach has its strengths and weaknesses when approaching differing research 

topics. Quantitative research is concerned with collecting numeric data, such as statistics, 
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financial or mathematical data and specifically measurable data, Qualitative research is 

concerned with collecting information about subjective experience, expert opinion and 

attitudes  (McCleod, 2023). 

 The Quantitative research method is very much concerned with numerical data, that can 

include mathematical, computational or statistical data and the relationship that data has 

between different variables. The data collection techniques used are typically surveys, 

questionnaires and existing numerical data. The analysis techniques used include statistical 

analysis and numerical analysis. Quantitative research is typically used to test or prove existing 

theories. The data sample sizes tend to be large as statistical or numerical analysis is better 

suited to large data sets for predicting results. Some of the disadvantages of using quantitative 

research methods include it needs large data sets which can be difficult and time consuming to 

acquire (Black,1999). Quantitative research methods attributes are listed in Figure 10 below. 

 Qualitative research methods are concerned with the experience, attitudes and 

perspective of those running and taking part in the research. The data collection methods 

include interviews, surveys and focus groups. The analysis techniques used include thematic 

analysis and narrative analysis. Sample sizes tend to be limited and small in size and focused on 

specific areas. Some of the disadvantages of the qualitative research method include a 

possibility of influence of researcher bias  (Braun, 2006a). Figure 10 below lists qualitative 

research methods attributes. 
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Figure 10: Qualitative and Quantitative attributes 

  

Source: Minichiello et al. (1990, p.5). 

 The Qualitative research method was the research method applied to this study by the 

researcher. The logic behind that choice was that the research was best served by 

understanding the experiences, opinions, perspective and interpretation of interviews that are 

stakeholders in the field of Cybersecurity. The data was gathered from the stakeholders 

through in-depth interviews and thematic analysis was performed on the data to identify 

themes and patterns and then to produce insights relating to the topic. The data collection 

method of In-depth interviews was chosen as it allows the researcher to gather deep insights 

and a thorough understanding of the subjects knowledge, experience, perspective and 

interpretation.  

 Quantitative research methods were rejected as a research method for the purposes of 

this study, as due to the numerical and statistical nature of quantitative research, it was not 

considered by the researcher to be an optimal way to gather the experiences, perspectives and 

interpretations of the topic.  

Izhar Oplatka (2021) argues that there can be some downsides or pitfalls to using in-

depth interviews, including asking the wrong people. Oplatka argues that selecting interviewees 

that don’t have the relevant knowledge or experience on the research topic can give vague data 

and offer little in the way of insights. Formulating interview questions that are too narrow and 
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specific with very little scope for developing an answer is also a potential pitfall. In order to get 

valuable data for qualitative research open-ended questions are recognised as being the most 

appropriate and beneficial.  

 including the difficulty of gathering enough subjects that agree to interviews that can 

be time consuming, also it can be quite an manual effort of organising and analysing the data 

can mean it is quite time consuming to eventually gather the insights from the data by the 

researcher.  

 

3.7 Data Collection Method. 

 The primary collection method for data for this research study is via in-depth interviews. 

The subjects being interviewed are all stakeholders within the field of Cybersecurity. Donatella 

della Porta (2014) describes in-depth interviews as a fundamental research method for 

gathering knowledge and information from subjects being interviewed. Della Porta also argues 

that interviews are the most commonly used method of collecting data of differing types. 

Rathbun (2008) states the positive value of using in-depth interviews in qualitative research, 

describing them as best suited to gleam the perceptions, knowledge, ethics, learning and 

cognition of the interviewees.  

 An in-depth interviews approach was chosen for this research study because they offer 

flexibility in interviewee responses, where the subject has the flexibility within the interview to 

offer broader answers and offer more insight into the topic of research, in-depth interviews are 

also arguably more suitable to gather deep understanding of the subjects own experiences, 

perceptions and knowledge of the research topic and research problem (Seidman, 2006a). The 

type of questions chosen for the research study were open-ended questions, this style of 

question is designed to encourage the interviewee to develop and expand on their answer 

giving a deeper insight into their knowledge, experience, perspectives and attitudes to the 

research topic (Seidman, 2006b).  
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3.8 Populations sample 

The sample parameters for this research study included the interviewing of ten research 

subjects. A key requirement and a pitfall to be avoided was a requirement to interview the 

correct candidates, in the context of this research project that meant interviewing stakeholders 

within the field of Cybersecurity. The importance of selecting stakeholders within the field of 

cybersecurity was that they would already have knowledge of the industry and the challenges 

the industry faces, and indeed that they would have potentially faced themselves or know of 

others colleagues within the industry would have faced those challenges. All ten of the 

interviewees had experience of the global cybersecurity workforce shortage, the increasing 

demand for cybersecurity professionals, the existing initiatives to try and mitigate the shortage, 

and the potential for AI within the field. 

 Of the ten interviewees, five were either hiring managers or HR professionals that would 

be involved in searching for cybersecurity talent and would have had a need to hire 

cybersecurity professionals within the past six months. Six interviewees were Cybersecurity 

professionals that work for Cybersecurity vendors, within Cybersecurity teams that have 

experience, perceptions, interpretations of the Cybersecurity field, of the workforce shortage 

and also for the existing use of AI within Cybersecurity. 

 The interviews were conducted by voice/video call and all interviewees consented to 

the calls being recorded for the purposes of this study. Of the ten interviewees, eight were 

men, and two women, with only one of the women being a Cybersecurity professional and the 

other being a HR professional. This lack of diversity in this study is unfortunately reflective of 

the shortage of women professionals within the wider field of Cybersecurity (Gonzales, 2015).  
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Figure 11: Interviewee Population Sample 

Number Role Vertical 
Years in 
Field Gender 

1 HR hiring for Cyber Corporate 5 Male 

2 Cybersecurity Hiring Mgr Corporate 10+ Male 

3 
Cybersecurity Architect, on 
hiring panel Vendor 10+ Male 

4 Snr Cybersecurity Stakeholder Vendor 10+ Male 

5 Snr Cybersecurity stakeholder Vendor 10+ Male 

6 Cybersecurity Architect Vendor 9 Female 

7 HR hiring for Cyber Corporate 5 Female 

8 Snr Cybersecurity stakeholder Vendor 10+ Male 

9 Cybersecurity Hiring Mgr Corporate 10+ Male 

10 Snr Cybersecurity stakeholder Vendor 10+ Male 

 

3.9 Analysing Qualitative Data. 

The interviews were carried out using Microsoft Teams, and recorded with transcripts. 

The transcriptions were then gathered and answers aligned with each question and research 

objective. The techniques used were appropriate for this form of research study, because it 

allowed both the use of audio and video to be recorded, thus giving additional feedback to the 

researcher in terms of answers as body language could also be observed. This technique also 

allowed the producing of a transcript of the call, using MS Teams for this is especially beneficial 

as it not only produces and transcript, but if a section of the transcript is clicked, the video 

recording will play at the point clicked. Another reason these techniques were appropriate was 

they gave the researcher the opportunity to encourage the interviewee to give in depth 

answers with lots of insights that can be analysed. Each interview was then analysed and 

insights were derived to contribute to findings and discussion section. 

 Thematic analysis is a form of analysis that seeks out themes, patterns and narratives 

within the interview answers. Thematic analysis defines six phases that are to be used to get 

from phase one, getting familiar with the data. To phase six, producing a report (Braun, 2006b). 

Some of the pitfalls associated with thematic analysis are as follows, The purpose of the 

thematic analysis to derive insights into the data, and go beyond the initial answer, a problem 

can occur when thematic analysis is used, but there is no in-depth analysis of the answer 
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(Braun, 2006c). Another pitfall with thematic is one where the themes are not distinct enough 

from each other, and there is overlap this leads to analysis that is unconvincing (2006c).  

3.10 Ethical Considerations 

Protecting human subjects during a qualitative research project is paramount, ethical 

consideration must be given to the subjects, their background and the relevance of the 

questions to the topic (Roshaidai & Arifin, 2018). Care has been taken by the researcher to 

adhere to the guidelines laid out by the National College of Ireland in the document named 

“Ethical Guidelines and Procedures for Research involving Human Participation”, this document 

has been followed and all ethical considerations adhered to, with the understanding that 

guidelines that must be followed to protect human subjects during research projects. The 

National College of Ireland’s “Ethical Review Application Form” has been completed and 

submitted for review of the Ethics board well in advance of the interviews. All interviewees 

were advised of the topic of the study, and asked for and gave their consent prior to the 

interview and subsequent recording.  

3.11 Limitations To The Research 

The nature of qualitative research with in-depth interviews can mean that certain 

limitations can present during the research process. The researcher and ultimately the data 

gathered from the interviewees is dependent on the interview subjects own interpretations 

and experiences, so being able to later collate that data into specific themes and patterns may 

prove difficult and time consuming for the researcher. Another limitation is that the scientific 

community often don’t consider the results of qualitative research as scientific (Anderson, 

2010).  

With qualitative research, it can be difficult to replicate findings as the data is 

dependent on the experiences and perception of the interview subjects at that particular 

moment in time, another critical limitation is that of sample size and being able to apply 

findings from a relatively small sample size to conclude generalisations about a wider field 

(Mwita, 2022). With qualitative research interview questions, sample sizes are typically much 

smaller that sample sizes used in quantitative research, it is common for between 6 and 20 

interviewees to contribute the data for qualitative research. With quantitative research large 
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data samples can be common and use data from 10’s or 100’s or even millions of subjects. With 

more time available, less time constraints, and access to a broader field of subjects, the 

researcher would have increased the sample size in an effort to gather further data in an 

attempt to garner further and deeper insights into the research problem and potential solution. 

 

 

CHAPTER 4 

RESEARCH FINDINGS AND DISCUSSIONS 

4.1 Introduction. 

The primary research for this research study comprised of ten in-depth interviews of 

stakeholder within the field of Cybersecurity. The interviews took the form of open-ended 

questions that probed the interviewees on the research objectives. The research objectives 

sought to understand the interviewees knowledge, experience and interpretations of the 

existing shortage of Cybersecurity professionals, the impact that is having on the field, the 

current efforts to mitigate the shortage and the potential for AI to help alleviate the shortage.  

This findings and discussion section will examine the interviewees answers, essentially 

the collected data, to discover themes, patterns and nuances that will provide insight into the 

research theme of “the global cybersecurity workforce shortage and the potential of Artificial 

Intelligence”. The findings and discussion section will also seek to draw conclusions based on 

the insights gained from the primary research, and from the literature gathered and reviewed 

in chapter 2. The findings and discussion section will also seek to critically evaluate the 

identified gaps in the existing literature and the potential for the study to add to the existing 

body of knowledge on the topic. 

4.2 Research Findings. 

Ten interviewees participated in the primary research study, of the ten, two were female and 

eight were men, this is somewhat indicative of the field of cybersecurity where there is an 

acute shortage of females in the industry (Gates, 2024). Five of the interview participants were 
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either hiring managers or HR professionals, and the remaining five were Cybersecurity 

stakeholders that worked for Cybersecurity vendors. 

4.2.1 Objective 1: “Investigate the awareness and understanding of the global Cybersecurity 

workforce shortage”. 

4.2.1.1 Stakeholder awareness of the Global Cybersecurity workforce shortage. 

 100% of those interviewed, ten out of ten, expressed knowledge of and experience with 

the Cybersecurity workforce shortage, so awareness of the workforce shortage is high among 

the interviewees. 50% were aware it is a global shortage and 40% were able to list estimates for 

the actual numbers globally, with an estimate of between three and six million Cybersecurity 

professionals needed. Six of those interviewed listed a difficulty of finding candidates with the 

right mix of experience and skillset as a challenge, as described by interviewee No. 4 (Figure 

11), “A major problem with resourcing, but also with quality, It’s Cybersecurity is, it’s not just 

regular IT, it’s IT on steroids… You need to be very experienced, you need to have underlying 

technical skills, programming and network engineering, and database…. and to understand 

Cybersecurity on top”. 

 The interviewees experiences of the shortage are very much in line with the 

secondary research from the literature review in Chapter 2. The global cybersecurity workforce 

shortage is well documented, one example from the literature review describes a UK study by 

Pedley, et al. (2020) where 35% of businesses that had been canvassed, reported difficulty 

filling Cybersecurity roles in the past 3 years. The literature also documents the shortage by 

describing the results of the 2023 ISC2 workforce study, this study reported that the 2023 

Global Cybersecurity workforce shortage stood at approx. 4 million Cyber Professionals (ISC2, 

2023).  

The researcher encountered an unexpected finding which was mentioned in the primary 

research interviews (interviewee 10), a phenomenon the interviewee described as “negative 

employment”, essentially it meant organisations hiring underqualified staff into senior roles 

with the intention of bringing them up to the level they would need to be at to carry out the 

role effectively, “I’ve also heard from customers… what they are referring to as negative 
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employment, and I wasn’t too sure what that meant when I first heard the term. But essentially 

what they mean by that is they’re hiring junior people into more Senior roles, essentially 

because they just can’t get the more senior people in it”. This approach by organisations is 

commendable and shows a willingness to both invest in developing talent and to think outside 

the box in terms of tackling the workforce shortage. In terms of the other nine interviewees, 

this was not a widely experienced approach.  

An identified gap in the existing literature would include the concept of reskilling, or 

cross skilling existing IT professionals into Cybersecurity roles. Currently the body of knowledge 

does not include a pathway, that would map out what further education or certification path an 

existing IT professional could take to becoming a Cybersecurity professional, the body of 

knowledge could be further developed by research into aligning existing IT roles and the 

Cybersecurity frameworks ECSF and NICE, this would help educators develop courses that bring 

existing IT professionals from one career path to a Cyber career path, and would help 

organisations identify how to develop internal talent into cybersecurity roles. 

 

4.2.1.2 Stakeholder view of the impact of the Global Cybersecurity Workforce shortage. 

 The difficulty in hiring for Cyber roles remained to be a theme reported amongst the 

interviewee answers for this heading. With 80% of the respondents reporting that an impact of 

the shortage was that they, or someone they knew within the Cyber field had difficulty hiring 

for Cyber roles.  

Another theme in the data was that of impact on Cyber project delivery. Two of the 

interviewees (interviewee 9, 10) reported an impact on the delivery of Cybersecurity projects, 

affecting both the speed of delivery and the ability to deliver at all, due to the shortage. 

Interviewee 9 expressed, “we have a lot of business demands coming in and you know in terms 

of making security assessments and looking at designs to make sure that what has been built by 

other architects is secure and fit for purpose, and as a conveyor belt of those demands come in, 

we just don’t have the resources or the expertise to actually get through those.” This impact and 

theme has also been expressed in the literature reviewed in Chapter 2, where Blazic (2021) 
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argued that the workforce shortage impacted European businesses with the implementation of 

the GDPR directive from the EU, as organisations struggled to recruit specialist Cyber staff to 

carry out the projects to achieve compliance. 

 Two of the HR professionals interviewed reported another theme, that a company’s 

preference for onsite working can cause problems recruiting Cyber professionals, as the in 

demand candidates expressed a preference for hybrid or fully remote working, Interviewee 1 

reporting “They’ve really struggled where they’ve been looking to have onsite or in person roles, 

as opposed to hybrid roles, and really struggling to fill those roles there.” A second HR person 

(Interviewee 7) reported, “The market obviously is looking for a work life balance for flexibility 

into working from home, let’s say four days per week.” Interviewees are listed in Figure 11, 

Interviewee Population Sample. 

One gap in the literature which is not significantly developed is that of burnout within 

the field of Cybersecurity, interviewee 3 reported that “We have a lot of work, a lot of backlog 

and we can’t cover the work with the people that are there, and we tend to overwork the people 

that are inside (the company)”. There is not a significant amount of literature in the existing 

body of knowledge that links burnout with the impact of the workforce shortage. The research 

identifies an opportunity to conduct additional research into avoiding burnout with the field of 

cybersecurity so as to help alleviate the workforce shortage. 

 

4.2.1.3 Stakeholder view of the impact of the workforce shortage on organisations. 

 Organisations have come under increasing pressure to comply with regulations in the 

field of Cybersecurity, regulations like GDPR and NIS2 which are both EU directives, have put 

increasing pressure on board level executives (KPMG, 2024). Three of the primary research 

interviewees (Interviewees 3,4 & 5) have reported that the tenure of a CISO within an 

organisation is also decreasing due to the increasing pressures from Executive Boards, who are 

now under pressure to comply with industry regulations and standards or face large fines or 

legal recourse if negligence is proven. This theme is highlighted by interviewee 5 “Now anything 

up to you know, 1.5 to two years maximum and even the pressure that is exerted on perhaps 
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CISO type roles as well…. But yet the demands are increasing such that it’s such a pressure 

cooker that I think even the life of the CISO is a very short lived tenure.” Interviewee 3 repeated 

this theme with the following comments “There’s a lot of pressure coming from the different 

areas of the business because Cybersecurity, I wouldn’t say its trendy, but it’s necessary and it’s 

growing a lot, and there is a lot of awareness on leadership inside of it." This theme shows the 

impact the workforce shortage is having on organisations. 

 Organisations under pressure due to regulations, and the limited resources they have to 

gain compliance is well documented, and this theme is well represented in the existing body of 

knowledge and literature review in Chapter 2 (Blazic, 2021), regulations such as NIS2, and GDPR 

carry significant fines if not adhered to (European Commission, 2024).  

 Organisations retention rates for Cybersecurity professionals is another theme identified 

in the data, two interviewees, Interview 5 and 6 mentioned that retention rates for staff are low 

with Cyber professionals changing roles around the two to four years timeframe. Interviewee 6 

stated, “So retention rates are really, really low right…… you see a lot of people kind of leaving, 

like literally after between two and four years”. This can cause significant impact to 

organisations that have to find replacements and lose knowledge when an employee leaves.  

  

4.2.2 Objective 2: “Examine the factors driving the increasing demand for Cybersecurity 

professionals”. 

4.2.2.1 The Demand for Cybersecurity Professionals. 

 100% of the interviewees agreed that the demand for Cybersecurity professionals we 

increasing. A theme that emerged in the data was that the structure of Cybersecurity teams has 

changed, with three of the interviewees reporting that Cyber teams now contain a myriad of 

roles, where historically they would have been much more limited in size and scope, also that 

the reporting has also changed where the Cyber function is no longer under the IT remit, but a 

separate Cyber division within the organisation, Interviewee 2 commented that “Previously 

Cyber maybe sat under or was done as part of a role for IT, or a business or as a compliance 
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role, they now certainly need to set up Cybersecurity, they now need a CISO or a head of Security 

at a minimum”.  

4.2.2.2 Driving factors increasing demand for Cybersecurity Professionals. 

 A common theme among four of the primary research study interviewees was that of an 

increasing reliance on technology as a driving factor increasing demand for Cybersecurity 

professionals. Society in general is becoming increasingly digitised, interviewee 10 argued “I 

think what it really comes back to is a reliance on IT, and I think that was proven very much so in 

recent times and the recent weeks where you know there was a security incident and planes 

stopped flying, trains stopped running, hospitals stopped running and so forth and so on. So as a 

civilisation, we have become uber reliant on IT for our daily lives.” The incident the interviewee 

was discussing was an incident that effected systems globally and originated as an update from 

a major Cybersecurity firm. This heavy reliance is also reflected in the existing body of 

knowledge and highlighted in the literature review in Chapter 2, where Teoh & Mahmood 

(2017) describe it in their “Cybersecurity Workforce Development for Digital Economy” paper. 

The primary and secondary research indicate that the existing body of knowledge describes the 

driving factors that are increasing demand for Cybersecurity professionals.  

 Regulation compliance was again listed as a driving factor for increasing the demand of 

Cyber professionals as listed in section 4.2.1.3, this theme was listed by five of the ten 

interviewees as a factor increasing the demand for Cyber professionals.  

4.2.2.3 The Cybersecurity landscape, pre, mid and post Covid-19 pandemic. 

 One finding regarding the pre-Covid Cyber landscape and demand for Cybersecurity 

professionals has been the description of the workforce demand as “steady” by six of our ten 

interviewees. All six of these interviewees are hiring managers or part of the wider hiring team 

within their organisations, so this represents a common theme among those with direct 

experience of trying to hire Cybersecurity professionals in the pre-Covid landscape. Interviewee 

2 commented, “So I guess pre-Covid there was kind of just a steady demand, the industry was 

growing, you know, bit by bit Cyber threats, adoption of technology, some new regulations 

coming into the market. There was kind of a, you know, a gradual growth.” This perception of 
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the pre-Covid landscape is reflected in the literature reviewed in Chapter 2. As mentioned 

above, Teoh & Mahmood (2017) described the pre-Covid landscape in their “Cybersecurity 

Workforce Development for Digital Economy”, where demand for Cyber professionals was 

growing, but at a steady rate as global economies became more digitised.  

 During the Covid pandemic, as a new paradigm in work practices was forced upon 

organisations globally, the workload on existing Cybersecurity professionals increased 

dramatically as they worked to facilitate remote working and secure Software as-a-service 

cloud applications and platforms.  Seven of the ten interviewees referenced this common 

theme, interviewee 3 noted “So for vendors like the one where I’m working, that was insane, 

building everything so rapidly”. Interviewee 5 also argued “Then mid-Covid, there was a huge 

rush to enable remote working and granted an awful lot of organisations did very well to 

facilitate that, and in a short space of time”. Another finding was that even though, as noted by 

the majority of interviewees, workload on existing Cybersecurity professionals grew mid-Covid, 

both of the HR professionals noted that the mid-Covid demand to recruit Cyber people was not 

as great as it became post-Covid, interviewee noted “I still don’t think there was a huge 

explosion in Cyber Professionals, in the need for, sorry for the push for Cyber Professionals, at 

the rate it is now, I very much think it’s increased post-Covid.”  

 Post-Covid, a common theme among 70% of our primary research interviewees, is that 

of a reported increase in demand for Cyber professionals. Interviewee 10 reported, “I think one 

big thing that has changed is that it’s easier to get budget for security projects today than it 

ever was before Covid, and although you have the money, you just can’t spend it because you 

actually can’t find the people.” This is a very salient point and a key finding from the interviews 

is that the Covid pandemic, has shone a light on the Cyber profession and highlighted it’s 

importance like never before, this has freed up budget, however the workforce shortage is 

hampering the progress of such initiatives. The post covid demand for Cyber people is well 

documented in the literature reviewed in Chapter 2, with a number of factors listed as the 

drivers, increased advanced threats (EURESCOM, 2024), new working paradigm (Ardagna et al., 

2021), increased regulation (KPMG, 2024). 
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4.2.3 Objective 3: “Assess knowledge and perspectives on education and training approaches to 

addressing the Cybersecurity Workforce Shortage”. 

 4.2.3.1 Awareness of organisations working on mitigating the Cybersecurity workforce 

shortage. 

 Of the ten interviewees, only one could name the main bodies within Europe and the US 

that were working on mitigating the workforce shortage. Five others were aware of local 

government initiatives, and had varying degrees of knowledge of who they are and what they 

are trying to do. Four interviewees had no knowledge of organisations or bodies that are 

working to mitigate the workforce shortage. With the exception of one interviewee, the 

findings suggested that there was little knowledge of what organisations/bodies were laying 

down frameworks, establishing initiatives etc to help mitigate the global Cybersecurity 

workforce shortage. Interviewee 1, reported “I know the EU have their own ones, the UN and 

then the US would have a variety of other ones. But they’re probably the main global ones I’ve 

seen. I wouldn’t have too much information.” This was a common theme among the majority of 

the interviewees.  

 We know from the literature review in chapter 2, that the ENISA, the CISA, NIST and the 

ISC2 have put significant effort into developing frameworks, Cybersecurity policy, guidelines 

and standards  to help organisations and governments deal with the workforce shortage 

(ENISA, 2024a), (NIST, 2023), (CISA, 2024a), (ISC2, 2024a). This finding would highlight a gap in 

the stakeholder knowledge of who these bodies are, this could potentially represent an 

opportunity to justify further research into how these organisations could better engage with 

cybersecurity stakeholders. 

 4.2.3.2 Awareness of efforts to reduce the shortage through education and training. 

 The findings gathered indicated that there was a good overall awareness of the 

education, training and certification initiatives that are in place to help mitigate the shortage. A 

common theme emerged where seven of the ten subjects highlighted their awareness of 3rd 

level institutions and their initiatives. Interviewee 1 noted “there is another, being huge huge 

investment into universities globally to you know offer, to have more offerings within Cyber 

Security and you know specific to cyber, and how historically a lot of them would be focused 
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largely on computer science and you know to be quite general degrees and by now…. many 

have branched off into more specialist areas globally and to add on to that, there's more 

masters degrees than ever I think in Cyber, and PHD's.”  Nine out of ten of the subjects also 

listed their awareness of vendor certifications as an education and training initiative. 

 The literature reviewed in chapter 2 suggests that the efforts to mitigate the shortage 

through education and training initiatives are well documented, such as the EU’s Cyber Skills 

Academy (EU, 2024), and in the US with the CISA’s National Initiative for Cybersecurity Careers 

and Studies (CISA, 2024c). 

 One gap that was observed however was in relation to the ECSF and NICE frameworks, 

and the job roles and tasks that the training courses and certifications were preparing people to 

carry out. There was no knowledge amongst the interviewees of the alignment between the 

Cyber roles and tasks listed in the frameworks, and the training programs or certifications that 

the training institutions or certification providers offered. This suggests that organisations and 

hiring managers could benefit from a well-defined frameworks, that also highlighted what roles 

and certifications aligned with what courses and certificates.  

 

 4.2.3.3 Effectiveness of educations and training initiatives in mitigating the shortage. 

 A common theme mentioned by seven out of the ten interviewees was that these 

education and training initiatives “are helping” regarding the workforce shortage, however 

there is a caveat. Four out of the seven interviewees mentioned that even though they are 

helping, they are not producing enough candidates to keep up with the growing demand for 

workers. Interviewee 10 stated, “There’s just not enough of them, so individually absolutely 

every program is going to help, but I just think that it’s just not doing a good job at these things. 

It’s just the increase that they’re getting from these is being surprised by the increase in need for 

the security professionals and hence the number is constantly growing”.  

 This finding would suggest that from the perspective of the majority of those in the 

Cyber industry, the education and training initiatives are producing candidates, however not at 

a fast enough rate to satisfy the increasing demand, in Chapter 2, there is a myriad of 
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references to agencies and bodies such as the ENISA, the CISA and ISC2 who are working to 

educate and train talent to help mitigate the shortage, however the data we see from the 2023 

ISC2 annual workforce study showed that even though the Cyber workforce grew by around 9% 

between 2022 and 2023, the workforce shortage grew by 13% for the same period (ISC2, 2023). 

 

4.2.4 Objective 4: “Examine knowledge and perspectives on the use of AI in mitigating the 

Cybersecurity Workforce Shortage”.  

 4.2.4.1 Awareness of the use of AI in Cybersecurity. 

 All of the interviewees were aware of the use of AI in Cybersecurity, eight out of ten 

interview subjects reported being aware of the use of AI for analysing large data sets for 

anomalies, malicious behaviour detection. So the interviewees demonstrated a knowledge of 

the use of AI in Cybersecurity. Interviewee 3 stated, “AI and Machine Learning in general are 

much better in general at reading large amounts of data sets”. The awareness of the use of AI 

within the field of Cybersecurity amongst the interviewees is also reflected in the literature 

review from Chapter 2, where the use of AI for processing large amounts of data is described by 

the Cybersecurity company Sophos (2024). 

 4.2.4.2 Awareness of the tasks and roles AI can help perform in Cybersecurity. 

 All ten of the interviewees showed some awareness of the tasks and roles that AI can 

perform within the field of Cybersecurity, with differing degrees of knowledge expressed 

amongst the interview subjects. The interviewees from a Cyber vendor background and one 

Cybersecurity manager expressed a deeper understanding of what tasks AI can currently carry 

out, and how recent developments in Generative AI can help develop those AI capabilities 

further. The data correlated from this interview question would suggest that there is an 

awareness amongst stakeholders about the use of AI in the field of Cybersecurity, however one 

theme that emerged was that the level of knowledge varied amongst the interviewees. Another 

finding was the potential of AI to carry out tasks that can specifically assist SOC analysts, five of 

the interviewees expressly mentioned Security Operations tasks, that they could see AI helping 

with. Interviewee 2 argued, “The SOC incident response, it’s probably the biggest opportunity, 
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just the scale of information…. Their SOC tools, to help with the kind of processing analysis of 

everything that’s coming through the log monitoring and analytics, to you know identify 

patterns that maybe a SOC analyst mightn’t spot, or might take longer to spot.” With a deeper 

understanding of what roles and tasks AI can perform within the field of Cybersecurity, hiring 

managers, and HR professionals could potentially seek out new products, tools or services that 

could either take on some tasks and automate in order to take some of the workload off the 

existing Cyber professionals. 

 4.2.4.3 The effectiveness of AI in mitigating the Cybersecurity workforce shortage. 

 Nine out of ten of the interviewees reported that they believed that AI can indeed help 

reduce the workload of existing Cyber professionals, and eight out of ten reported that they 

believed that AI will be able to help mitigate the Cybersecurity workforce shortage. Interviewee 

2 stated “But where it will be able to help is just to allow those teams to scale as they build up… 

every time your cyber workforce, it shouldn’t be a you know, a line going straight up. You should 

start to see the workforce shortage and the demand for workforce start to kind of flatten out a 

little bit because we should be able to do more with the same volume of workforce.”  

The primary research also revealed that nine out of the ten interviewees believed that 

AI will able to help by carrying out tasks the Security Operations teams would typically do, ie: 

would be able to automate repetitive workloads, data and behavioural analysis, incident 

detection etc, Interviewee 4 noted, “You might be able to have automation and AI…. You might 

be able to reduce the amount of people, say in a SOC… That are monitoring alerts all of the 

time.” Five out of ten of the interviewees also reported that they there would be a need to 

introduce training for the analysts that would need to leverage AI, this could introduce some 

cost overhead and some delay in getting the workforce up to speed with the new technology. 

One unexpected and intuitive observation from interviewee 3, was that by the introduction of 

AI in cyber would introduce a new skillset, and this skillset could potentially be in big demand, 

and in itself could create an AI workforce shortage, “We’re gonna create an AI shortage as well, 

so that’s another problem to think about, right, you still need to get AI engineers today. I think 

we are gonna have two different shortages, but still I think it will be a bit better.” Overall as 

exhibited above, the interviewees were positive about the impact AI can have on reducing the 
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workload on Cyber professionals, and also on the potential for AI to help mitigate the workforce 

shortage. 

4.3 Study Limitations. 

Certain limitations can exist when using any research method, strategy and approach. 

This research study used qualitative research, with the primary data derived from in-depth 

interviews which comprised of open-ended questions. The open-ended questions were put to 

ten interview subjects that were all stakeholders within the field of Cybersecurity. Two were 

Human Resources personnel who were tasked by hiring managers with recruiting for 

Cybersecurity positions. Two more were Cybersecurity managers who were hiring managers for 

Cybersecurity roles within their teams, and the six others were Cybersecurity professionals 

from Cyber vendors, one of which was on the hiring team for bringing in new talent. The 

findings and themes from the interview questions were very much in line with what was 

identified in the secondary research in Chapter 2, the Literature Review. With some unexpected 

answers offering additional insights. The data gathered from the primary research interviews 

and the literature review allowed the researcher to identify gaps in the research that can justify 

additional research for the purposes of adding to the existing body of knowledge. Because 

qualitative research using in-depth interviews relies heavily on the interview subjects own 

experiences, perspective and knowledge, this method can be prone to both research bias and 

bias on behalf of the subjects (Bergen & Labonté, 2019). However due to the sample size of 10 

subjects and the use of open-ended questions, the researcher tried to ensure the results of the 

study are objective and thorough.  

 

CHAPTER 5 

CONCLUSIONS AND RECOMMENDATIONS. 
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5.1 Study Conclusions and recommendations. 

5.1.1 Aligning AI Cybersecurity Capabilities, with the tasks and roles specified in the 

competency Frameworks. 

The existing body of literature focusing on the field of Cybersecurity and the problem of 

the workforce shortage has been extensively reviewed in this research study. Some of the key 

conclusions include the realisation that the demand for Cybersecurity professionals is growing, 

this has been established in both the literature review (ISC2, 2023), and the data gathered in 

the primary research interviews. This would indicate that the current efforts to mitigate the 

shortage by organisations like the ENISA, CISA, NIST and the ISC2 are not succeeding at the 

rates needed to mitigate the shortage effectively. Therefore broadening the scope of the 

current mitigation efforts beyond the areas of education and certification in order to bring 

more Cybersecurity professionals into the field is warranted. The researcher believes there is an 

academic research opportunity to research further how AI can be leveraged to mitigate the 

Cybersecurity workforce shortage, specifically in relation to the existing ECSF and NICE 

frameworks which already list Cyber tasks and roles. By aligning AI capabilities and tools with 

the existing frameworks that would help educational institutions, AI researchers and developers 

develop curricula, tools and products that can be leveraged by organisations to supplement 

existing Cyber workers by automating some of their workloads, meaning potentially, less 

analysts are needed. 

5.1.2 Education on the use of AI for Cybersecurity analysts. 

 Both the primary and secondary research identified Security Operations as a key area 

where the use of Artificial Intelligence can play a role in automating workloads and performing 

menial repetitive tasks and ultimately freeing up SOC analysts to perform more high level 

activities and thus making better use of their time (Palo Alto Networks, 2024c), potentially giving 

them more job satisfaction, reducing their levels of “alert fatigue”. The benefits of the use of AI 

in this area include potentially reducing burnout, and thus staff turnover, but also potentially 

the headcount requirement is lower, as more workloads, tasks and roles are handled by AI with 

the SOC analyst managing the AI. When the AI capabilities have been aligned with the frameworks as 

suggested in section 5.1.1, the next step will be around education. Educational institutions, certification 
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providers and developers of curricula will need to integrate the AI training and education into their 

education programs so that SOC analysts and other Cybersecurity professionals can learn the skills 

necessary to manage AI in executing workloads, tasks and jobs, to help them achieve efficiencies. The 

existing body of knowledge on this theme could be further developed by more research into 

exactly how this can be best achieved.  

5.1.3 Education on the use of AI for Cybersecurity hiring managers and leadership. 

 While there is evidence of the existing use of AI within the field of Cybersecurity (Wheatley, 

2020). The findings from the primary research revealed that AI was not identified by hiring managers as 

a technology that they could leverage as an alternative to hiring more SOC analysts or as part of a hiring 

strategy when recruiting for Cybersecurity roles or building out Cybersecurity capability. Outside being 

embedded within products from vendors, new uses of AI in the field of Cybersecurity are still in the early 

stages of development and how to leverage this technology is not widely known. There appears to be a 

gap between being aware of the existence of the Cybersecurity AI tools, products and solutions and 

actually understanding how they can be leveraged by Cyber leaders and hiring managers within their 

Cyber strategies to increase efficiencies in their Security Operations teams. There is an opportunity here 

to carry out additional research, to understand how best to close this gap and add to the existing body 

of knowledge. 

 Education is key here. Cybersecurity leaders and hiring managers need to become educated on 

the specifics of how to leverage AI. When the capabilities of AI have been aligned with the education 

and certification programs as highlighted above in section 5.1.1. Cybersecurity leaders and hiring 

managers will need to skill up on how to leverage AI, and then integrate it into their Cyber capability 

strategy and hiring strategy to realise the efficiencies that AI promises.  

5.2 Summary. 
 The theme of the research paper has been “The Global Cybersecurity Workforce Shortage and 

the Potential for Artificial Intelligence. The aim of the research has been to examine the existing body of 

knowledge of this subject via secondary research, identify gaps in the existing body of knowledge and 

suggest potential areas for further research. To conduct primary research, and gather insights and 

critically discuss them. To explain and justify the research methodology used to conduct this research. 

The value of the research lies with identifying the existing research gaps, and also with helping 

organisations recognise the potential of Artificial Intelligence in helping mitigate the Cybersecurity 

workforce shortage. 
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Appendix 1 Interview Questions  

Part 1. Awareness of the Global Cybersecurity workforce shortage. 

Q. 1 What do you know about the Global Cybersecurity workforce shortage? 

Q, 2 Generally where have you seen the impact of the Global Cybersecurity workforce shortage? 

Q. 3 How have you seen the impact of the Global Cybersecurity workforce shortage in your 

organisation? 

Part 2. The factors driving the increasing demand for cybersecurity professionals. 

Q.1 Have you seen an increasing demand for Cybersecurity Professionals? 

Q. 2 What is driving the increasing demand for Cybersecurity Professionals? 

Q. 3 What were the affects, pre-Covid, Mid-Covid and post-Covid on the demand for 

Cybersecurity Professionals? 

Part 3. Assess knowledge and perspectives on education and training approaches to 

addressing the Cybersecurity Workforce Shortage. 

Q. 1 What global bodies are working to help mitigate the Cybersecurity workforce shortage? 

Q. 2 What educational, training or certification initiatives are working towards mitigating the 

workforce shortage? 

Q. 3 How effective are these education and training initiatives in mitigating the Cybersecurity 

professional workforce shortage? 
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Part 4. Examine knowledge and perspectives on the use of AI in mitigating the 

Cybersecurity Workforce Shortage. 

Q. 1 What do you know about how Artificial Intelligence can be used in Cybersecurity? 

Q. 2 What roles within Cybersecurity can Artificial Intelligence help with? 

Q. 3 How effective can Artificial Intelligence be in reducing workload of Cybersecurity 

Professionals. 


