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Configuration Manual

Tanmay Dharmaraj Shukla
x22112421

1 INTRODUCTION

This manual is created with the stepwise implementation of how the project implement worked
and how the model is created. In addition to it information and process of used libraries and
tools required to carry out for project implementation is mentioned. Furthermore, information
regarding the specifications of the local machine is mentioned in the manual. Each model
information is mentioned in this configure manual.

2 HARDWARE CONFIGURATION

Operating system: Windows 11

Processor: > 11th Gen Intel(R) Core(TM) i3-1115G4 @ 3.00GHz 3.00 GHz
System Compatibility: 64-bit

Hard Disk: 512GB

RAM: 16 GB

3 SOFTWARE CONFIGURATIONS

a) Python==3.10.12 :-

Python is an interpreted , high-level programming language . Its high-level built in data
structures , combined with dynamic typing and dynamic binding , make it very
attractive for Rapid Application Development , as well as for use as a scripting or glue
language to connect existing components together. Its language concept and object-
oriented approach aim to help programmers write clear, logical code for small and
large-scale projects.



Python

e python’ o I ) .

About Downloads Documentation Community Success Stories News Events

Python 3.10.12

Release Date: June 6, 2023

e of Python 3.10

Note: The release you're looking at is Python 3.10.12, a security bugfix release for the legacy 3.10 series. Python 3.11 is now the latest feature release series of Python 3. Get the latest

release of 3.11.x here.

Security content in this release

103142: The version of OpenSSL used in Windows and Mac installers has been upgraded to 1.1.1u to address CVE-2023-2650, CVE-2023-0465, CVE-2023-0466, CVE-2023-0464, as
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b) Visual Studio Code:-
Visual Studio Code (famously known as VS Code) is a free open source text editor by

Microsoft. VS Code is available for Windows, Linux, and macOS.(Visual Studio Code -
Code Editing. Redefined,)

J Visual Studio Code Docs 3lo APl EX s FAQ earn 5 Docs 4 Download

Code editing.
Redefined.

Free

Download for Windows
Stable Build

v

c) Google Colab:-

Colaboratory, or “Colab” for short, is a product from Google Research. Colab allows
anybody to write and execute arbitrary python code through the browser, and is
especially well suited to machine learning, data analysis and education. More
technically, Colab is a hosted Jupyter notebook service that requires no setup to use,
while providing access free of charge to computing resources including
GPUs.(colab.google, )



( Welcome To Colaboratory @ share £t
File Edit View Insert Runtime Tools Help
= + Code + Text # Copy to Drive Connect ~
:= Table of contents 0O X By
Ve sl
O\ Getting started
Welcome to Colab!
{x}  Datascience
i Machine learning If you're already familiar with Colab, check out this video to learn about interactive tables, the executed code history view, and the
command palette.
More Resources
O
Featured examples
Section
< What is Colab?
= Colab, or "Colaboratory”, allows you to write and execute Python in your browser, with

« Zero configuration required
« Access to GPUs free of charge

4 Libraries Configuration

Pandas
Numpy
Matplotlib
Seaborn
Plotly
Scikit-learn
Tensorflow
Flask

. Keras

(Best Python Libraries for Machine Learning - GeeksforGeeks, 2023.)
5 Implementation

©oOoN R WNRE

Implementation is divided into 3 modules which is mentioned below:

Modulel: Visual Studio Code

First Loading Urls Dataset from each class,Extracting 19 Features and one Labelling
Feature(target class) and last step is to save extracted features into csv file. i.e
final_dataframe.csv.(URL 2016 | Datasets | Research | Canadian Institute for Cybersecurity | UNB,
no date)

Module2: Next step is on google colab for training of model .

Saving the extracted features into csv file on drive followed by Importing & Installing all
required libraries.
Dataset Loading using Pandas



Data Cleaning: null values are checked and unnecessary columns are dropped. We removed
unnecessary data from the dataset, 2000 url we took from which 19+1 is feature extraction and
1is label (target column).Then pre-processing is done where we are converting categorical data
into numerical.

Data Visualization(EDA) : creating graphs and plots to understand data.

Splitting data (Features and target split in to and y) and we also split data for training 90% and
10 % for testing,we always train model with a higher volume of data,as we have used 1000 of
each benign and phishing URLSs.

This data is used to train ML and DL models.(Fit trains data and predict from test data)
Later Performance evaluation is done using the Confusion Matrix and Classification Report.

Module 3: Web application for detection of Phishing URL. There is web framework inside
python here in this step two modules are merged.(Welcome to Flask — Flask Documentation
(3.0.x),)

Step 1: Select the relevant dataset here we are using only two classes benign and phishing
URLs.
Dataset Link :- https://www.unb.ca/cic/datasets/url-2016.html.

Step 2: After Installation of Visual Studio Code we have created new project and we have
imported the necessary libraries for feature extraction and selected desired columns which are
features mentioned in figure 1.

Fig. 1

Step 3: All the functions for feature extraction is in python where we are using regular
expressions library which will extract features of NLP concept mentioned in figure 2 and 3.


https://www.unb.ca/cic/datasets/url-2016.html

EXPLORER

FEATURE EXTRACTION

create_dataset.py

final_dataframe.csv

urlparse,

dmage(domain_name):
reat date omain_n eation da

expiration_date xpiration_date
OUTLINE f (isinstance(creati isinstance(expirat

> TIMELINE

3 Python 31011640t Q)

append (extractdom(.
ppend(checkip(url))
append(symbol (url))
end(extractlenght (url
append (extractdepth(url
append(redirecting(url))
ypend(checkhttpdomain
append (tinyURL (url
append (prefixsuff

domain_name : (urlparse(url).net

append(dns

append(t

append( s == 1 dmage (doma
dmend (dom:

.get(url)

append (Tf
append (StatusBarcust(r
OUTUINE [ end(DisableRightcl

S TIMELING append (WebsiteForwarding(re
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Step 4.After running the create_dataset ,it will start checking each URL and later it will save
the final data as mentioned in below image.
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Fig. 4

In Below figure Final feature extraction.csv file of visual studio code is mentioned below.
Which is final .csv file after feature extraction which will be used on google colab.

OUTLINE

3 TIMELINE

Step 5: All the below steps and image illustrates the work done in google colab which is
explained in module 2 mentioned above. Like figure 5 states that we are Importing Libraries
for visualization like plotly, sklearn, and seaborn. TensorFlow is for deep learning to speed up
the process.
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[ 1 from google.colab import drive
drive.mount('/content/drive’)

Mounted at /content/drive

A@limporting Libraries|

© import pickle
import numpy as np
import pandas as pd
import seaborn as sns
import keras.backend as K
import keras.backend as K

mport plotly.express as px

from sklearn import ensemble
#’mport matplotlib.pyplot as plt
import plotly.graph_objects as go

import plotly.figure_factory as ff

nsorflow.keras.utils import to_categoric
from sklearn.model_selection import train_test_split
earn.metrics import precision_recall_fscore_support

from

tensorflow ke odels—impo eque odel_from_json

kerasy aly _trom_
from sklearn.ensemble import RandomForestClassifier, ExtraTreesClassifier

from sklearn.preprocessing import LabelBinarizer, LabelEncoder, MinMaxScaler
from sklearn.metrics import confusion_matrix, accuracy_score, classification_report

from tensorflow.keras.layers import ConviD, Dropout, Flatten, Dense,Bidirectional,LSTM, Activation, Layer, MaxPoolinglD

v Data Cleaning

[ ] #dropping unnecessary column
dataframe.drop([ 'Domain'], axis='columns', inplace=True)

[ ] dataframe.columns

Index(['Have_IP', ‘Have_At', 'URL_Length', 'URL_Depth', 'Redirection’,
‘https_Domain’, 'TinyURL', ‘Prefix/suffix’, 'DNS_Record', ‘web_Traffic',
‘Domain_Age', 'Domain_End’, ‘IframeRedirection', 'StatusBarCust',
‘DisableRightClick', 'WebsiteForwarding', ‘LinksPointingToPage',

"GoogleIndex', ‘Label'],
dtype="object")

[ ] #statistic of dataframe
dataframe.describe()

Have_IP Have_At URL_Length  URL_Depth Redirection https_Domain

count  2000.0 2000.000000 2000.0 2000.000000  2000.00000 2000.0
mean 0.0 0.005500 10 2.782000 0.01250 1.0
std 0.0 0.073976 0.0 2.101591 0.1113 0.0

min 0.0 0.000000 10 0.000000 0.00000 1.0

25% 0.0 0.000000 1.0 1.000000 0.00000 1.0
50% 0.0 0.000000 1.0 2.000000 0.00000 1.0
75% 0.0 0.000000 10 4.000000 0.00000 1.0
max 0.0 1.000000 1.0 16.000000 1.00000 1.0

Fig. 5

Fig.6
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TinyURL Prefix/suffix DNS_Record Web_Traffic Domain_Age Domain_End IframeRedirection StatusBarCi

2000.000000
0.042500
0.201777
0.000000
0.000000
0.000000
0.000000
1.000000

Fig.

2000.000000
0.337000
0.472803
0.000000
0.000000
0.000000
1.000000
1.000000
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2000.0 2000.000000

1.0
0.0
1.0
1.0
1.0
1.0
1.0

0.596500
0.490722
0.000000
0.000000
1.000000
1.000000
1.000000

2000.0
1.0
0.0
1.0
1.0
1.0
1.0
1.0

2000.0
1.0
0.0
10
1.0
1.0
1.0
1.0

2000.000000
0.535000
0.498898
0.000000
0.000000
1.000000
1.000000
1.000000

2000.0001
0.459
0.498
0.0001
0.000
0.000t
1.0001
1.0001



CountPlot of Url_Depth Column

Fig. 8

[] #model feature importance
fearture_name = X_train.columns.values
model = ensemble.ExtraTreesClassifier()
model.fit(X_train,y_train)
#plot imp
importance = model.feature_importances_
std = np.std([tree.feature_importances_ for tree in model.estimators_],axis=8)
indices = np.argsort(importance)[::-1][:5]
plt.figure(figsize=(7,7))
plt.title("Top 5 Important Features")
plt.bar(range(len(indices)), importance[indices], color="lightgreen")
plt.xticks(range(len(indices)), fearture_name[indices], rotation='vertical')
plt.xlim([-1, len(indices)])
plt.show()

Top 5 Important Features

Fig . 9
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Top 5 Important Features
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Fig. 10

Step 6:figure 9 and 10 tells us that we what are the impactful fature for detecting phishing
URL which are correlated from 19 features.

Step 7: We get 91% accuracy using CNN model with attention mechanism which is evaluated
using confusion matrix and classification report mentioned in below image.



Confusion matrix

20

80

Actual label

- 10

Predicted label

[ 1 print{classification_report(yorg, ypred))

precision recall fl-score  support

8 8.94 8.88 8.91 1ae

1 8.89 8.94 8.91 1ae
accuracy //fé.gl 288 .\\\
macro avg 8.01 8.91 [ 8.91 288 )
weighted avg 8.91 8.91 '\\ 8.91 208 /
Ve

Step 8.We have analysed from the evaluation that CNN with attention mechanism is best
model and we save it for further integration with flask web application.

10



© history - model.fit(X_train, y_train, batch_size=32, epochs=5, validation_data=(X_test, y_test), verbose=1)

B epoch
57/57 - 3s 14ms/step - loss: ©.6467 - accuracy: ©.6689 - val_loss: ©.4941 - val_accuracy: ©.8400
Epoch
57/57 - @s 8ms/step - loss: ©.3926 - accuracy: ©.835@ - val_loss: ©.2541 - val_accuracy: ©.8880
Epoch
57/57 - 1s 1lms/step - loss: 0.2793 - accuracy: ©.8744 - val_loss: ©.2563 - val_accuracy: ©.8950
Epoch 4/
57/57 - 1s 13ms/step - loss: ©.2641 - accuracy: ©.8894 - val_loss: ©.240@ - val_accuracy: ©.895@

gpoch
57/57

- @s 8ms/step - loss: ©.2565 - accuracy: ©.8922 - val_loss: ©.1936 - val_accuracy: 6.9100

[ 1 ypred = model.predict(X_test)
ypred = np.argmax(ypred, axis=1)
yorg = np.argmax(y_test,axis=1)

7/7 [===

- @s 3ms/step

[ 1 #Train and Validation Accuracy
plt.plot(history.history[’
plt.plot(history.history
plt.title('Train and Val Accur
plt.legend
plt.figure()

*', label='Train Accuracy’)
'g’, marker="*', label='val Accuracy')

#Train and Validation Loss
plt.plot(history.histor
plt.plot(history.histor
plt.title('Train and Val Loss')
plt.legend()

plt.shou()

, marker="*', label="Train Loss')
‘g’, marker="*', label='val Loss')

Step 9: Web Application for testing the phishing URLS is run on visual studio code where we
load the best model and integrate all 3 modules. Here in assets we have screenshot of web
application, models have best model selected in google colab i.e. CNN with attention
mechanism. Which focuses constantly on impactful layers features. Static is having design.

All this is shared in artefacts upload.

YPLORER

FLASKWEBAPP
compute_outpu
(input_shap

get_conf:
i (Att ,self).get_config()

estm
json_file.read()

model_from_json(loaded_mod

loaded_model.load weights(".
print( ™ T

OUTLINE

TIMELINE

Step 10: Output of the web page once we receive the IP after running app.py.

11



FLASKWEBAPP

(input

onfij

, custom_objects=

print(

Microsoft Window

(c) Microsoft Corporation
sktop/url_phishing
yptimized to use available CPU instructions in

To enable the follc < 3 .2 A operations, rebuild TensorFlow with the appre
priate compile

OUTLINE

TIMELINE

Step 11:

Copy URL from data set to identify whether its safe or phishing.

Below figure represents GUI of this App.

¢ ¥ ResearchPrc X #h MSCResearr X | M Inbox (1902 X & Data-Goog' X 9 Codeipynb X G columns - X @ WebDefend X @ WebDefend X @ WebDefend X  +

= C @ 127.00.1:5000/index * BO #

WEBDEFEND! HOME  DETECTION

URL PHISHING
DETECTION

SYSTEM

CREATED THE DEEP LEARNING MODEL TO DETECT THE URL
IS PHISHING OR NOT!

URL DETECTION

12



v fh ResearcchPro X | 9 MSCResearr X | M Inbox(19,02. X | & Data-Goog X | €O Codefpynb X | G columns-G: X = @ WebDefend X | @ WebDefend X @ Services x  +

“ C @ 127.00.:5000/urldetectorsys * B O B

URL PHISHING DETECTION SYSTEM

ENTER/PASTE URL AND CLICK DETECTION FOR URL PHISHING DETECTION

|https://moodle2023.ncirl.ie/mod/url/view.php?id=19673

https:/moodle2023.ncirl.ie/mod/url/view.php?id=19673

URL DETECTED AS SAFE!

The above figure represents that the URL is safe.

1 Inbox (19,017) - tanmay.shukl: X 3 url_phishing_detection - Go X €0 Code.ipynb - Colab X @ edafull form - Go

c colab.resear gle.com/drive/1 TsV9Xk19pbUdhClkaAGLGH

:‘. % Code.ipynb & comment 2, share £ Q}

File Edit View
Google Account

+ Code + Text Tanmay Shukla

tanmay.shukla18

Vo BS W@

drive.mount (

Mounted at /content/drive

precision
s t Sequ
RandomForestClas
n.preprocessing LabelBinarizer, LabelEncoder,
n.metrics confusion matrix, accuracy 1 ion_report
rflow.keras. layers import 1 ense,Bidirectional,LSTM, Activation, Layer, MaxPoolinglD

X

N 1432
A NSy @ o |

IN 24-04-200
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1 Inbox (19,017) - tanmay
colab.reses

3 Code.ipynb ¥
File Edit View Insert Runtime

+ Code + Text

arnings(

v Data Loading

dataframe

dataframe. h

A url_phishing

Tool

tection

@O Code.ipynb - Colab @ eda full form - Google Search

Domain Have IP Have At URL_Length URL Depth Redirection https_Domain TinyURL Prefix/Suffix DNS_Record Web_Traffic

1337x.to
1337x.to
1 x.to
1337x.to

1337x.to

Nextsteps: @ Vie

5] print(dataframe. shape)

(2000, 20)

Inbox (19,017) - tanmay.shuk

A url_phishing d

colab.research.google.com/

3 Code.ipynb ¥

File Edit View Insert Runtime

+ Code + Text

(2000, 20)

e info()

Tool

*pandas . core. frame.DataFrame ' >

o to

columns
Non-Null Count Dtype

e At
URL_Length
URL_Depth

https_Domain
TinyURL
prefix/suffix
DNS_Record
web_Traffic
Domain_Age
Domain_End
IframeRedirection
StatusBarCust
DisableRightClick
websiteForwarding
LinksPointingTopage
GoogleIndex

Label

y usage: 312.6+ KB

2000

19

non-null
non-null
non-null

@ non-null
@ non-null

2000
2000
2000
2000
2000
2000

2000
2000
2000
2000
2000

2000

int64(19), object(1)

non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null
non-null

1

1

int6a
intea
int6a

intea
intea
int6a
int64
int6a
intea
intea
intea
intea

3

3

0 1 0 0

0 0 0

Connected to Python 3 Google Compute Engine backend

€O Code.ipynb - Colab

AGLC TPkCi#scrollTo=(

VOXKI9pbU gec-GaRAqQM backend

e ® W o ®» O &

14

1

1

0

o

Domain_Age Domain_End

1

1

*

B Comment

1

IframeRedirection StatusBarCust

X

1435
&
DB a0 B

*

B Ccomment

2, shae 3 Q}

Google Account
hukla
shukla18@gmail.com




1 Inbox (19,017) - tanmay.shuk 3 url_phishing de da full form - Google Search
colab.research.google.com/c

cO 3 Code.ipynb

File Edit View Insert Runtime Tof

B Comment

Google Account
+ Code + Text Tanmay Shukla

tanmay.shukla18@gmail.com

v Data Cleaning

dataframe.columns

Index(['Have_IP', "Have At', 'URL_Length', 'URL Depth', ‘Redirection’,
*https Domain', 'TinyURL', ‘Prefix/suffix’, 'DNS Record
‘Domain_Age ‘Domain_End’, 'Ifr irection’, ‘Stati

ableRightClick', 'WebsiteForwarding', ‘LinksPointingTc
‘Label’],
dtype.

dataframe.isna().sum()

Have 1P

Have At
URL_Length
URL_Depth
Redirection
https_Domain
TinyURL
prefix/suffix
DNS_Record
Web_Traffic

Nomain Aee

tinue=https/colabresearch.gc Connected to Python 3 Google Compute Engine backend

B mP®Og §RXYOO

nr
B Q
Code.ipynb - Colab @ eda full form

colab.research.google. 1rSWAHTsVOXk19pbUdhClkaA

coO % Code.ipynb
o
File Edit View Insert Runtime Tools Help
RAM

+ Code + Text Disk >

L © Dominnd 0 rVeoESDE

teforwarding
sPointingTo

GoogleInde

datafram

Have_IP Have At URL_Length  URL Depth Redirection https_Domain TinyURL Prefix/suffix DNS_Record Web_Traffic Domain Age Domain End IframeRedirection StatusBari
2000.0 2000.000000 2000.0 2000.000000  2000.00000 2000.0 2000.000000 2000.000000 2000.0 2000.0000 2000.0 2000.0 2000.000000 2000.00¢
0.0 0.005500 10 0.042500 1.0 ).596500 10
0.0 0.073976 4 0.4980722 0.498898
0.000000 0.000000 0.000000 0.000000 0.000000
0.000000 1.000000 0. 000 0.000000 0.000000
0.000000 2.000000 0.000000 0.000000 1.000000
0.000000 4.000000 0.00000 0.000000 1.000000 1.000000

1.000000 16.000000 1.00000 1.000000 1.000000 0 1.000000

Python 3 Google Compute Engine backend

s 8 @

15



tanmay.shuk url_phishing detect X Code.ipynb - Colab eda full form - Google Search
hgoogle.

* Code.ipynb
File Edit Vie ert Runtime
Google Account
+ Code + Text Tanmay Shukla

tanmay.shukla18@g!
(»] TV e ED WM
datafra
refix/suffix DNS_Record Web_Traffic Domain_Age Domain_End IframeRedirection StatusBarCust DisableRightClick WebsiteForwarding LinksPointingToPage GoogleIndex Label
2000.000000 2000.0  2000.000000 2000.0 (] 2000.000000  2000.00¢ 2000.000000 00.000000 2000.0 2000.000000
9000

0.498441

0.000000 0 1 0.000000
000
1.000000 1.000000 G 0 1.0 1.000000

1 1.0 1 00000 1.000000

v Exploratory Data Analysis (EDA)

mpdataframe

g = px.bar(

1 Inbox (19,017) - tanmay.shuk A url_phishing_detection - Goog X Code.ipynb - Colab

23 colab.research.google.com, \ T k [ kaA( k rollTo=MQ

s
CO Code.ipynb & Ccomment

File Edit View Insert Runtime Tof

Google Account
+ Code + Text Tanmay Shukla

anmay.shukla18@gmail.com

[11] tempdataframe = dataframe

.bar(tempdataframe,

Value Count of Target Class(Malware)

ine backend

ENG

2 4y b
™ & &

16



1 Inbox (19,017) - tanmay.shulk
colab.research.google.com/c

CO 3 Code.ipynb ¥ & Comment
-
File Edit View Insert Runtime Tools Help All changes saves
+ Code + Text
P tempdatafr: dataframe[
L frame mpdatafr t_index()

ataframe. column

catter (temp ,color

NG o 1442
AN ROB 00

1 Inbox (19,017) - tanmay.shuk 3 url_phishing detection - Goog X Code.ipynb - Colab

< € % colabresearchgoogle.com/dri aAGLGGZTPk

] nb ¥r
:(. Code.jpynb & comment 2, Share £ Q}
File Edit View Insert Runtime Tools All ct ave

Google Account
+ Code + Text Tanmay Shukla
tanmay.shukla18@gmail.com
tempdataframe = dataframe[ oth', ]-groupby D )-value c
tempdataframe = tempdataframe.reset_index()
tempdataframe.columns = [
fig = px.bar ataframe, x- ,color=
fig. show()

, barmo

URL_Depth Wise Label Count

X

1443
2404204 B
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1 Inbox (19,017) - tanmay.shuk 3 url_phishing_ detection - Go da full form - Google Search

< lab.research.google.com/drive/

B Comment

CO 3 Code.ipynb

-
File Edit View Insert Runtime
+ Code + Text

[13] URL_Depth

tempdataframe = dataframe[ y 1'1).value_count
tempdataframe = tempdataframe
tempdataframe. columns Dep

px.pie(tempdataframe, names

CountPlot of Url_Depth Column

Connected to Python 3 Google Compute Engine backend

Q& o m D v @R Y@ O

% url_phishing_detection - Go: Code.ipynb - Colab @© edafull form

/1rSWAHTsVIXk19pbUdhClkaAGLS k ollTo=8yH690MIYzLg

~ 3 Code.ipynb
CO i Comment
File Edit View Insert Runtime Tox

Google Account

Tanmay Shukla

tanmay.shukla18@gmail.com
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CO 3 Code.ipynb
-
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+ Code + Text

PN

Have_IP -
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URL_Length
URL_Depth
Redirection
https_Domain

TinyURL -
Prefix/Suffix
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Web_Traffic
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Domain_End

IframeRedirection -

StatusBarCust -
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Google Account
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IframeRedirection -
StatusBarCust -
DisableRightClick -
WebsiteForwarding -
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Googlelndex -

Label -
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pth
Domain_Age -

Have_At -E

https_Domain -

Have_IP -
TinyURL

Web_Traffic

URL_Len
URL_De
Redirection

Prefix/Suffix

DNS_Record -

Domain_End -

Googleindex -

&
~
:

IframeRedirection -|

DisableRightClick -
WebsiteForwarding
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get_config(self
supe

Sequential()

2dd(ConviD(128,

add(Den
add(Dense

1. compile(los

sequential”

Connected to Python 3 Google Compute Engine backend

Code.ipynb - Colab

aAGLGGZTPk

hape=(input_shape|-1],1
ape=(input_shape[1],1),initializ

pe

1f.b),

, activation , input_shape

)

,optimizer=

Connected to Python 3 Google Compute Engine backend

m o

23

B comment 2 shre %3 @D

Share notebook

NG o 1453
AN ROB 0

B Ccomment 2, Share £ Q)

1454
24.04.204 B

x



1 Inbox (19,017) - tanmay X | & uip Go <O Code.ipynb - Colab da full form - Google Search X | +

colab.research.google.com/c

*

] j X
CO Code.ipynb ¥ B comment Share £ Q)
File Edit View Insert Runtime Tool All change

RAM
+ Code + Text

Disk
o © rodel: "sequential”
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