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1. Introduction 
 

This handbook includes specifics about the setup and prerequisites for the suggested models, 

in addition to the required software and libraries. The configuration handbook also contains 

instructions on how to use the methods required to construct the suggested model. 

 

2. System Configurations 

Research Design and Approach 

Processor  12th Gen Intel(R) Core (TM) i7-12700H   2.30 GHz 

RAM   16.0 GB (15.7 GB usable) 

System type  64-bit operating system, x64-based processor 

Software and tools 

OS   Windows 11 Home Single Language 

Python  Python 3.12.1 

Code Editor  Jupyter Notebook 

 

3. Installation 

Some of the python packages need to be installed like pip install python and pip install 

jupyter and next install pip jupyter notebook. 

 

 
Figure 1: Opening Jupyter Notebook 
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Figure 2: Jupyter Notebook 

4. Implementation 
 

Python Code: There are seven major steps in the Python code. 

 

1) The performing of Quantum Key Distribution (QKD). This has three more steps as 

follows: 

● First step contains code used for generating Qubits. 

● Next step will be consisting of the program for comparing of the qubits generated. 

● The third step will be of generating of key which is used to encryption of the secret 

key. 

2) The second phase will be execution of Honey Encryption (HE) and Decryption. This will 

be having two steps as follows: 

● Once the secret key is generated that needs to be encrypted and protecting it with a 

password. This encryption is the fourth step. 

● The next step will be to decrypt the encrypted secret key to the legitimate source user. 

3) The sixth step will running the main function program contains the commands and 

displaying all the results as per the program requirements. 

4) The last step will be showing the performance and Evaluation reports such as graphs and 

other things. 

1. 

As we mentioned above the first step for generating the qubits is to run the below code shown 

in Figure 3. As per BB84 protocol Qubits are generated with bits and bases as per Table 1. if 

the rectilinear basis (y) compared with bit value 0 it is called 0_p. else if rectilinear basis (y) 

compared with bit value 1 it is called 45_p. else if diagonal basis (x) compared with bit value 

0 it is called 90_p. else it is called as 135_p respectively as per the input values (Anusuya 

Devi V, 2021). 
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BB84 Protocol Polarization Scheme  

Rectilinear Polarization Basis 

(Y) 

0_p 45_p 

Diagonal Polarization Basis 

(X) 

90_p 135_p 

Bit Value 0 1 

 

Table 1: BB84 polarization scheme 

 

 
Figure 3 Code for generating Qubits 

2. 

Once the Qubits of A and B are formed, they much be compared if all qubits of A and B are 

the same print as open the message. else if no qubits are the same print do the generation of 

qubits again. else if some quits are same and some or not same then perform an XOR 

operation between matched bits value and A remaining not matched bits. The code for this 

will be as shown in Figure 4 (Agarwal, 2023). 

 

 
Figure 4 Code for comparing the Qubits 
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3. 

If some quits are same and some or not same, then perform an XOR operation between 

matched bits value and A remaining not matched bits. A key need to be used for hashing and 

password so that for decryption. The code for creating the key is shown in Figure 5. 

 

 
Figure 5 Generating of key 

 

4. 

Once all the things such as bits, bases, qubits, secret key, key, and password provided by 

using these the secret key need to be encrypted. That encryption will be done by using code 

shown below Figure 6 (Nahri Syeda Noorunnisa, 2016). 

 

 
Figure 6 Code for encryption of secret key 

 

5. 

The encrypted message needs to be decrypted only for the receiver. Do so the receiver need 

to give the right password kept by the sender to decrypt and know the secret key. This type of 

code shown in Figure 7 (Campos, 2021). 

 

 
Figure 7 Code for decrypting  
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6. 

The six step we have the main function where it contains the commands and displaying all 

the results as per the program requirements. The code is shown in Figure 8. 

 

 
Figure 8 Main functions 
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7. last step will be showing the performance and Evaluation reports such as graphs  

 

 
Figure 9 Performance and Evaluation Graphs  
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