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1 Introduction 
 

This study investigates how machine learning can improve cyber security in Industrial 

Internet of Things networks. The Industrial Internet of Things (IIoT) revolutionizes industrial 

automation by enabling seamless connectivity and data exchange among devices and 

systems. However, IIoT networks face cybersecurity challenges such as data breaches, 

intrusions, and unauthorized access. This manual explores the integration of machine learning 

to improve cybersecurity in IIoT networks. 

 

2 Requirements 
Before proceeding, ensure your system meets the following minimum requirements: 

Hardware: Desktop with at least: Dual-core processor 

4GB of RAM 

10 GB of available storage space 

Operating System: Windows 10 

Internet Connection: Required for installing libraries and accessing online resources. 

Python: Version 3.x installed 

Required Libraries: Install the following libraries using the provided command: 

!pip install pandas seaborn matplotlib scikit-learn 

 

3 Usage 
 Jupyter Navigator: 
If you're using a Jupyter Notebook, follow these steps to navigate through the notebook: 

Open Jupyter Notebook in your preferred web browser. 

Navigate to the directory where your notebook is located. 

Click on the notebook file (with the .ipynb extension) to open it. 

Use the navigation toolbar and cells to interact with the notebook content. 

 

 Running the File: 

To run the Cryptographic Performance Analysis tool: 

Ensure that Python 3.x is installed on your system. 

Install the required libraries by running the following commands in your terminal: 

For Pandas: pip install pandas 

For Seaborn: pip install seaborn 



2 
 

 

For Matplotlib: pip install matplotlib 

For Scikit-learn: pip install scikit-learn 

Download the dataset and save it in the appropriate file format and location. 

Open the tool file (e.g., .py or .ipynb) using your preferred Python editor or Jupyter 

Notebook. 

Run the .py file to execute the analysis. 

 

  

 
 

Figure 1 Installing the modules and data 
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Figure 2 Checking null values 

 

 

Figure 3 preprocessing the data, splitting and label Visualization 
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Figure 4 Random Forest classifier results 
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Figure 5 Feature Importance of Random Forest Classifier 

 

Figure 6 Data scaling and SVM results 
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Figure 7 SVM feature Importance 
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Figure 8 Correlation of features 

 

 

Figure 9 Run Time of the models 


