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1 Introduction
1.1. Overview

Cybersecurity enhancement is a continuous process due to increasing cyber-attacks of late.
Traditional security mechanisms were based on certain heuristics that could detect intrusions
based on their detection process. However, with the emergence of Artificial Intelligence (Al)
methods such as machine learning (ML) approaches, learning based models are found
efficient due to their ability to learn from labelled data continuously. It is found in the
literature that ML models based on supervised learning show deteriorated intrusion detection
performance when training samples are not with designed quantity and quality. The system is
evaluated using CICIDS2017 dataset. Intrusion detection system is implemented using
binomial classification and also multi-class classification

1.2 System Environment

Hardware:

Base Memory:4608 MB

Processor: 4

Storage: 25 GB of free disk space

Network: Intel Pro/1000 MT Desktop (Nat Network, ‘NatNetwork’)

Software Dependencies:
Anaconda, python

Software Dependencies:
Below are the software dependencies required to run the code in this notebook:
e NumPy: A fundamental package for scientific computing with Python.
e Pandas: A powerful data analysis and manipulation library.
« Matplotlib: A plotting library for creating static, interactive, and animated
visualizations.
e Seaborn: A statistical data visualization library based on Matplotlib.
o Scikit-learn: A machine learning library that provides simple and efficient tools for
data mining and data analysis.
o XGBoost: Anoptimized gradient boosting library designed for speed and
performance.
e To Quickly train large datasets.
o Decision Trees: Basic algorithm for classification and regression tasks
e Random Forests: Ensemble of Decision trees using bagging
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Reduces overfitting compared to a single decision tree

Extra Trees: like random forests but with more randomness in splits.
To improve predictive accuracy and control overfitting

Faster to train and can be more robust.

Windows 11 :

Hardware:

Base Memory:3658 MB

Processor: 4

Storage: 30 GB of free disk space

Network: Intel Pro/1000 MT Desktop (Nat Network, ‘NatNetwork”)
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Installation

Download the Anaconda installer.

Go to your Downloads folder and double-click the installer to launch. To prevent
permission errors, do not launch the installer from the Favorites folder.

Review the license agreement and click | Agree option

It is recommended that you install for Just Me, option which will install Anaconda
Distribution for the current user account. Select the AllUsers option if you need to
install for all users’ accounts on the computer (which requires Windows
Administrator privileges).

Choose a destination folder to install Anaconda and click Next. Install Anaconda to a
directory path that does not contain spaces or Unicode characters.

2 Anaconda3 2021.11 (64-bit) Setup =— o

(ph)]
CJd

Install Location
% _) ANACONDA Choose the folder in which to install Anaconda3 2021. 11 (64-bit).

Setup will install Anaconda3 2021. 11 (64-bit) in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

i C:\Users\annie.conda\anaconda3 Browse...

Space required: 3.0GB
Space available: 21.3GB

< Back Next > Cancel



https://www.anaconda.com/download
https://docs.anaconda.com/free/working-with-conda/troubleshooting/#distro-troubleshooting-favorites-folder

6. Choose whether to add Anaconda to your PATH environment variable or register
Anaconda as your default Python. We don’t recommend adding Anaconda to your
PATH environment variable, since this can interfere with other software. Unless you
plan on installing and running multiple versions of Anaconda or multiple versions of
Python, it is advisable to accept the default setting and leave this box checked

o)

) Anaconda3 2021.11 (64-bit) Setup == >

~

a_) ANACONDA Customize how Anaconda integrates with Windows

Advanced Options
[] Add Anaconda3 to my PATH environment variable

Not recommended. Instead, open Anaconda3 with the Windows Start
menu and select "Anaconda (64-bit)". This "add to PATH" option makes
Anaconda get found before previously installed software, but may
cause problems requiring you to uninstall and reinstall Anaconda.

[~ Register Anaconda3 as my default Python 3.9

This will allow other programs, such as Python Tools for Visual Studio
PyCharm, Wing IDE, PyDev, and MSI binary packages, to automatically
detect Anaconda as the primary Python 3.9 on the system.

T

7. Click Install. If you want to monitor the packages Anaconda is installing, you can
click on Show Details.

8. Once the installation is completed you will see the “Thanks for installing Anaconda”
dialog box

- Anaconda3 2022.04 (64-bit) Setup —

ra
L)

Completing Anaconda3 2022 .04
(64-bit) Setup

Thank you for installing Anaconda Distribution.

Here are some helpful tips and resources to get you started.
We recommend you bookmark these links so you can refer
back to them later.

-] Anaconda Distribution Tutorial

-] Getting Started with Anaconda

) ANACONDA.

"
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3 Implementation

File telp

() ANACONDA NAVIGATOR
 tone policat on se Channels
@ cvionments

N Leaning

&% Community

Anaconda Toalbox

ORACLE
Cloud Infrastructure

watsonx

1BM watsonx

Yy o ?

anaconda-toolbox console_shortcut_miniconda

On Windows, you can launch Jupyter via the shortcut added by the Anaconda to your start
menu, which will open a new tab in your default web browser that should look something

like the following screenshot
< Jupyter

Files ~ Running  Clusters

Select ftems to perform actions on them

(3 Desklop
(3 Documents
t Downloads

(3 Favorites

Logout

Upload  Newv &

Namew  Last Modified
11 days ago
11 days ago
11 days ago
5 days ago
2 days ago

11 days ago




In this notebook, we'll explore a classification task using various machine learning
algorithms. We'll utilize popular libraries such as NumPy, Pandas, Seaborn, Matplotlib,
Scikit-learn, and XGBoost.

: Ju pyter Main code Last Checkpoint: Last Saturday at 5:02 PM (autosaved) ﬁ Logout

File Edit View Insert Cell Kernel Widgets Help Trusted \ Python 3 (ipykernel) O

B+ x @& B 4 ¥ PRin B C P Makdown v | =

Import libraries

In [2]: import warnings
warnings.filterwarnings("ignore")

In [3]: dimport numpy as np
import pandas as pd
import seaborn as sns
import matplotlib.pyplot as plt
from sklearn.preprocessing import LabelEncoder
from sklearn.model _selection import train_test_split
from sklearn.metrics import classification_report,confusion_matrix,accuracy_score,precision_recall_fscore_support
from sklearn.metrics import f1_score,roc_auc_score
from sklearn.ensemble import RandomForestClassifier,ExtraTreesClassifier
from sklearn.tree import DecisionTreeClassifier
import xgboost as xgb
from xgboost import plot_importance

In [4]: #Read dataset
df = pd.read_csv('data/CICIDS2017_sample.csv')
# The results in this code is based on the original CICIDS2017 dataset

In [5]: df

Aakrel.

In this section, | have downloaded and imported the essential libraries required for our
classification task.

Using Pip install.

These libraries provide powerful tools for data analysis, visualization, preprocessing,
modeling, and evaluation. We'll utilize them throughout the notebook to perform various
tasks and analyze the results.

: Jupyter Main code Last Checkpoint: Last Saturday at 5:02 PM (autosaved) p Logout

File Edit View Insert Cell Kernel Widgets Help Trusted \ Python 3 (ipykernel) O

+ | % @ B 4 ¥ PRin B C W Makdown v||=

Training four base learners: decision tree, random forest, extra trees, XGBoost

Apply XGBoost

In [39]: xg = xgb.XGBClassifier(n_estimators = 10)
xg.fit(X_train,y_train)
xg_score=xg.score(X_test,y_test)
y_predict=xg.predict(X_test)
y_true=y_test
print('Accuracy of XGBoost: '+ str(xg_score))
precision,recall,fscore,none= precision_recall fscore_support(y_true, y_predict, average='weighted')
print('Precision of XGBoost: '+(str(precision)))
print('Recall of XGBoost: '+(str(recall)))
print('Fl-score of XGBoost: '+(str(fscore)))
print(classification_report(y_true,y predict))
cm=confusion_matrix(y_true,y predict)
f,ax=plt.subplots(figsize=(5,5))
sns.heatmap(cm,annot=True,linewidth=0.5,1linecolor="red",fmt=".0f",ax=ax)
plt.xlabel("y_pred")
plt.ylabel("y_true")
plt.show()

Accuracy of XGBoost: ©.9901119402985075
Precision of XGBoost: 0.9901950021260832
Recall of XGBoost: ©.9901119402985075

Fl-score of XGBoost: ©.9900980949708591

precision recall fi-score  support
2] 0.99 0.99 0.99 3645
1 0.99 0.98 0.98 393
2 1.00 1.00 1.00 19
3 0.99 0.98 0.99 609
4 1.00 0.71 0.83 7




In this notebook, we'll explore the application of various machine learning models for a
classification task. We'll utilize popular algorithms, including Random Forest, Extra Trees,
Decision Tree, and XGBoost, each renowned for its unique characteristics and efficacy.

1. Random Forest Classifier

Random Forest is a powerful ensemble learning method that constructs multiple decision
trees during training. It leverages the collective wisdom of these trees by outputting the mode
of the classes for classification tasks or the mean prediction for regression tasks. Renowned
for its robustness, scalability, and consistently high accuracy, Random Forest is a popular
choice for a wide range of machine learning tasks.

2. Extra Trees Classifier

Extra Trees, also known as Extremely Randomized Trees, represents another ensemble
learning approach. Similar to Random Forest, it builds a forest of uncorrelated decision trees.
However, unlike Random Forest, Extra Trees selects feature thresholds randomly, making it
faster at the expense of potentially lower accuracy. Extra Trees is particularly useful for
reducing overfitting and variance in models.

3. Decision Tree Classifier

Decision Tree is a versatile and intuitive non-parametric supervised learning algorithm used
for both classification and regression tasks. It partitions the feature space into regions and
predicts the target variable based on the majority class or mean value of instances within each
region. Despite its simplicity, Decision Tree can be highly effective, especially for capturing
complex relationships in the data.

4. XGBoost Classifier

XGBoost, short for Extreme Gradient Boosting, stands out as a cutting-edge gradient
boosting library designed for exceptional speed and performance. Operating within the
gradient boosting framework, XGBoost sequentially builds an ensemble of weak learners,
typically decision trees, and combines their predictions to enhance overall performance.
Recognized for its high accuracy, efficiency, and adaptability, XGBoost is a favored choice
in various machine learning competitions and real-world applications.

Binomial class classification

T Jupyter XGBoost Last Checkpoint: Last Saturday at 7:41 PM (autosaved) e Logout
File  Edit  View  Insert  Cell  Kemel  Widgets  Help Not Trusted | Python 3 (ipykemel) ¢

B+ 8| A B 4+ ¥ | | >Run H|C M Code v| =
i = U USLUN_ma L AALY_ LS _binaly, y_preuico_uinary )
£, ax = plt.subplots(figsize=(5, 5))
sns.heatmap(cm, annot=True, linewidth=8.5, linecolor="red”, fmt=".ef", ax=ax)
plt.xlabel("y_pred")
plt.ylabel("y_true")
plt.show()

Accuracy of XG: ©.9992537313432835
Precision of XG: ©.9949109414758269
Recall of XG: ©.9949109414758269
Fl-score of XG: ©.9949109414758269
precision recall fl-score  support

=] 1.ee 1.00 1.e0 4967
1 8.9 @.c9 8.99 393

accuracy 1.e0 5360
macro avg 1.00 1.00 1.0 5360
weighted avg 1.e0 1.00 1.e0 5360

- 4000

3000

y_true

2000

1000

y_pred




RandomForest Last Checkpeint: Last Saturday at 5:12 PM  (autosaved)

y_pred

View Insert Cell Kemel Widgets Help
@ B 4 %[ »Run B C| W coe v | =
plt.xlabel("y_prad")
plt.ylabel("y true")
plt.show()
Accuracy of RF: ©.9986948208587463
Precision of RF: ©.9873737373737373
Recall of RF: ©.9049189414758269
Fl-score of RF: ©.991128010139417
precision recall fl-score support
(=] 1.8 1.08 1.8e 4967
1 e.99 @.g9 e.29 293
accuracy 1.e8@ 536@
macro avg a.99 1.e8 1.88 5360
weighted avg 1.08 1.e8 1.08 5368
- 4000
o
3000
@
=4
=!
2000
-
1000

ExtraTrees Last Checkpoint: Last Saturday at 550 PM (autosaved)

y_true

y_pred

View Insert Cell Kemel Help
Ll ~ - » Run B C M | code ~ =
plt.ylabel("y_true™)
plt.show()
Accuracy of ET: @.9953358288955224
Precision of ET: ©.9248736487364878
Recall of ET: ©.980821882951654
Fl-score of ET: @.9688667496886675
precision recall fl-score  support
e 1.ee 1.88 1.ee 4967
1 8.85 a.99 8.a7 393
accuracy 1.ee 5368
macro avg 8.87 8.99 8.98 5368
weighted avg 1.ee 1.00 1.ee 5360

— 4000

3000

2000

1000

- Logout

| Python 3 (ipykemel) O

[ Logout

| Python 3 (ipykemel) O




Jupyter DecisionTree Last Checkpoint: Last Saturday at 7:56 PM (autosaved) o Logout

File Edit Vie Insert Cell emel t = | Python 3 (ipykemal) ©
+ || 3 O+ %[ >Run m|[C|» =
cm - confusion _matrix(y_true binary, y_predict_binary)
£, ax - plt.subplots(figsize-(s, >
sns.heatmap(cm, annot-True, linewldth6.5, linecolor="red", fmt=".0€", ax=ax)
plt.xlabel("y_pred
plt.ylabel("y_ true")
plt.show()
Accuracy of DT:
ecision of DT:
Recall of DT: ©.
Fi-score of OT 5822784810126582
precision ecall fi-score  support
° 1.00 1.00 1.00 4067
1 o.om eloa olos 203
accuracy 1.00 s3ce
macro avg e.99 e.99 o.99 s3ce
weighted avg 1.00 1.00 100 s36e
a000
- 3000
- 2000
- 1000
o
y_pred
Jupyter Main code Last Chackpoint: Yastarday at 12:24 PM  (autosaved) Lol Logout
File Eait Viev insart can Widget Help Python 3 (Ipykemal) ©
+ [ %< | |||+ < [[> Run [ m | & | |[Markdown =
Plt.ylabel( true™)
Pit.showd)
Accuracy of XGBOOSt: ©.9901119402085075
S901550021260832
support
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251
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Jupyter Main code Last Checkpoint Yesterday at 12:24 PM  (autosaved) Lo Logout
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-* > - w0 - - > Run - < » Markdowr -
plt.xlabel("y_pred")
plt.ylabel("y true”)
plt.show()
Accuracy of RE: ©.9944020050746269
Pracizion of RF: ©.9943850578988378
of RF: 0.9044020850746260
e of RF: ©.9943847133730377
precision recall fi-score  support
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JuPyYter Maln Code Last Checkpoint: Yesterday at 12:24 PM  (autasaved) -

4. Conclusion

This research is aimed at designing and implementing an intrusion detection system based on
ML models. The system is implemented using four ML models with two optimizations such
as feature selection and hyperparameter optimization. These research objectives are met as
evident in the results of the research. The first objective is to investigate on the existing ML
methods and related works used to realize intrusion detection systems. It is achieved and
outcome is presented in related works. The second objective is to propose a ML based
framework with its mechanisms and optimizations for efficient intrusion detection. Finally,
conclusions are drawn as found in this section and also future work possibilities are provided.
With regard to research questions, the first research question is “Can machine learning
models be used for realizing an intrusion detection system?”. This research question is found
affirmative answer as the ML models were found suitable for intrusion detection. The second
research question is “Can optimizations like feature selection and hyperparameter
optimization have impact on intrusion detection performance of ML models?”. This research
question also found affirmative answer in this research and in literature also. However, in this
research the improvement of accuracy when optimizations are made to ML models is
relatively less. In other words, there is no significant improvement in the accuracy when
optimizations are applied.
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